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The Protection of Personal 
Information Act is effective?!

 It’s been a long time coming…
Since April 2014, when parts of the Protection of Personal Information Act (“POPIA”) became effective, 
many clients were eager to know when they would need to comply with POPIA. In other words, when 
would the substantive provisions regulating the processing of personal information come into effect? 

One year turned to two, then three and then before we knew it six years passed without the 
announcement of an effective date for the majority of the substantive provisions. This has resulted 
in many organisations becoming complacent in their privacy journey asking us, tongue-in-cheek, 
“Will POPIA become effective in our lifetime?” 

Even organisations that initially took a proactive approach to privacy compliance, by performing privacy 
maturity assessments / gap analyses, have put their privacy remediation plans on hold while awaiting an 
effective date. 

 If you sneezed you may have missed it…
Then, in the middle of a pandemic, when many businesses were struggling to keep up to date with 
the ever changing COVID-19 regulations and directives, and rapidly implementing remote-working 
technology in response to the nationwide lockdown, new life was breathed into POPIA. 

Yes, on 22 June 2020, while you were asking employees whether they have any co-morbidities or have 
had any COVID-19 symptoms, President Ramaphosa proclaimed that the substantive provisions of 
POPIA (sections 2 to 38; sections 55 to 109; section 111; and section 114 (1), (2) and (3)) shall commence 
on 1 July 2020 and that sections 110 and 114(4) shall commence on 30 June 2021. 

 What does this mean for businesses? 
Simply put, businesses have one year from 1 July 2020 to become fully compliant with POPIA. From 
our experience with a number of clients, this is no small feat, especially for those businesses which 
have not been a pro-active in preparing with POPIA. However, there are some fundamental steps that 
organisations can take and many lessons that can be learnt from other jurisdictions, like Europe, where 
organisations are well underway in their privacy compliance journeys.  

 Some pitfalls we have seen…
Over the years, we have performed numerous privacy readiness assessments and have the benefit of 
seeing some of the most common pitfalls experienced by our clients in South Africa as well as by our 
colleagues supporting with General Data Protection Regulation (“GDPR”) compliance. We highlight 
five of the often-overlooked pitfalls we have seen in our experience and give some tips on how they 
can be avoided. 
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 Non-existent or poor privacy governance structure
Too often, when we perform a privacy maturity assessment, we find that there isn’t a clear privacy 
governance structure and/or that roles and responsibility for privacy have not been assigned to employees. 

A strong privacy governance structure is essential to comply with POPIA. After all, the first condition of 
POPIA is “accountability” (as set out in section 8 of POPIA) and requires that organisations ensure that 
all eight conditions of POPIA are complied with and that “all measures that give effect to such conditions 
are complied with at the time of the determination of the purpose and means of the processing and 
during the processing itself”. 

In order to satisfy this condition, an organisation needs to ensure that each business area and each 
employee within that business area take accountability to ensure that personal information is processed 
lawfully in terms of the conditions of POPIA.

Each organisation will need to assess whether it can reasonably adapt its current governance structure 
to effectively deal with privacy-related matters. In some organisations, a separate privacy governance 
structure may be more appropriate having regard to the size of the organisation, the type and amount 
of personal information it processes etc. The governance structure must include the appointment of an 
Information Officer and/or deputy Information Officers.  By default, the role of Information Officer falls to 
the head of the organisation. 

It is also recommended that the Information Officer is supported by a competent team including members 
of senior management to demonstrate their commitment to compliance with POPIA and to give effect to 
the conditions of lawful processing within business. It is also important that roles and responsibilities filter 
down the chain of command and that each employee understands their privacy obligations. 

Ultimately, the privacy governance structure must be one that is appropriate having regard to the 
organisation and must be effective for identifying, assessing, monitoring and reporting on privacy related 
risks and breaches through the governance structures.

 Failing to identify the risk when using a third party to process 
personal information
Often, for convenience or efficiency, organisations (“Responsible Parties”) outsource the processing 
of personal information (for example, the archiving of documents, cloud-storage, criminal checks on 
prospective employees or delivery services). 

When organisations rely on third parties (referred to as “Operators” in POPIA), there may be an 
expectation that the same level of privacy controls will be applied by the Operator as those applied by 
the Responsible Party. However, ultimately, the responsibility for any data breach at the instance of the 
third party Operator remains with the Responsible Party. POPIA places certain contractual obligations on 
organisations with regards to the management of its third party Operators. These obligations will extend 
to the vetting and monitoring of third party Operators from a POPIA perspective.

 Organisations underestimate data subject access requests
Many organisations have completely underestimated the privacy risks and administrative burden 
associated with data subject participation. The numerous rights of data subjects are summarised in 
section 5 of POPIA and requires organisations to take decisive action. 

In our experience, most organisations tend to manage their data subject access requests on an ad 
hoc basis, with no centralised or formalised process to ensure that the organisation is able to respond 
fully, timeously or appropriately to a request. Bearing in mind that information is very likely to be widely 
dispersed across an organisation, we are of the view that the requirements relating to data subject 
access requests could create the largest administrative burden on organisations who do not have a 
clearly defined process in place. 

1

2

3



3

 Organisations underestimate the extent of employees’ personal 
information on record
It is inevitable in the employer-employee relationship, that an employer will process the personal 
information of its employees. As alluded to above, the COVID-19 pandemic means that even more 
sensitive personal information is being processed by employers than usual. Almost all collection, use or 
storage of personal information will fall within the scope of POPIA and employees would be afforded the 
same rights to lawful processing as other categories of data subjects. 

POPIA applies to the collection and use of personal information of prospective employees, current 
employees and past employees as well as the monitoring employees’ email, internet access, location 
data and the video surveillance of employees in the employment context. 

Employers must apply ALL principles of POPIA when processing personal information of employees 
without exception. This means, inter alia, that there must be a lawful justification for the processing 
of personal information (employee’s consent may not be sufficient or appropriate under POPIA), the 
personal information being processed must be relevant, adequate and not excessive having regard to 
the purpose for which it is processed, the employee must be notified of the purposes of collection and 
processing of personal information, and the employer must consider each employees’ right to access, 
modification and erasure in light of POPIA requirements. 

 Policies, procedures and controls are not enough
While organisations should design and implement policies and procedures to ensure that its processing 
activities are POPIA-compliant and satisfactorily cater for privacy rights and obligations, policies and 
procedures, alone, will not be sufficient.  Compliance can never be achieved if employees, are unaware 
of, or don’t understand, their individual privacy obligations. 

For privacy to become embedded in an organisation, employee training and awareness cannot be a 
once-off event. Organisations must consider how best to maintain privacy awareness and develop an 
ongoing privacy awareness campaign to encourage a culture of privacy protection.  

 There’s no time to delay …
A year is fleeting, particularly if one is only beginning to consider how the requirements of POPIA 
will impact your organisation. No organisation’s privacy journey will be identical and no organisation 
can afford to remain complacent. This does require a good understanding of the personal information 
processed throughout your organisation and a deep awareness of where the critical gaps exist 
with regards to your organisation’s ability to comply with POPIA.  To those organisations that have 
already performed a POPIA or privacy maturity assessment, the time is now to consider whether it 
remains accurate and complete.  In both cases, it will be important to ensure POPIA is firmly on your 
organisation’s agenda for 2020. 
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