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Are you extracting maximum value 
from cloud?

The massive shift in society and business 
from COVID-19 has brought the future of 
work to the very top of the agenda, as almost 
every enterprise in the Fortune 1000 (94 
percent) has seen disruption from it.1

Effective remote collaboration is now a 
mission-critical priority—and the cloud is  
a foundational element for this virtual work 
environment, which was required to scale 
almost instantly.

Extracting maximum value from cloud rests 
on the shoulders of chief technology officers 
(CTO), chief information officers (CIO), chief 
data officers, and chief digital officers (CDO) 
who have become leaders for change.

Most technology leaders are aware of the 
value created by cloud platforms—in fact,  
9 in 10 organizations say they feel more 
confident in their use of cloud technologies 
than at any point in the past three years.  
And yet, almost one-half have stalled in their 
efforts to scale.2

It’s important that these leaders see cloud 
as the platform for the convergence of 
technologies that are required to support the 
new workplace. These leaders are facing 
a complex set of leadership and technical 
decisions—and an imperative to build and 
guide a fundamentally new business model 
that fuels a new work culture of collaboration.

To achieve “cloud smart” status—scaled 
deployment that seamlessly integrates 
infrastructure and talent around business 
objectives—technology leaders need to 
recruit and involve the entire C-suite into the 
effort. They should also consider realigning 
their workplace culture into cloud-enabled 
agile teams focused on product and service 
development. 

This report is for C-level technology leaders—
CTOs, CIOs, and CDOs—who aim to extract 
as much value as possible from cloud 
technologies. We believe the framework 
in this paper will provide perspective and 
pragmatic guidance to scale cloud to enable 
collaboration, drive value, and increase 
competitive advantage for their organizations.
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Cloud driving value 
in our new reality

Cloud smart2

Cloud is the platform for the convergence of technologies, and it is ultimately a 
vehicle for value creation, collaboration, and competitive advantage. Cloud adoption 
is now mainstream, but most organizations are still struggling to extract maximum 
value from these efforts.

Leadership is critical. It’s important for all stakeholders to see cloud as the 
technology glue that connects functions across lines of business—operations, 
supply chain, HR and IT, and customer service—into an enterprise capable of 
building seamless customer and employee experiences.

Cloud drives speed and agility . Cloud 
is the foundation for the new way of 
working and leveraging new and emerging 
technologies. Cloud facilitates the fluid 
exchange of data and insights between 
people, machines, and objects on an 
increasing variety of platforms.  
The interactions we’re seeing today 
are just the beginning of the digital and 
virtual world forming—and growing 
exponentially—from the convergence of 
technologies such as AI, machine learning, 
blockchain, and 5G.

Work Anywhere is NOW—and needs to be built on a strong 
cloud platform with robust collaboration tools . Cloud is 
the enabler to digitally transform organizations—through 
the modernization and optimization of existing computing 
environments .

of CEOs say that acting with agility is the new 
currency of business.3 They need to align their front, 

middle, and back office functions to be able to deliver customer 
centricity and ultimately achieve growth . They need to become a 
connected enterprise . 

Leaders now have to think about a business environment 
defined by new platforms and a workforce that became 
virtual almost overnight.

67%
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Cloud considerations continued

Cloud smart 3

Cloud drives innovation . The speed of business and customer 
evolution is outpacing IT’s ability to build and scale platforms resulting 
in the rise of software-as-a-service (SaaS) offered by cloud providers. 
Leading-edge applications are now primarily cloud-enhanced solutions 
that give enterprises the responsiveness they may lack.

Cloud enables new experiences . Accessing data in virtualized 
environments has the potential to unlock seamless collaboration in 
the enterprise, which directly impacts innovation and the creation of 
digital experiences that drive value—new products and services, new 
customers, reduced churn, and ultimately growth and profitability.

Cloud driving value in our new reality

Competitive advantage 
will be defined increasingly by 
effective use of diverse cloud-native 
ecosystems that include application 
services, multicloud, and hybrid 
cloud . Demand for strategic cloud 
service outcomes signals an 
organizational shift toward digital 
business outcomes .4 
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Becoming cloud smart
Innovation and operations are now entwined—you can’t do 
one without the other . Adopting a cloud smart approach that 
responds to the strategic objectives of the business and your 
new virtual workplace is essential for success .

For cloud to be transformative, a C-suite voice calling for 
and inspiring change throughout the organization is critical, 
and the business needs to be prepared to operate in a 
fundamentally different way than it has in the past . 

This section will address the following questions and plot a 
course of action that aligns the cloud with the objectives of the 
business . 

1  How do you lead an enterprise toward  
cloud-based transformation?

2  What are the keys to operating model  
transformation?

3 How do you align talent with change?

© 2020 KPMG LLP, a Delaware limited liability partnership and the U.S. member firm of the KPMG network of independent member 
firms affiliated with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved. 



Define cloud as a new 
foundation for business 

As a C-level leader at the center of change, bringing 
business and technology together in a way that enables the 
enterprise to succeed in its strategic goals is a top priority. 

It’s critical that your cloud strategy incorporates building the 
foundation for a new operating and workplace model while 
managing the organizational chaos that will inevitably occur 
during transformational change. 

This is not an easy lift when you’re facing complexity across 
the enterprise—the many levers of the entire operations 
estate, the changes needed in your workforce, the shifting 
customer landscape, and the onslaught of data. 

Present a clear business rationale for scaling 
cloud and the investment needed to be 
competitive

—  Connect cloud at scale to the capabilities required 
to deliver new and better products—notably, digital 
collaboration and agile practices and the ability of the 
enterprise as a whole to function at market speed.

—  Engage your C-suite peers and promote cloud as shared 
responsibility that will involve uniting line of business 
departments with IT.

—  Examine and project cost optimization associated with 
the pay-per-use model of cloud, the range of platforms 
offered, and the access to suites of leading-edge 
technologies.

Build a roadmap for operational transformation 
that details the case for cloud implementation 
and scale

—  Conduct an assessment to determine what processes 
and applications should be migrated, optimized or 
replaced—and prioritize accordingly. 

—  Build a roadmap toward data and business 
transformation that considers the front, middle, and back 
office functions.

Consider cloud risk management and security 
in the transformation plan

—  Determine what workloads are suitable – or will need to 
be done through the cloud and the risk associated with 
the migration.

—  Establish clear cloud governance – setting the right 
tone with proactive policies that manage risk and keep 
the enterprise aligned with industry standards and 
regulations.

—  Work with the CISO on establishing zero trust 
approaches and network virtualization on your firewall.

Cloud smart 5

1 Lead
How do you lead an enterprise toward 
cloud-based transformation?
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Transforming the operating model is one of the more 
challenging aspects of the cloud journey as key decisions  
on new ways of working need to be made.

Automate and integrate functional processes

—  Determine what IT processes can be automated and 
integrated into cloud—and what services would be most 
appropriate for the function. Security and provisioning 
may require the most immediate attention for many 
organizations.

—  Consider an end-to-end automated workflow that integrates 
all the policy checks and approvals involved in orchestrating 
the provisioning of computing, network, and security to 
increase efficiency across functions.

—  Cloud integration brings a suite of tools and technologies 
to connect disparate applications and systems across 
the enterprise, enabling leaders and teams across lines 
of business to collaborate seamlessly and enable the 
operationalization of big data and analytics.

Transform your service delivery model

—  Leading organizations are dissolving the boundaries 
between business and IT to create value chains that 
remove friction points and promote modern collaboration 
practices, such as agile and DevOps.

—  The self-service aspect of cloud gives teams the power 
to go from prototype to production—from ideation to 
realization—fluidly and at speed. The consumption-based 
model of cloud gives managers more visibility into usage, 
reducing cost, and improving the overall efficiency of 
workflows.

—  Low-code/no-code workflow solutions are integrating 
with cloud platforms to create efficient and automated 
operations that meet business user and developer 
expectations.

Secure mission-critical applications down to  
the workload level 

—  As networks expand with more devices and sensors 
and as data centers become increasingly distributed, 
an organization’s security and compliance environment 
requires a modern security architecture that addresses 
threats at a granular level. 

—  Firewalls should be built around a zero trust approach 
(“trust nothing, verify everything.”) The objective is to 
prevent threats from moving laterally from an end user 
(such as a device) to a target location. 

—  Virtualizing the physical and software infrastructure 
of a network enables you to create software-based 
representations of assets—and that allows you to bring 
security down to the workload level (microsegmentation). 
In essence, you’re wrapping a firewall around every user  
in the network and creating secure, isolated work zones.

6 Bots at work

by scaling cloud across 
the enterprise 2 Transform
What are the keys to operating 
model transformation?
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Manage your cloud providers 

Review security frameworks offered by cloud providers  
and establish in-house protocols to actively monitor them.

—  Managing a provider too loosely might expose the 
organization to risks that can damage brand reputation. 

—  Restrict a provider too much and the effectiveness of the 
platform may be diminished and the value-add lessened.  
It is important to find a balance between being too 
restrictive and too lax.

Optimize your cloud experience

The work of building a real-time, cloud-based data platform 
experience goes beyond data and begins to ramp up after  
key applications have migrated. 

—  Tooling, updated processes, and governance through 
automation from this point forward are key differentiators 
in terms of the quality and consistency—and efficiency—
of your cloud framework.

—  Continually improving performance – whether 
computational, insights, or cost – through strategies 
such as DevOps, data virtualization, in-memory data, 
rightsizing, and containers is important. The optimization 
phase begins as early as key applications are modernized 
and becomes more critical as huge amounts of disparate 
data get transformed into insights and customer 
intelligence.

7Cloud smart

A large global retailer wanted to perform advanced inventory 
analysis at their stores in a cost-effective and efficient way . 
KPMG is helping them leverage cloud, data analytics, and 
drone technology in their global retail locations with reduced 
interruptions in the stores . Bringing multiple emerging 
technologies together, we are helping the client set the stage 
for advanced-learning algorithms to identify what actions 
should be taken on the store floor and in their storage facilities 
to optimize inventory fulfillment and profitability .

Optimize inventory and profitability

CLIENT STORY
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A core driver of change . A central challenge for business and technology 
leaders—now and into the foreseeable future—is governing and guarding 
data, especially as the sheer volume of it increases exponentially. 

Data integrity . More data coming from more sources pouring into 
expanding enterprise networks will make assuring the accuracy and 
consistency of data an even greater priority for leaders in both business  
and technology. Handling data in a secure, compliant manner is paramount. 

Greater complexity in the Internet of Everything . Emmanuel believes 
that IoT (Internet of Things) supercharged by 5G is among the most 
profound and challenging developments for technology leaders and their 
organizations. When electronics—sensors, devices, materials—make  
every object and place connected, the amount of data in the world will  
rise exponentially yet again, as will the opportunities. 

Data is growing exponentially . Some 463 exabytes of data will be created 
every day by 2025.5 And the collected sum of data—in traditional and cloud 
data centers, the edge, and device endpoints—will grow at a compounded 
annual growth rate of 61 percent in that time.6

According to Priya Emmanuel, Managing Director, Cloud 
Strategy and Transformation, KPMG, many businesses, 
unable to fully trust outsourced IT infrastructure, have 
opted for private cloud or hybrid cloud by combining  
on-premise and cloud resources . She believes that for  
all cloud users, data governance is a critical concern .

Data governance in the cloud

8 Cloud smart

“ Technology 
leaders have to 
be able to vouch 
for the data they 
put on the cloud—
including the data 
they are using 
with external 
companies—
and how they’re 
securing it. We’re 
seeing data 
security becoming 
an issue within 
overall cloud 
security.”

— Priya Emmanuel 
Managing Director, 
Cloud Strategy and 
Transformation, 
KPMG
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Technology leaders will need to solve for shortfalls in talent 
and skills as the enterprise moves to a cloud-dominant 
infrastructure. Many roles will become obsolete and 
entirely different capabilities and roles will be needed, 
notably around security, compliance, operations, and data 
transformation. Leaders need to inspire a culture of cloud-
based agile collaboration and innovation, an urgent call to 
action in a world grappling with the new reality.

Skill sets and roles are evolving to take advantage of cloud 
platforms and disruptive technologies. An integrated 
team with highly collaborative engineers, product owners, 
developers, scrum masters, architects, and cybersecurity 
and operations teams should function as one high-
performing team. Staff size and roles may adapt as the 
body of work, delivery model, and sourcing strategies 
change. A deliberate workforce strategy to automate and 
develop a set of blended technology skills that can scale 
up to meet business demands and focus on innovation is 
critical to success.

One result of standardizing and automating infrastructure 
is efficiency. The number of administrators decreases, 
enabling talent to focus their time on business-forward 
endeavors such as application development and strategy. 
Implementing or expanding the self-service offerings 
available in the cloud vastly improves the efficiency and 
cost-benefit of deploying technologies like machine learning 
to gain business intelligence.

Align process and skills 

—  Access talent with the skills to understand and manage 
digitized operating models across a variety of sources, 
from cloud providers, to consultants and crowdsourced 
experts.

—  Integrate in-house talent across the enterprise into a 
“blending of brains” adapted to the continuous changing 
business landscape.

—  Educating your existing workforce the right way is 
key. Training will be the bedrock of a cloud smart IT 
organization. Combine cloud vendor specific training 
(platform specific services) with cloud functional skills  
like DevOps, IoT, ML and analytics.

—  Once trained, provide talent with more hands-on 
experience with PoCs and challenging assignments to 
continue to grow their skills and become centers for 
innovation.

—  Work with HR to find talent who understand cloud 
migration, AI and machine learning, cloud security, 
blockchain, and serverless architecture.

9Bots at workCloud smart 9

talent by building a culture 
of digital collaboration 3Align
How do you align talent with change?

of CEOs are actively transforming 
their leadership team to build 

resilience.7 

of organizations are struggling 
to find the right talent, with the 

scarcest skills being big data/analytics, 
cybersecurity, and AI.8 

67%

84%
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Approach: Using cloud technologies, the Federal Housing Administration  
was able to dramatically improve the way they review loans for risk and fraud. 
The cloud smart strategy created by KPMG and deployed by FHA was adaptable 
and scalable. Transparency to both internal and external stakeholders improved. 
With data centralized on a cloud platform, loan reviewers could see the big 
picture, improving efficiency and increasing the number of loans reviewed.

Business value realized:

—  Standardized user interface for an enhanced and consistent user experience

—  Automated workflow, determining next steps in the loan review process 
based on a reviewer’s decision making

—  Automated assignment, matching review location and reviewer skills 
availability with loans based on loan data

—  Adaptable and scalable design, allowing business administrators to change 
attributes within the system without needing to write a single line of code 

U .S . Department of Housing and 
Urban Development, Federal Housing 
Administration (FHA): Create a 
consistent user experience and 
automated workflows .

CLIENT STORY
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What does being “cloud smart” mean to you?

Cloud is the 21st century business platform that 
organizations are moving quickly to adopt and migrate 
to – intentionally, and in many cases because a vendor 
has made that decision for them . Attributes of cloud 
smart organizations include having a cloud-first or 
cloud-only mindset . Cloud smart organizations have 
created a roadmap that is reviewed frequently and 
adjusted accordingly . They manage their customers’ 
expectations while keeping an eye on operational and 
business continuity risks and privacy concerns . Cloud 
smart organizations have assessed and adjusted their 
operating model to manage, support, develop, and  
take advantage of the new capabilities cloud brings .

According to the Harvey Nash-KPMG survey,  
only 44 percent of enterprises have achieved 
large-scale adoption of cloud . Why do you  
think that number is not higher? 

I believe the underlying theme of cloud adoption 
is trust—trust in issues like confidentiality, privacy, 
and data protection . Loss of control is another issue 
that concerns some leaders . But in not migrating to 
cloud, they risk losing control of the ability to regulate 
computing and storage demands across the enterprise . 
The uncertainties and complexities facing business 
today add to that risk because you’re dealing with new 
obstacles in front of you every day . I believe the ability  
to adapt and manage the change—whether you’re  
an employee, a leader, a customer or a user—means 
your chances of success with scaling cloud will be  
much higher .

Let’s discuss cost . What is the cost dynamic  
of cloud-driven agility?

When your infrastructure migrates to the cloud, you 
don’t necessarily put assets on the balance sheet . It often 
becomes an operational expense, as opposed to a capital 
expense; it’s something you can pay as you go and 
add or subtract capacity as volume goes up and down . 
But don’t confuse flexibility with low cost . I remind our 
clients that cloud doesn’t necessarily mean cheaper .

We’re at a tipping point here in terms of 
5G arriving at the enterprise level, enabling 
emerging technologies like virtual reality  
to scale in areas such as telemedicine and  
business collaboration . How important is  
cloud in this trend?

Cloud is critically important in this trend . Cloud is the 
platform for just about everything . The massive amounts 
of data to be exchanged—for example, for the high-
definition video necessary in telemedicine—is going to 
take place in the cloud . It’s not going to be on-premise—
that’s simply not feasible .

Principal and CIO Advisory Lead, KPMG

A conversation with Denis Berry
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We will almost certainly see the workplace in 
pre-COVID-19 and post-COVID-19 terms . Leading 
organizations already have the technologies and 
culture in place to adjust effectively to the sudden 
disruption from COVID-19 or any other highly 
disruptive situation . An organization that does 
not have the elements in place for the future of 
work—one that is increasingly virtual and unified 
in the cloud—will struggle for the level of speed 
and agility required in this business environment .

The future of work

“ In conversations with our clients, 
early indications are that over 
one-half of all workers in many 
industries who previously worked in 
offices can actually work remotely—
but infrastructure needs to catch up 
to allow this to be ongoing and at 
scale.” 

— Don Ryan, Director, 
Industries & Marketing, Research & Analysis, KPMG
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Cloud smart:  
Guiding implementation and talent
Cloud smart organizations build a culture oriented around the collaboration 
and computing power of the cloud, with the goal to scale and extract maximum 
value from these efforts .

Cloud smart organizations understand that cloud is not optional; it’s an 
imperative to remain relevant to customers and competitive from a delivery 
standpoint . 

1.  Lead by defining cloud as the foundation  
for digital business

 —  Present a clear business rationale for scaling cloud and the investment 
needed to be competitive

—  Build a roadmap for operational transformation that details the case for 
cloud implementation and scale

—  Consider cloud risk management and security in the transformation plan

2.  Transform by scaling cloud across the enterprise 

 — Automate and integrate functional processes

— Transform your service delivery model

— Secure mission-critical applications down to the workload level

— Manage your cloud providers

— Optimize your cloud platform 

3.  Align talent by building a culture of digital collaboration 

—  Access talent who can thrive in cloud environments

—  Blend IT into the business such that talent verticals dissolve

—  Combine cloud vendor specific training (platform specific services)  
with cloud functional skills like DevOps, IoT, ML and analytics

—  Work with HR to find talent who understand cloud migration, AI and 
machine learning, cloud security, blockchain, and serverless architecture

Enterprises that are cloud smart will be at the head of the pack in the 
transformation race—and at the forefront of innovation .

13Cloud smart

Conclusion
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Strategic alliances

How KPMG can help

At KPMG, strategic alliances are central to our goal of helping 
clients achieve a sustainable competitive advantage. Our 
alliance ecosystem is designed with a global view and to help 
address today’s top issues, trends, and priorities. We combine 
our deep business process, risk, tax, and industry know-how 
with professionals who are trained and certified by our alliance 
partners, enabling us to deliver differentiated solutions across 
multiple platforms and technologies to address complex 
challenges for our clients. 

To help you navigate continued disruption, KPMG has built 
an extensive network of alliances with some of the world’s 
leading technology, data, and services companies, including 
the world’s largest cloud providers. KPMG, along with our 
alliances, offers global reach and integrated capabilities to 
help solve your most pressing technology-based challenges, 
including cloud transformation, cognitive and digital labor, 
cybersecurity, data and analytics, and regulatory change.

Our experienced advisers can help you develop and execute 
leading cloud solutions to help you drive enterprise value and 
achieve specific goals. Our teams will leverage our cloud 
transformation framework to help you define the business 
strategy and vision. We’ll help you understand the financial 
and economic drivers, the scope of change needed, the target 
operating model, and roadmap toward data transformation. 
You’ll gain a clear picture of how cloud can accelerate 
transformation and enable collaboration, agility, and resilience.

14 Cloud smart
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