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Foreword
The Financial Services (FS) industry is pivotal to
the development of economies as it facilitates
financial flows within and across borders. However,
the industry is also exposed to abuse as criminallyminded individuals, corporate entities and state
governments can seamlessly leverage the financial
systems to facilitate bribery, money laundering,
sponsoring of state terrorism and other financial
crimes.
Know Your Customer (KYC) is one of the most
important tools used by FS industry to reduce the
menace of money laundering and terrorist financing;
and is also critical to any country’s fight against
corruption and effective implementation of certain
monetary policies.
However, KYC can also be an inhibitor to financial
inclusion especially in jurisdictions that do not have
centralized identity management systems. Nigeria
with a financial exclusion rate of 36.8% as at 2019
(according to Central Bank of Nigeria’s National
Financial Inclusion Strategy Annual Report) falls into
this category.
KYC therefore, has always been a challenge for
banks in Nigeria because of the lack of a widely
adopted national identification management
system1.

In order to reduce the impact of these
inconsistencies, it is important for regulators and
banks to continuously develop ways to address
the KYC challenges, while not compromising the
integrity of the financial systems.
In this publication, we discuss the challenges
that banks face in conducting KYC and proffer
recommendations that may be considered by
the regulators and the banks to address these
challenges.
The publication is supported by a survey deployed
to banks in Nigeria and interviews conducted with a
number of Chief Compliance Officers. It covers four
broad areas of KYC:
• Cost: What is the cost of carrying out KYC.
What makes up the direct cost, indirect cost and
opportunity cost incurred by banks in the current
KYC regime.
• Timeline: The length of time it takes to
successfully onboard a new customer or
remediate an existing customer account. How
do banks balance the customer experience with
fulfilling strict KYC requirements.
• Challenges: What are the common challenges
banks face in carrying out KYC in Nigeria.

While there are efforts to integrate the various
disparate existing identification systems in Nigeria,
most identification systems still operate in silos,
with significant level of inconsistencies and conflicts
in the data.

• Recommendations: We discuss opportunities for
improvement such as the impact of automation
and innovation on KYC process, including robotic
process automation, shared KYC utility, among
others.

These inconsistencies are amplified by the huge
population of Nigeria, which puts enormous
pressure on the identification management
systems.

On behalf of KPMG, I would like to thank all the
banks that participated in this survey and the CCOs
that provided additional insights to us. We hope that
you will find this publication insightful.

This can result in poor KYC data in several banks,
ineffective investigations into money laundering,
corruption and possibly tax evasion.

Saheed Olawuyi
Partner and Head, Forensic Services
KPMG in Nigeria

1

51 million NINs already in the database as at May 2021
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Executive Summary
Cost of KYC

To onboard a customer, banks must necessarily incur certain cost, which
comprises:

Direct cost, covering
address verification,
CAC verification for
corporate customers,
identity verification,
ongoing monitoring
of accounts

85%

Indirect cost, covering staffing the compliance
function/sanctions screening desk, procuring,
deploying and implementing technology, storing
and managing KYC data, regulatory reporting /
fines, opportunity cost as a result of customers
who discontinued the account opening process
due to inefficient or cumbersome KYC processes.

of respondents noted that KYC activities constitute a significant cost
to banks.

of respondents noted that the direct and indirect cost of KYC will
continue to increase, and the key drivers of the continual increase in
the cost include: frequency/changes in regulatory requirements,
financial inclusion programs, increase in customer base, initial cost
of technology, more complex ownership structures, increase in the
number of employees required to administer KYC, integration of tax
compliance into AML laws.

71%

Timeline

15%

to

48%

30%

of customers who start the KYC process do not
complete it, because the process is unnecessarily
time consuming.

Despite customers agreeing that KYC is an important
process, 48% of responding customers are not satisfied
with the account opening process in their banks.

71%

Per the survey results, CBN’s tiered KYC initiative has led
to increased efficiency for Tier 1 category of accounts, as
71% of banks state that they can complete the onboarding
of a Tier 1 customer in 1 day.

1 Week

It typically takes more than 1 week to complete onboarding
for Tier 2 and 3 customers.
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Executive Summary Cont.d
Challenges
The topmost challenges with performing KYC in Nigeria include identifying complex
legal structures, verifying addresses and identities, identifying and verifying PEPs, as
well as remediating rather high-volume legacy accounts.
• Identifying complex legal structures: Due to the current manual nature of
searches at the Corporate Affairs Commission as well as continued existence of
jurisdictions designated as tax/secret havens – it is difficult for banks to unravel
complex legal structures, especially where these complex legal structures are
employed to mask true or ultimate beneficial owners.
• Address verification: Address verification is expensive in Nigeria and CCOs argue
that despite the cost and efforts required to achieve address verification, this
control provides static data and it is not effective in ascertaining the true location
of potential money launderers or terrorist financiers during investigations.
• Identity verification: While the deployment of BVN and the ongoing NIN
registration has or will continue to contribute to addressing this challenge, the
disparate identity systems in Nigeria makes it difficult for banks to effectively and
efficiently identify individuals.
• PEP Identification: The definition of PEP is so broad that it is very difficult for
banks to comprehensively identify and verify PEPs, and therefore may not be in a
position to adequately comply with CBN regulation on PEPs.
• Remediation: A number of banks have a huge amount of legacy accounts, and
remediating these accounts effectively and efficiently requires a top-notch project
management discipline, senior management commitment, appropriate skills and
tools that enable scalability and standardization. Currently, many banks do not
committedly prioritise these requirements, and are also yet to come to terms with
the cost-benefit analysis of the remediation activities.
Recommendations
CCOs and the respondents are very open to continuing to explore technology as a
way of tackling the challenges of KYC in Nigeria. Some of the proposed innovative
opportunities include:
• Shared KYC Utility: 71% of the respondents are open to a Shared KYC Utility,
which will create an opportunity for banks to share the cost of KYC among the
banks, and leverage the verified data.
• Artificial Intelligence, Machine Learning and Robotics: We would like
to encourage more investment in the deployment and adoption of Artificial
Intelligence, Machine Learning and robotics to automate certain segments of the
KYC process, so as to build more efficiency, accuracy and predictive capabilities
in the KYC process. Segments to consider include updating of customer risk
rating, ascertaining ultimate beneficial ownership, management of onboarding
documents, standardised research protocol for online reviews.
• CAC Digital Platform: CAC should further enhance its recently launched digital
platform to seamlessly enable its users carry out search on the directors and
shareholders of companies, in order to drive efficiency of corporate onboarding
and identification of complex ownership structures.
• PEP Database: CBN and other relevant stakeholders should consider streamlining
the definition of a PEP. Banks can collaborate to invest in developing a central
PEP database, which is supported by the regulator and has clear collaborative
parameters for updates.
• Collaborative Supervision: Regulators should create a collaborative environment
where all parties come together and proffer solutions to common KYC issues.

2021 Know Your Customer (KYC) Survey - KYC Challenges and Opportunities in Nigeria
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Section 1:

Cost of KYC
It is no news that the FS industry is one of the most regulated sectors in the global
economy, as banks are more often monitored in how they raise money, use money,
gain customers, etc. The heightened regulation of the sector especially in the area
of KYC, has led to significant KYC cost for Banks. Per the Harvard Business Review,
JP Morgan hired 13,000 additional people between 2012 and 2015 to work in the
area of compliance. The International Banker also reports that global Tier 1 banks
are spending in excess of 1 billion USD on compliance annually.
A significant part of the regulatory cost that banks bear relates to KYC and these
KYC related cost are expected to continue to increase with increased customer
base, enforcement of regulations and initial cost of obtaining technology.
Specifically:
• New AML/CFT regulations continue to widen the range of KYC processes
undertaken by banks, thus resulting in higher cost.
• Adopting new technology, integrating this technology into existing systems,
training staff on the technology and implementing change management
strategies can lead to increased cost in the short term.

“85% of respondents
stated that KYC activities
constitute a significant
cost to banks in Nigeria.”

Banks incur both direct cost i.e., cost
that can be easily quantified and directly
attributable to KYC and indirect cost i.e.
other KYC cost, which cannot be easily
quantified and attributed to KYC.

These numbers do not include the
indirect cost of KYC.

Our analysis of the data reveals that
for many banks, the direct cost of KYC
is below ₦50 Million per annum, but
depending on the size of the bank it
can rise to as much as ₦400 Million per
annum.

• Address verification

Q. Provide an estimate of the direct
cost for KYC purposes in 2016, 2017 and
2018 (in Naira value) across your Bank.
2018

The elements of the direct cost of KYC
include cost incurred in:

• CAC verification for corporate
customers
• Identity verification
• Performing ongoing monitoring of
accounts.
Banks also incur significant indirect
cost in performing KYC. Indirect cost
includes cost incurred in:
• Staffing the compliance office/
sanctions screening desk

2017

• Purchasing, installing and
implementing technology
2016

• Storing and managing customer KYC
data

0.00% 10.00% 20.00% 30.00% 40.00% 50.00% 60.00%
401 Million - 500 Million

101 Million - 200 Million

50 Million - 100 Million

Less than 50 Million

• Cost incurred due to regulatory
reporting/ fines incurred as a result of
failure to report.
• Opportunity cost incurred as a result
of customers who are discouraged
from opening accounts due to
inefficient or cumbersome KYC
systems.
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How significant is KYC cost to your Bank?
Q. How much does your Bank directly spend on identity and address verification for new and existing customers?
Individual Accounts					

Corporate Accounts

80.00%

80.00%

70.00%

70.00%

60.00%

60.00%

50.00%

50.00%

40.00%

40.00%

30.00%

30.00%

20.00%

20.00%

10.00%

10.00%

0.00%
New Customers
Less than 10,000

Existing Customers
Between 10,001 - 20,000

0.00%
New Customers
Less than 10,000

Above 40,000

Existing Customers
Between 10,001 - 20,000

Above 40,000

Q. Do you think the cost of KYC will continue to increase and why?

Survey Insight
Regulatory
requirements

No:
29%

Financial
inclusion
programs

Loan deposit
ratio

Yes:
71%
Increase in
customer
base

• Identity and address
verification are integral
parts of the present
KYC process in Nigeria.
• More than 70% of the
responding banks
spend less than
₦10,000 as direct cost
for identity and address
verification.
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Do you think the cost of KYC wil continue to increase?
71%

Of our respondents are of the opinion
that KYC cost will continue to increase.

According to our survey results, the key drivers of the continual increase in KYC
cost include:
• Regulatory Requirements: Due to regulatory changes, banks may be required
to make significant investment in manpower and training of their employees.
In some instances, banks may be required to conduct lookback remediation of
existing customer database to address regulatory changes.
• Government Financial Inclusion programs: Since 2012, the CBN has been
aggressively moving towards a goal of increasing Nigeria’s financial inclusion
rate to 80% by 2020. However, as at December 2019, Nigeria’s financial
inclusion rate stood at 63.2%, prompting the CBN to set a new target of 95%
financial inclusion by 2024. The financial inclusion strategies of the CBN include:
PSB regulations, three tiered KYC, SANEF, use of USSD, etc.
• In aligning with CBN’s targets, banks are required to make significant
investment in KYC technology and personnel in underserved regions and the
cost incurred in onboarding and conducting KYC on the customers in these
underserved locations are not usually commensurate to the expected financial
benefits from the customers.
• Technology cost: The cost of acquiring, implementing and maintaining
technology is often significant. The digitization of the financial sector also means
that banks will be required to invest significantly in regulatory driven technology
to stay up to date and maintain efficiency. It is expected that acquisition of such
technology will attract high cost in the short term, but enable cost savings in the
long term.
The survey results show us that for many banks, investment in automation
has not translated to increased efficiency in the customer onboarding process.
Before investing in KYC/AML technology, banks should adequately assess
suitability of the technology to their peculiar environments.
In addition to the factors mentioned by the respondents, other factors that
will contribute to a rise in the cost of KYC include the following:

8
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CCO Insight
“There is no existing comprehensive
database for local PEPs, and banks
are using their best efforts to
demonstrate how to identify PEPs.
The off-the-shelf solutions are not
reliable as they do not cater to
Nigeria’s needs. However, regulators
still hold banks significantly
responsible for not having a
comprehensive database, despite
not providing industry accepted but
regulator-led database.”

2021 Know Your Customer (KYC) Survey - KYC Challenges and Opportunities in Nigeria
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Section 2:

The KYC timeline for
the average Nigerian
customer
A Tier 1 bank account in Nigeria can be opened in less than two (2) or three (3) days
while a Tier 2 bank account can be opened within a week, which covers the point
the customer submits his/her documents up to when the Bank responds with the
customer account details.
However, for Tier 3 account holders, i.e. bank account holders who enjoy the full
services offered by banks, the KYC journey starts earlier – with obtaining the list
of requirements and gathering the relevant documents before submitting the
required documents to the bank – the process can easily take weeks.
Key among documents required for this class of account holders is evidence of
residence, usually in the form of a utility bill and a valid ID card.
Our survey shows that almost half of customers have unsatisfactory customer
experience during their account opening processes, with major issues around how
cumbersome and manual the process is.
There is also the possibility that customers are transferring their frustrations with
the process involved in obtaining required documentation to the actual account
opening procedure. For instance, obtaining a valid identity card in Nigeria can be
very difficult, usually lengthy and sometimes involves facilitation payment [per a
study carried out in 2019 by UNODC, 30% of Nigerians who had at least one
interaction with a public official in the 12 months prior to the study reported
paying a bribe].
In essence, the KYC process does not start and end within bank walls for the
average Nigerian bank customer. Regulators as well as banks must consider
innovating around addressing the challenges holistically and in a strategic manner.

11

2021 Know Your Customer (KYC) Survey - KYC Challenges and Opportunities in Nigeria

How long does it take to perform KYC?
The length of time it takes to perform KYC is directly related to the type of account
being created. Majority of our respondents agree that the amount of time it takes
to perform KYC is as follows:

Per the survey 15% to
30% of customers who
start the KYC process do
not complete it because
it is unnecessarily time
consuming and manual.

Per the survey, on
average, 15% to 30% of
customers who start
the KYC process do not
complete it, because of
the following reasons:
• The KYC process is
time consuming
The results of the survey appear consistent with the intentions of CBN when it
rolled-out the three tiered KYC.
It is refreshing to note that 71% of respondents agree that they can complete
onboarding for Tier 1 customers in a day. This aligns with the intentions of CBN with
the three-tiered KYC.
Q. On the average, how long does it take to satisfactorily complete the required
KYC procedures for Tier 1, Tier 2, Tier 3 and corporate customers? i.e. completing
the process of verifying the identity of your customers, in line with relevant
regulatory requirements.

Tier
Tier 3

Tier 22
Tier

Tier
Tier11
14%

14%

14%

14%

Corporate
Corporate

29%

29%

43%
57%
71%
71%

Within a day

Within a week

Within a 1 – 2 weeks

43%

Within a month

• The KYC process is
too manual
• Information required
is difficult to obtain
It is therefore
imperative for banks
to look at more
efficient onboarding
processes to address
the unsatisfactory
experiences at
onboarding by
customers. As an
inefficient onboarding
process can damage a
bank’s reputation and
lead to lost business.
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Q. On the average, what is the estimated percentage
of prospective customers who commenced but did not
complete their KYC processes?

Q In your opinion, what are the reasons why people
commence but do not complete the KYC process (please,
select all that apply)

5%

Information required is
difficult to obtain

15%

29%
43%

35%
Less than 10%
Between 10 - 20%
Between 20 - 30%

28%
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KYC process is too
manual
Time Consuming

20%

Poor customer service

25%

Others

Customers perspective
KPMG carried out a survey of 25,107 bank customers and aggregated the results to quantify how KYC processes impact
customer satisfaction. The results reflect that an efficient KYC process can de a determinant in a customer’s decision to open
an account with the bank.
Q. How important is KYC to you as a customer?

} KYC

Among 37 other banking
procedures, responding
customers ranked KYC in
the top 18th percentile of
importance.
Indicating that KYC processes
employed by the banks are
of importance to prospective
customers.

Q. Are you satisfied with the existing KYC procedures?

48%

Despite the importance of
KYC to customers, 48%
of responding customers
are not satisfied with the
account opening process
in their banks.
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Section 3:

What makes KYC
challenging for banks
How do you know a customer who has no registered legal identity or whose
legal identity cannot be verified. This is the biggest challenge for banks operating
out of Nigeria – where according to the Director-General of the National Identity
Management Commission 100 million people cannot officially prove their
identities.
In Nigeria for example, data on Nigerian citizens is held in disparate systems e.g.
Nigerian Immigration Service (NIS), National Identity Management Commission
(NIMC), the Federal Road Safety Corps (FRSC), the Independent National Electoral
Commission (INEC), Nigerian Communication Commission (NCC) among others.
It is not impossible for an individual to have different identities on these different
databases – banks therefore lack a single data source that is either complete or
reliable. Identities are difficult to verify and in some cases impossible. As a result of
this, banks incur significant cost in attempting to ascertain the identities of some
customers, whose transaction value and volume over a period may be lower than
the cost of verifying their identities.
Also, with the knowledge that obtaining a drivers’ license or an international
passport may not enable you to adequately identify your customer, banks now
approach this with a tick box mentality.
Another major challenge is that some of the KYC regulations may not add value
to the process, but still require significant resource to achieve. An example is the
requirement for customers to be contacted when an ID card expires. This adds
little value to the KYC process but places immense pressure on both the banks and
customers.
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What are the topmost challenges you face in performing KYC
According to the survey, the most challenging procedures relating to KYC are:

88%

Remediation

71%

Identifying complex ownership structures

60%

Address verification

Identity verification

40%
Percentage of respondents

Remediating Legacy Accounts: All of the responding banks stated that they have
undertaken a KYC remediation exercise within two (2) years of taking the survey.
The remediation exercise was triggered by a variety of reasons, including:
• Regulatory requirements / sanctions
• Organisation policy
• Outdated KYC documents
• Significant number of legacy accounts with incomplete KYC
• Refresh/enhancement of existing systems/ acquisition of new systems
In most cases, the remediation process lasted over four (4) months, however, a
majority of respondents noted that they only successfully remediated less than
40% of their legacy accounts.
Q. Approximately how long did the remediation exercise take?

1 - 2 Months

29%
57%

2 - 3 Months
More than 4 Months

14%

CCO Insight
“While we acknowledge the peculiar challenges
of performing KYC in Nigeria – we believe that
more intelligent regulation that aligns to Nigerian
realities are integral to making significant progress
in the proper knowledge of our customers and their
businesses.”

Over 60% of respondents
noted that they were only
successfully remediating
about 40% of their legacy
accounts.

2021 Know Your Customer (KYC) Survey - KYC Challenges and Opportunities in Nigeria
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What are the topmost challenges you face in performing KYC
Identifying complex ownership structures: There are
a few challenges with understanding complex ownership
structures:
• The Corporate Affairs Commission in Nigeria does not
currently enable electronic searches of company records,
in particular director / shareholder information search. This
impacts the efficiency of confirming corporate records and/
or relationships.

Absence of country-wide database: Currently in Nigeria,
there is no widely adopted centralized identity management
system that captures the identity of all the citizens and
residents of the country. Data on Nigerian citizens is held in
disparate systems e.g. Nigeria Immigration Service (NIS),
National Identity Management Commission (NIMC), the
Federal Road Safety Corps (FRSC), the Independent National
Electoral Commission (INEC), Nigerian Communication
Commission (NCC) among others.

• Data privacy: Organisations with complex ownership
structures are usually incorporated in tax haven countries
with strict laws on data privacy and secrecy. Also, ultimate
beneficial ownership of the assets may be hidden through
multiple layers and the use of proxies. The decision making
around ownership is therefore left to banks.

NIMC is seeking to address this challenge by integrating the
NIN with other databases including the Sim Card registration
database. According to the NCC, the NIN database currently
contains up to 51 Million records. However, the implication
of the current state for banks is that verification of identities
requires them to interface with the different databases.

• Bank employees may not have expertise in identifying the
complex business structures, and understanding of trusts
or numerous classes of shares, which are commonly used
to complicate business structures.

There are also questions on the integrity of these databases
as there are concerns of conflicting, duplicate and inaccurate
data.

Address Verification: Address verification is a crucial KYC
regulatory requirement as it assists with linking a customer to
a particular location.
Address verification has proven to be quite a challenge for
banks, as it requires banks to physically visit the address
provided by the customers, in order to determine its validity.
These addresses are sometimes in remote locations or
locations that are not easily accessible to the Bank.
Address verification in Nigeria is further made complex by the
poor address systems in Nigeria as some locations do not
have registered addresses. Keeping track of the customers’
address changes is also a big challenge to banks primarily
because addresses are not tied to existing identification
management systems.
In a bid to address this challenge, banks generally outsource
the verification process to third parties, however, this risk of a
failed address verification still lies with the banks.
Q. As a response to these challenges, we asked respondents to select the areas of KYC processes that have been automated
i.e. conducted electronically with some degree of automation.
Enhanced due diligence
Customer submitting identification
Document verification
Customer identification
Customer filling out application
Conducting risk assessment
Storing of customer records
Approving or declining account opening
PEP and Sanctions Screening
0.00% 10.00% 20.00% 30.00% 40.00% 50.00% 60.00% 70.00% 80.00%
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CCO Insight
“To my mind, as a sector we are
ready to move from physical
verification of addresses, which
can be easily misrepresented.
Innovative ideas such as the use
of geo location and registry of
customer IDs should be considered
in ascertaining customer location.
There is a plethora of opportunities
in KYC for us to take advantage of
technology.”

2021 Know Your Customer (KYC) Survey - KYC Challenges and Opportunities in Nigeria
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Section 4:

Recommendations –
How to address the
challenges
A Bank Administration
Institute research into
changing behaviours and
attitudes of customers, finds
that 50% of customers have
been using digital more
since the beginning of the
pandemic, and 87% plan to
continue to rely on digital
products in the future.
It is therefore imperative that
going forward, banks utilize
technology to make the KYC
process more efficient.

Addressing the KYC challenge in Nigeria is a multi-dimensional issue. Any proposed
change has to be beneficial to all stakeholders. For regulators, such changes must
meet the leading practice in customer identification and still ensure appropriate
accountability of the banks.
For banks, the change should increase efficiency in the KYC process, reduce cost
and provide more assurance on the quality of information.
For customers, it should enable speed and comfort.
Below are some considerations the banking industry in Nigeria may explore to
address the noted concerns:
• Shared KYC Utility:
A Shared KYC Utility (“SKU”) is a database management system that enables
banks to contribute validated customer data to a secure platform, and enables
them utilize existing data while onboarding customers.
With SKU, once a customer has been onboarded into the financial system –
there will be no need for other banks to carry out KYC on that customer.
The advantages of such a system include:
i.

Shared cost of KYC reduces the KYC cost per head.

ii.

Turnaround time for onboarding customers who are already in the financial
system will reduce significantly.

iii. Remediation of accounts will become cheaper and easier, as banks will have
access to more updated information.
iv. Regulators will have a broader view of customers managed by the different
banks.
Some organisations utilize blockchain technology to host their SKU. For example,
JP Morgan Interbank Information Network and the KYC Chain.
71% of respondents noted that they were open to concept of a Shared
KYC utility but also expressed some concerns about such a facility, with
standardization and security being the key concerns.

“Most of the CCOs of banks in Nigeria that we
engaged believe that the BVN can be
better leveraged as a possible base for the
establishment of a Shared KYC Utility to avoid
repeating KYC for already verified customers.”
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Recommendations – How to address the challenges
Q. Are you open to working with a
shared KYC utility.

Q. What challenges do you envisage that your Bank may encounter in subscribing
to a shared KYC utility? (Please, select all that apply)

43%
Customer
reaction and
acceptance

29%

100%
Exposure of customer
information to cybercrime

57%

29%

 Requires cultural change
within the Bank
 Single point of failure

Regulatory
pushback

71%

Yes

No

Q. Are you willing to share the cost
of KYC with other Bank(s) that your
customers have accounts with?

100%

71%

29%

May enable losing
customers to the
competition

Cost of design and
implementation

• Address Verification:
According to our survey, address verification is one of top 3 most challenging
areas in performing KYC. Our subsequent discussions with CCOs reflected that
they are of the opinion that the current format of address verification via the
use of utility bills may not be effective in managing AML /CFT risk. The primary
purpose of requesting for the utility bill and verifying the address is to tie a
customer to an address but often, this is not very reliable in Nigeria.
While address verification is recommended by FATF and aligns with leading
practices, the practicability of it in Nigeria is more difficult due to the poor
address systems especially in rural areas. Regulators in Nigeria may consider
the following alternatives of verifying a customer’s location to manage the
intended AML/CFT risks:
i. Integrating customer information with data from utility companies
such as internet service providers, telecommunication and electricity
distribution companies: Some of the data points that can be considered
include but not limited to:

Yes

• Electricity Meter location: This may pose challenges as in many parts of
Nigeria. residents of residential properties share Electricity Meters and
therefore identifying the address of an individual solely based on this data
source may not be tenable.
• Geo-location of devises.
ii. Nigerian Postal Service Address verification: NIPOST has initiated the
implementation of a tool that creates digital addresses for individuals based
on registration. The addresses are then verified by NIPOST using their
delivery service. NIPOST aims to utilize this to replace the existing model
of address verification. This platform has the potential to reduce the cost
and time spent in verifying addresses, there are still significant limitations
including:
• Acceptance of the digital addresses by regulators
• Limitation in application due to the verification system adopted by NIPOST.
• Collaborative supervision:
While CCOs understand that regulators have a duty to perform their oversight
role, this duty should not be performed with a sole aim of identifying defaulters;
but with the purpose of creating a more collaborative environment where all
parties come together and proffer solutions to these common KYC issues.

2021 Know Your Customer (KYC) Survey - KYC Challenges and Opportunities in Nigeria
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Recommendations – How to address the challenges
• Digitization of Customer Onboarding:
In 2020, the Covid-19 pandemic has driven a significant shift to digital/remote
approach in almost all sectors including banking. CCOs believe that regulators
should put in place guidelines that enable digital KYC to the extent possible. This
will not only increase efficiency in the onboarding process but also eliminate
waste. Some of the aspects of KYC that regulators can consider digitizing
include but are not limited to:

Impact of digitization of
customer onboarding
• Extract and process data
from a high volume and
variety of documents
• Optimise the process of
risk-rating customers and
generate accurate risk
profiles
• Automate rule-based tasks
• Reduce the occurrence of
false positives
• Secure customer data and
reduce the threat of data
breaches
• Flag suspicious activity in real
time
• Enable a process that is more
customer friendly
• Provides better sources of
input into other tools such as
transaction monitoring and
sanction screening tools
• Facilitate ease of remediation

CCO Insight
“A major pain point for
banks in Nigeria is the PEP
conversation. First of all,
who is a PEP? As currently
defined any Nigerian could
be a PEP – without due
regard to the risks that
these persons portend
to the financial system.
We need to start by first
defining who PEPs are in
such a way that we are
capturing those people who
actually pose a real risk.”

i. Acceptance of digital reference for current account: This process can easily
be integrated into the existing digital channels that most banks have.
ii. Video KYC: Banks should be allowed to interact with customers at onboarding
via video links.
iii. Acceptance of digitally submitted documents that can be verified by third
parties.
• Artificial intelligence, Machine Learning and Robotics:
i. Updating of Customer Risk Rating: Using AI and Machine Learning to learn
from a specific customer’s behavior and utilizing the data to automatically
update risk ratings reduces the probability that a customer’s risk will be
incorrectly assessed due to dated risk ratings. AI also presents banks with the
opportunity to automatically update their customer risk ratings.
ii. Ultimate Beneficial Ownership: Due to the ability of AI to transform large
volumes and variety of data into organized usable information, personnel
responsible for KYC in banks are better able to draw accurate conclusions
when conducting KYC reviews.
iii. Onboarding Document Management: Robotic Process Automation (“RPA”)
can be used to sort and standardize the documentation of a KYC profile,
reduces review time due to the consistency of files throughout an institution
and provides banks with easy access to relevant onboarding information.
iv. Standardised Research Protocol for Online Reviews: banks can utilize RPA
to perform negative news and public domain searches for reviewers, which
allows reviewers to focus on evaluating the accuracy of customer’s risk
rating, reduces time spent and increases efficiency.
• CAC Digital Platform:
CAC digital public search function currently enables interested parties to carry
out a high-level search on corporate entities, this search shows the registered
name, registered address, RC number and date of incorporation of entities.
However, obtaining information on directors and shareholders of companies
still has to be carried out manually. To drive efficiency in onboarding of corporate
entities and identification of complex ownership structures, the CAC should
consider further digitizing its records to enable electronic search on directors
and shareholders.
• PEP Identification:
CCOs are concerned that the current definition of Politically Exposed Persons
in Nigeria is overly broad – making room for ambiguity, which inevitably leads
to non-compliance. Regulators may consider streamlining the definition of PEP
taking into consideration global leading practice and local circumstances. In
addition, the industry should consider having a central PEP database supported
by the regulator and with clear parameters for updates. This will go a long way in
addressing the inconsistencies in PEP identification in the industry.
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CCO Insight
“The relationship between
the regulator and the banks
should be geared towards
leveraging each other’s
competence in understanding
and handling the challenges of
KYC and banking in Nigeria.”
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Thank
You
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KPMG Nigeria
Forensic Services in KPMG Nigeria is the leading Forensic practice in West
Africa and utilizes best in class methodology and tools in delivering value
to its clientele. The Forensic team has deep experience in assisting banks
optimize and digitize their AML and KYC processes.
Specific services offered by KPMG include:
• Independent Review of Compliance Function
Compliance functions in banks are responsible for managing the bank’s
compliance risks and building a culture of trust, accountability, transparency
and integrity. We assist to review and benchmark the bank’s compliance
function to leading practice and regulatory requirements. Our reviews provide
recommendations that are geared towards enhancing the effectiveness and
efficiency and pro-activeness of the compliance function.
• Transaction Monitoring Calibration and Effectiveness Testing
One of the key challenges of banks is the significant percentage of false
positives experienced when reviewing the alerts generated by rule-based
Transaction Monitoring Systems (TMS). We can assist in improving the
effectiveness of your TMS by calibrating and fine-tuning the thresholds,
parameters and script logic. We can help analyse your transaction monitoring
program against regulatory requirements and leading industry practices. We
can also build artificial intelligence into the TMS such that it considers patterns,
events and factors across the industry, thereby reducing false negatives and
regulatory sanctions.
• Sanction Screening and System Validation
We can provide support to your bank in the evaluation, design and
implementation of a sanctions program. We can also assist in the assessment
of your existing sanctions program in relation to the effectiveness of controls,
completeness of data, and validation of systems to identify opportunities for
enhancements to meet regulatory requirements and leading industry practices.
• Remediation, Regulatory Investigation and Look Back
Our team has extensive experience assisting organizations in remediating
significant control failures that may arise, whether self-identified or as a result
of regulatory action. This includes transaction monitoring investigations, and/
or look backs, sanctions investigations, know-your-customer remediation and
investigations in response to regulatory inquiry or request.
• AML/CFT Training
Our team has designed and delivered customized AML/CFT training programs
to various banks, as well as law enforcement agencies. We can provide tailored
classroom based training as well as e-learning modules to different audiences
within your organization.
• Policies and Procedures
Assisting with the design and implementation of appropriate AML/CFT policies
and procedures, as well as testing the design, implementation and operating
effectiveness of your existing policies and procedures.
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