
KPMG Cyber Threat Intelligence Platform
Cyber Threat Notification | Apple Patches Multiple 
Vulnerabilities Affecting macOS Monterey

The information contained herein is of a general nature and is not intended to address the circumstances of any particular individual or entity. Although we endeavour to provide accurate and timely 
information, there can be no guarantee that such information is accurate as of the date it is received or that it will continue to be accurate in the future. No one should act on such information without 
appropriate professional advice after a thorough examination of the particular situation.

KPMG Assurance and Consulting Services LLP, Lodha Excelus, Apollo Mills Compound, NM Joshi Marg, Mahalaxmi, Mumbai - 400 011 Phone: +91 22 3989 6000, Fax: +91 22 3983 6000.

© 2022 KPMG Assurance and Consulting Services LLP, an Indian Limited Liability Partnership and a member firm of the KPMG global organization of independent member firms affiliated with KPMG 
International Limited, a private English company limited by guarantee. All rights reserved.

The KPMG name and logo are trademarks used under license by the independent member firms of the KPMG global organization. 

This document is for e-communication only. 

Follow us on home.kpmg/in/socialmedia

home.kpmg/in

Tracker ID: TN2357 Date: April 04, 2023 Category: Vulnerability Industry: Technology Region: All

Background

Multiple vulnerabilities in Apple macOS have been reported, potentially allowing an attacker to disclose sensitive
information, circumvent security restrictions, spoof VPN servers, read or modify data, gain root privileges, execute
arbitrary code, or cause denial of service conditions on the target system. These flaws occur in macOS Monterey due to
memory issues, improper checks, improper input validation, curl issues, improper bound checks, privacy issues, logic
issues, race condition mistakes, using an older version of Vim, and improper state management issues.

An attacker could leverage these flaws by launching a customized program. Successfully exploiting these vulnerabilities
could enable the attacker to expose private information, circumvent security limitations, spoof VPN servers, access or
change data, obtain root privileges, run arbitrary code, or cause a denial-of-service conditions on the target machine.
Administrators must identify vulnerable Apple devices in their environments and apply the fix as soon as feasible.

Analysis

CVE ID Severity CVSS Score

CVE-2023-0433 High 7.8

CVE-2023-0512 High 7.8

CVE-2023-23514 High 7.8

CVE-2023-23527 N/A N/A

CVE-2023-23533 N/A N/A

CVE-2023-23538 N/A N/A

CVE-2023-23540 N/A N/A

CVE-2023-23542 N/A N/A

CVE-2023-27933 N/A N/A

CVE-2023-27935 N/A N/A

CVE-2023-27936 N/A N/A

CVE-2023-27937 N/A N/A

CVE-2023-27942 N/A N/A

CVE-2023-27944 N/A N/A

CVE-2023-27946 N/A N/A

CVE-2023-27949 N/A N/A

CVE-2023-27951 N/A N/A

CVE-2023-27953 N/A N/A
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Analysis

Affected Products

Apple macOS Monterey versions prior to 12.6.4.

Recommendations

• Administrators and organizations are encouraged to identify the vulnerable instances and implement the vendor-
provided patch as soon as possible.

• Upgrade to the latest macOS Monterey version 12.6.4.
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In case of a Security Incident, please report to IN-FM KPMG SOC.

For any query or feedback, feel free to reach us at IN-FM KPMG CTI

KPMG in India Cyber Response Hotline : +91 9176471471
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CVE-2023-27958 N/A N/A

CVE-2023-27961 N/A N/A

CVE-2023-27962 N/A N/A

CVE-2023-27963 N/A N/A

CVE-2023-28178 N/A N/A

CVE-2023-28182 N/A N/A

CVE-2023-28192 N/A N/A

CVE-2023-28200 N/A N/A
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