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Background

A recent campaign launched by “Earth Preta” suggests the involvement of a nation-state threat group linked with China
that has grown adept and skilled at evading security systems. The threat actor is active since 2012 and is tracked by the
cybersecurity community under the moniker Bronze President, HoneyMyte, Mustang Panda, RedDelta, and Red Lich.
Attack chains mounted by the group commence with a spear-phishing email to deploy a wide range of tools for
backdoor access, command-and-control (C2), and data exfiltration. Similar infection network groups that distribute
Cobalt Strike have previously been seen operating with Google Drive links.

Earth Preta conceals malicious payloads in fake files that are disseminated as legitimate ones to avoid investigation.
This entry point method, which was first identified towards the end of last year, has since undergone a minor
modification in which the download link for the archive is embedded within a separate bogus document and the file is
password-protected to circumvent email gateway defenses. The document's password can then be used to retrieve the
data from the inside.

The email messages usually contain malicious lures for archive files that are distributed through Dropbox or Google
Drive links containing LNK shortcut files, fake file extensions, and DLL side-loading as initial vectors to gain a foothold
and drop backdoors like TONEINS, TONESHELL, PUBLOAD, and MQsTTang. Additionally, the threat actor has also been
seen using malware like "USB Driver.exe" (HIUPAN or MISTCLOAK) and "rzlog4cpp.dil" (ACNSHELL or BLUEHAZE) to set
up shop on portable devices and building a reverse shell to move laterally across the network. A backdoor called
"CLEXEC" can execute instructions and delete event records, whereas implants called "COOLCLIENT" and "TROCLIENT"
can access and write files as well as monitor keystrokes.

Threat actor also developed highly customized tools used for exfiltration, such as NUPAKAGE and ZPAKAGE, which
collect sensitive Microsoft Office files. Chinese cyber espionage actors are diversifying their technological arsenal and
accelerating their operations to avoid detection. Earth Preta is competent, continually enhancing its TTPs, development
abilities and compiling a variety of tools and malwares to infiltrate networks. We advise businesses to organize phishing
awareness training for their partners and employees to emphasize the value of employing care when reading emails,
particularly those coming from unknown senders or with obscure topics.

MITRE ATT&CK Tactics

Resource Development, Initial Access, Execution, Persistence, Privilege Escalation, Defense Evasion, Lateral Movement,
Command and Control and Exfiltration.
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Indicators of Compromise *

Please refer to the attached sheet for I0Cs.
Recommendations

* Check with your existing AV/EDR vendor to validate the detection scope of identified samples.

* Implement email restrictions on downloading Google or Dropbox files, files with fake file extensions, LNK files,
shortcut files, or other similar/suspicious files from unknown sources.

* We advise businesses to organize phishing awareness training for their partners and employees to emphasize the
value of employing care when reading emails, particularly those coming from unknown senders or with obscure
topics.

* Check the URL the one is visiting to ensure the site is legitimate before clicking on it or downloading software. The
intended URL may be like a legitimate domain name, but it may have errors like a misplaced letter.

* Verify the sender's email and content before downloading attachments or selecting embedded links from emails.
Hover the pointer above embedded links to show the link’s target.

* Check the sender’s identity. Unfamiliar email addresses, mismatched email and sender names, and spoofed
company emails are some of the signs that the sender has malicious intent.

* Block users from connecting to dangerous domains, IP addresses, and URLs, regardless of whether they are on or off
the business network.

* In order to prevent malware or TAs from stealing data, keep an eye on the beacon at the network level.

* Follow multilayered defense solutions and active monitoring to detect threats before operators can launch their
attacks.

References

+ Vickie Su, Nick Dai, Sunny Lu, Pack it Secretly: Earth Preta’s Updated Stealthy Strategies, Trend Micro, March 23,
2023, External Link (trendmicro.com).

« Ravie Lakshmanan, Researchers Uncover Chinese Nation State Hackers' Deceptive Attack Strategies, Hackers News,
March 24, 2023, External Link (thehackernews.com).

In case of a Security Incident, please report to IN-FM KPMG SOC.
For any query or feedback, feel free to reach us at IN-FM KPMG CTI

KPMG in India Cyber Response Hotline : +91 9176471471
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