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Background

The advanced persistent threat (APT) group "SideCopy," which has a history of assaulting India and Afghanistan, is
currently linked to a new phishing operation that disseminates "Action RAT." The recent operation is attributed to
SideCopy, where they targeted the Defence Research and Development Organization (DRDO), the research and
development wing of India's Ministry of Defence. SideCopy is well known for using counterfeits of SideWinder infection
networks to spread its malware, which overlaps with Transparent Tribe. It has been operational since 2019.

The Defence Research and Development Organization (DRDO) is an Indian government organization charged with
researching and developing advanced technologies used by the Indian Armed Forces. Its primary emphasis is on
developing innovative defence systems such as missiles, radars, electronic warfare and communication systems, marine
and aircraft systems. The agency plays a critical part in India's defence sector, adding to the country's military power
and defence technology self-sufficiency.

The transmission chain of the SideCopy APT is similar to that of the SideWinder APT. According to some accounts, this
threat actor shares traits with Transparent Tribe (APT36) and could be a sub-group of that threat actor. The group's
attack chains begin with spear-phishing emails to obtain early entry point. These emails include a ZIP package file
containing a Windows shortcut file (.LNK) disguised as material about the DRDO's K-4 ballistic missile. When the .LNK
file is executed, it retrieves an HTML application from a distant server, which shows a decoy presentation while
stealthily installing the Action RAT backdoor.

In addition to collecting information about the target machine, the malware is capable of carrying out instructions sent
from a command-and-control (C2) server, such as file harvesting and malware distribution. AuTo Stealer, a novel
information-stealing malware that can collect and exfiltrate Microsoft Office files, PDF documents, database and text
files, and images via HTTP or TCP is also deployed by the threat actor. This isn't the first time SideCopy has used Action
RAT in an assault against India. The SideCopy APT group is constantly evolving its methods and adding new tools to its
arsenal. We suggest organizations to adopt cybersecurity best practices to establish the first line of defence against
such attackers.
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MITRE ATT&CK Tactics 

Initial Access, Execution, Defense Evasion, Persistence, Discovery, Collection, Command and Control and Exfiltration.

Indicators of Compromise *

Please refer to the attached sheet for IOCs. 

Recommendations

• Check with your existing AV/EDR vendor to validate the detection scope of identified samples.

• Organizations conduct phishing awareness training for their employees and partners to stress the importance of 
caution when opening emails, particularly those messages from unfamiliar senders or with unknown subjects.

• Avoid downloading pirated software from warez/torrent websites. The “Hack Tool” present on sites such as 
YouTube, torrent sites, etc., mainly contains such malware.

• Implement complex passwords and enforce multi-factor authentication wherever possible.

• Keep applications and software updated. Turn on the automatic software update feature on computer, mobile, and 
other connected devices.

• Implement a reputed antivirus and internet security software package on connected devices, including PC, laptop, 
and mobile.

• Educate employees to refrain from opening untrusted links and email attachments without first verifying their 
authenticity.

• Educate employees on protecting themselves from threats like phishing/untrusted URLs.

• Block URLs that could be used to spread the malware, e.g., Torrent/Warez.

• Monitor the beacon on the network level to block data exfiltration by malware or TAs.

• Enable Data Loss Prevention (DLP) Solutions on the employees’ systems.

• Follow multilayered defense solutions and active monitoring to detect threats before operators can launch their 
attacks.
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In case of a Security Incident, please report to IN-FM KPMG SOC.

For any query or feedback, feel free to reach us at IN-FM KPMG CTI
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