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Background

A new trojan known as "Danfuan" has been discovered, targeting employees involved in business transactions. The
dropper "Trojan.Geppei" is used to drop another backdoor called "Trojan.Danfuan" and some other tools using a new
method for reading commands from Internet Information Services (1IS) logs. According to the preliminary investigation,
the activity is linked to the hacking groups "Cranefly" and "UNC3524.“

UNC3524 is a suspected cyber espionage group that first surfaced in May 2022 as a result of its concentration on bulk
email collection from targets involved in mergers and acquisitions and other financial activities. It is regarded as having
a high level of operational security, a low malware footprint, adept evasive skills, and a massive Internet of Things (loT)
device botnet at its disposal. It partially overlaps with numerous Russian-based espionage actors (APT28 and APT29).
The group's main malware strain is "QUIETEXIT," a backdoor planted on network appliances such as load balancers and
wireless access point controllers that do not enable antivirus or endpoint detection, which allows the attacker to go
undiscovered for an extended period.

Cranefly's arsenal of specialized cyber weapons has been bolstered by "Geppei" and "Danfuan," with Geppei acting as a
dropper that reads commands from IIS logs. The attacker sends commands to a compromised web server by disguising
them as web access requests. IIS logs them as normal but Trojan.Geppei can read them as commands. The commands
issued by Geppei contain a malicious "encoded.ashx" file. These files act as backdoors and are saved to a folder
determined by the command option. It also includes "reGeorg," a web shell utilized by other actors such as APT28,
DeftTorero, and Worok, as well as "Danfuan," designed to execute the incoming C# code.

The strings Wrde, Exco, and Cllo are not commonly found in IIS log files. Geppei appears to employ these strings for
malicious HTTP request parsing; the existence of these strings leads the dropper to do activity on a machine. The
attacker sends these commands using a dummy URL or even a non-existent URL because IS reports 404s in the same
log file by default.

Despite spending 18 months on compromised networks, the threat actor wasn't exfiltrating the data from victim
machines. Based on the deployment of a novel approach and proprietary tools, as well as the precautions taken to
conceal evidence of this activity on victim machines, Cranefly appears to be a skilled threat actor. The tools used and
the procedures taken to conceal this conduct indicate that intelligence gathering is the group's primary objective.
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MITRE ATT&CK Tactics

Initial Access, Execution, Defense Evasion, Command and control, and Collection.
Indicators of Compromise

Please refer to the attached sheet for IOCs.

Recommendations

* Check with your existing AV/EDR vendor to validate the detection scope of identified samples.

* Continuously monitor IS logs for suspicious or anomalous activities, including log deletion. Collect and review
relevant logs, data, and artifacts to identify any threat in the network.

* Lookout for malicious “.ashx” files in the directory, generally saved as
"C:\\inetpub\\wwwroot\\test\\backdoor.ashx".

* |dentify network devices that don't support monitoring tools, harden them, and limit or prohibit egress traffic from
such devices.

* Itis advised to constantly monitor the services and critical assets that are exposed to the Internet.

* Follow multilayered defense solutions and active monitoring to detect threats before operators can launch their
attacks.

References

+ Threat Hunter Team, Cranefly: Threat Actor Uses Previously Unseen Techniques and Tools in Stealthy Campaign,
Symantec, 28t October 2022, External Link (symantec-enterprise-blogs.security.com).

+ Nathan Eddy, Cranefly Cyberspy Group Spawns Unique ISS Technique, Dark Reading, 28™ October 2022, External Link
(www.darkreading.com).

+ Ravie Lakshmanan, Researchers Uncover Stealthy Techniques Used by Cranefly Espionage Hackers, The Hacker
News, 28t October 2022, External Link (thehackernews.com).

In case of a Security Incident, please report to IN-FM KPMG SOC.
For any query or feedback, feel free to reach us at IN-FM KPMG CTI.

KPMG in India Cyber Response Hotline : +91 9176471471
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