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Background

A threat actor, possibly TA570, exploited the Follina vulnerability (CVE-2022-30190) to initiate a Qbot infection chain
and obtain access to the systems. Qbot, also known as Qakbot or Pinksliplot, is a popular banking Trojan capable of
several activities, including reconnaissance, lateral movement, data exfiltration, and delivery of additional payloads
while acting as an initial access broker. Once the Qbot payload was run, the malware in an identified intrusion
established C2 connectivity and performed discovery activity on the beachhead host. The threat actor moved
laterally between numerous systems, set up remote management, and used Cobalt Strike to maintain network access.

The initial access in this attack was gained by a malicious Word document weaponized with Follina exploit code
and supplied via a phishing email. When the Word document is executed, an HTML file containing a PowerShell
payload is retrieved from a remote server. The payload is a base64-encoded code that downloads Qbot DLLs into the
victim's Temp directory. Later, the Qbot DLL is executed via Regsvr32.exe and is injected into a trusted process
(explorer.exe).

The injected process executes Windows commands such as whoami, net.exe, and nslookup to perform discovery
operations and establish connections to Qbot C2 servers. To extract browser data, the threat actor also employed
esentutl.exe, a Windows built-in program. As a technique of persistence, Qbot built a scheduled job that contained a
PowerShell script that referenced a number of C2 IP addresses and was stored as base64-encoded blobs in keys with
arbitrary names inside the HKCU registry hive. The threat actor then progressed to remote creation of Qbot DLL over
SMB on other systems around the environment. To avoid detection, it added multiple directories to the Windows
Defender exclusions list on each infected device, and the DLLs were then executed via remote services.

A Cobalt Strike server connection is established within the first hour of infection. The implanted Cobalt Strike process
executed utilities such as nltest.exe and AdFind (explorer.exe). The injection method also enabled access to the LSASS
system. The threat actors then installed NetSupport Manager, a remote management tool, and leveraged a Remote
Desktop session to move laterally to the domain controller within 20 minutes of installation.

On the domain controller, Atera Remote Management, a popular program used by attackers to command victim PCs,
was installed. The next day, the threat actors installed Network Scanner by SoftPerfect on a domain controller and
performed a network port scan. Finally, the threat actors connected to one of the file-sharing servers using RDP to
access confidential data. The breach lasted two days, and the attackers eventually expressed interest in accessing
sensitive data kept on a file server before leaving the environment.
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MITRE ATT&CK Tactics

Initial Access , Execution, Persistence, Defense Evasion, Credential Access, Discovery, Lateral Movement, Collection,
Command and Control

Detections
Utilize the below YARA rules to detect Follina infections in the network:

* Rule for process creation

* Domain Trust Discovery

* New Lolbin Process by Office Applications
* Sdiagnhost Calling Suspicious Child Process
* Registry Defender Exclusions

* Esentutl Steals Browser Information

* Network Reconnaissance Activity

* Atera Agent Installation

* FromBase64String Command Line

* Scheduled Task Executing Powershell Encoded Payload from Registry
* CobaltStrike Named Pipe

* SplashTop Network

* SplashTop Process

Recommendations

* Check with your existing AV/EDR vendor to validate the detection scope of identified samples.

* Implement regular phishing awareness and training throughout the workplace. Make sure employees are aware of
any active phishing threats.

* Verify the email sender and content before downloading attachments or selecting embedded links from emails.
Hover the pointer above embedded links to show the link’s target.

* Check the sender’s identity. Unfamiliar email addresses, mismatched email and sender names, and spoofed
company emails are some of the signs that the sender has malicious intent.

* Continuously monitor for anomalous activities, including suspicious activity in the temp folder and the download or
installation of unauthorized applications like Atera Remote Management and Network Scanner.

* Collect and review relevant logs, data, and artifacts to identify any threat in the network.

* Follow multilayered defense solutions and active monitoring to detect threats before operators can launch their
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https://github.com/SigmaHQ/sigma/blob/master/rules/windows/process_creation/proc_creation_win_susp_schtask_creation.yml
https://github.com/SigmaHQ/sigma/blob/master/rules/windows/process_creation/proc_creation_win_trust_discovery.yml
https://github.com/SigmaHQ/sigma/blob/master/rules/windows/process_creation/proc_creation_win_lolbins_by_office_applications.yml
https://github.com/SigmaHQ/sigma/blob/master/rules/windows/process_creation/proc_creation_win_sdiagnhost_susp_child.yml
https://github.com/SigmaHQ/sigma/blob/8041ab5130ff8f4d44a9fd9454670f329d2727bc/rules/windows/process_creation/proc_creation_win_reg_defender_exclusion.yml
https://github.com/SigmaHQ/sigma/blob/329074d935ac81dd91cafdce5e5a43c95cca068d/rules/windows/process_creation/proc_creation_win_esentutl_webcache.yml
https://github.com/SigmaHQ/sigma/blob/8bb3379b6807610d61d29db1d76f5af4840b8208/rules/windows/process_creation/proc_creation_win_susp_recon_net_activity.yml
https://github.com/SigmaHQ/sigma/blob/04f72b9e78f196544f8f1331b4d9158df34d7ecf/rules/windows/builtin/application/win_software_atera_rmm_agent_install.yml
https://github.com/SigmaHQ/sigma/blob/8bb3379b6807610d61d29db1d76f5af4840b8208/rules/windows/process_creation/proc_creation_win_powershell_frombase64string.yml
https://github.com/SigmaHQ/sigma/blob/578c838277fdba88704ff3fed3268e87bd7277e0/rules/windows/process_creation/proc_creation_win_schtasks_reg_loader.yml
https://github.com/SigmaHQ/sigma/blob/34d16c29dd7d5503e632c8248c44c03c0875e40f/rules/windows/pipe_created/pipe_created_mal_cobaltstrike.yml
https://github.com/The-DFIR-Report/Sigma-Rules/blob/c253c57c627b6d8cbcfa06320a3ad1ba2b9dedd4/win_network_splashtop.yml
https://github.com/The-DFIR-Report/Sigma-Rules/blob/c253c57c627b6d8cbcfa06320a3ad1ba2b9dedd4/win_software_splashtop.yml
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In case of a Security Incident, please report to IN-FM KPMG SOC.
For any query or feedback, feel free to reach us at IN-FM KPMG CTI.

KPMG in India Cyber Response Hotline : +91 9176471471
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