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Background

A recent activity has been identified that indicates the Raspberry Robin worm is part of a sophisticated and
interconnected malware ecosystem, with linkages to other malware families and additional infection techniques
beyond its original USB drive propagation. DEV-0950 was discovered employing Clop ransomware to encrypt a victim's
network that had been infiltrated by the Raspberry Robin worm. This malicious behavior linked with DEV-0950 is
similar to those of financially motivated cybercrime organizations known as FIN11 and TA505, which are known for
installing Clop payloads ransomware on targets' systems.

In addition to delivering ransomware, Raspberry Robin has been used to deploy IcedID, Bumblebee, and Truebot as
second-stage payloads onto victim systems. In October 2022, researchers observed Raspberry Robin infections
followed by Cobalt Strike activity from DEV-0950. This operation, which included Truebot infections in certain cases,
finally led to the deployment of the Clop ransomware. This suggests that Raspberry Robin's operators are selling initial
access to compromised enterprise systems to ransomware gangs and affiliates, who now have another route into their
targets' networks in addition to phishing emails and malicious advertising.

Moreover, in late July, Microsoft also discovered Evil Corp pre-ransomware behaviour on networks where an access
broker identified as DEV-0206 installed the FakeUpdates (aka SocGholish) backdoor on Raspberry Robin-infected
devices. On September 2021, Red Canary discovered Raspberry Robin spreading to other systems via compromised
USB devices containing a malicious .LNK file. Once the USB is connected and the user clicks on the LNK file, the worm
executes a a msiexec process to load a second malicious file stored on the infected drive. Then, it connects with its
command-and-control servers (C2) on infected Windows devices. Furthermore, after bypassing UAC (User Account
Control) it exploits several trusted Windows programs on compromised systems to deliver and execute additional
payloads like fodhelper, msiexec, and odbcconf.

The Raspberry Robin malware infestation was discovered on the networks of hundreds of enterprises from different
industries. Nearly 1,000 firms have been hit by the worm. Raspberry Robin's infection chain is intricate, with several
infection spots that can result in various outcomes. To prevent the impact of these complex and highly interrelated
cybercriminal threats, organisations should build a robust prevention and detection strategy, ensure credential hygiene,
least privileges, and network segmentation.
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MITRE ATT&CK Tactics 

Initial Access, Execution and Command and Control.

Indicators of Compromise

Please refer to the attached sheet for IOCs. 

Recommendations

• Check with your existing AV/EDR vendor to validate the detection scope of identified samples.

• Prevent drives from using autorun and execution code on insertion or mount. 

• Continuously monitor for anomalous activities, including suspicious process launched using cmd.exe or suspicious 
behavior by msiexec.exe. Collect and review relevant logs, data, and artifacts to identify any threat in the network.

• Enforce periodic password changes and key rotation. Make sure the credentials are complex, unique, and not reused 
on another platform. Apply the principle of least privilege and provide the bare minimum of access or permission 
required to complete a task.

• Ensure security software components are up-to-date and enabled on all systems and that a policy is in place 
requiring the administrator password to be entered in the event of attempts to disable protection.

• Establish a data recovery strategy and routinely backup your files to a secure offsite place. The ability to rescue your 
data after a ransomware assault is guaranteed by routine data backups.

• Follow multilayered defense solutions and active monitoring to detect threats before operators can launch their 
attacks. 
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In case of a Security Incident, please report to IN-FM KPMG SOC.

For any query or feedback, feel free to reach us at IN-FM KPMG CTI.
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