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Background

In recent attacks, threat actors associated with the Black Basta ransomware family have been observed using the
QakBot malware to deliver the Brute Ratel C4 framework as a second-stage payload. Last month, a cracked version of
Brute Ratel C4 began to circulate among cybercriminals, prompting its developer to change the licensing system to
make it more difficult to hack. Based on infrastructure and overlapping TTP revealed in the Black Basta attacks, the
Black Basta Ransomware group is related to the Qakbot-to-Brute Ratel-to-Cobalt Strike death chain.

While these authorized applications are intended for penetration testing, their capability to provide remote access has
made them a valuable tool in the eyes of attackers aiming to discreetly probe the infiltrated environment without
drawing scrutiny for prolonged periods. This is the first time that the growing adversary simulation software has been
made available through a Qakbot infection. Qakbot, commonly known as QBot or QuackBot, is a financial and
information-stealing virus that has been active since 2007. However, because of its modular structure and ability to
function as a downloader, it has become a popular target for propagating further infections.

The initial vector in an identified campaign was a phishing email that contained a weaponized link leading to a ZIP
archive and Cobalt Strike, which is utilised for lateral movement. The ZIP file in the email contains an ISO file, which in
turn contains an LNK file that fetches the Qakbot payload, illustrating attempts by threat actors to adapt to alternative
ways in the context of Microsoft's decision to block macros by default for web-based documents.

Brute Ratel and Cobalt Strike are retrieved following the Qakbot infection. It also used built-in command line functions
such as arp, ipconfig, nslookup, netstat, and whoami to undertake automated reconnaissance. The threat actor's goal is
considered to be the distribution of ransomware over the entire domain. Another Qakbot execution chain leads to the

second-stage execution of Brute Ratel C4, in which the ZIP file is given using the relatively prevalent technique known
as HTML smuggling.

The findings correlate with a recent spike in Qakbot attacks using a range of techniques such as HTML file attachments,
DLL side-loading, and email thread hijacking, the latter of which involved capturing emails in bulk from successful
ProxyLogon assaults aimed at Microsoft Exchange servers. Furthermore, intrusions via QAKBOT leading to Black Basta
have been noticed previously. Organizations should be aware of the increasing use of Cobalt Strike in attacks, living-off-

the-land binaries (LOLBins), and red team or penetration-testing tools that blend in with the environment, such as
Brute Ratel C4.
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Indicators of Compromise
Please refer to the attached sheet for IOCs.

MITRE ATT&CK Tactics

Initial Access , Execution, Persistence, Privilege Escalation, Defense Evasion, Discovery, Lateral Movement, Command
and Control.

Recommendations

. Check with your existing AV/EDR vendor to validate the detection scope of identified samples.

. Refrain from opening untrusted links and email attachments without verifying their authenticity.

. Check the sender’s identity, unfamiliar email addresses, mismatched emails, sender names, or spoofed company
emails that are an indicator of malicious intent.

. Hover over the pointer above embedded links to verify the link’s target. If the email claims to come from a
legitimate user, verify if they sent it before taking any action.

. Implement regular phishing awareness and training throughout the workplace. Make sure employees are aware
of any active phishing threats.

. Check that all security software components are enabled on all systems and that a policy is in place requiring the
administrator password to be entered in the event of attempts to disable protection.

. Continuously monitor for suspicious or anomalous activities. Collect and review relevant logs, data, and artifacts
to identify any threat in the network.

. Follow multilayered defense solutions and active monitoring to detect threats before operators can launch their
attacks.
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In case of a Security Incident, please report to IN-FM KPMG SOC.

For any query or feedback, feel free to reach us at IN-FM KPMG CTI.

KPMG in India Cyber Response Hotline : +91 9176471471
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