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Tracker ID: TNO914 Date: 19/Sept/2022  Category: Threat Actor  Industry: All Region: Asia, Middle East, Africa

Background

Worok, a cyber espionage organisation, infiltrated numerous prominent businesses and regional governments in Asia,
the Middle East, and Africa using secretive methods. It primarily targets businesses in the telecoms, banking, shipping,
energy, and public, military, and governmental sectors. The Worok hackers were able to breach several victims in late
2020. Worok and another adversarial group known as TA428 have common tools and interests.

Between May 2021 and January 2022, the group's malicious operations took a significant hiatus before picking back up
the following month. Information theft is in line with the group's objectives. ProxyShell exploits were used to gain an
initial foothold on target networks until 2021 and 2022. Additional custom backdoors were then introduced for
entrenched access.

Execution chain 1

Initial compromise CLRLoad PNGLoad Unknown PowerShell
script embedded in
a PNG image

Execution chain 2

LN
- B -
"
Initial compromise PowHeartBeat PNGLoad Unknown PowerShell
script embedded in
a PNG image

In an identified campaign, the first-stage loader in Worok's malware arsenal is dubbed CLRLoad, and it is followed by
the.NET-based steganographic loader PNGLoad, which can run an unidentified PowerShell script that is hidden inside a
PNG image file. Infection chains in 2022 have now abandoned CLRLoad in favour of PowHeartBeat, a fully functional
PowerShell implant that launches PNGLoad and communicates with a remote server via HTTP or ICMP to carry out
associated file operations, transmit and receive files, and execute arbitrary commands.

A cyber espionage organisation called Worok compromises its targets using both custom-built tools and techniques
that already exist. Although it's believed that the malware might be cloaked in legitimate, innocent-looking PNG
pictures and therefore "hidden in plain sight" without drawing attention, it was unable to recover any of the final-stage
PNG payloads.
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MITRE ATT&CK Tactics

Reconnaissance, Resource Development, Execution, Persistence, Defense Evasion, Credential Access, Collection,
Command and Control, Discovery and Exfiltration.

Indicators of Compromise

Please refer to the attached sheet for IOCs.
Recommendations

* Immediately identify the vulnerable instances and apply the vendor-provided fixes as soon as possible.

* Collect and review relevant logs, data, and artifacts to ensure the threat is eradicated from the network and thwart
residual issues that could enable follow-on exploitation.

References

+ Ravie Lakshmanan, Worok Hackers Target High-Profile Asian Companies and Governments, The Hacker News, 6t
September 2022, External Link (thehackernews.com).
+ Thibaut Passilly, Worok: The big picture, WeLiveSecurity, 6™ September 2022, External Link
(www.welivesecurity.com).

In case of a Security Incident, please report to IN-FM KPMG SOC.
For any query or feedback, feel free to reach us at IN-FM KPMG CTI.

KPMG in India Cyber Response Hotline : +91 9176471471
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