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KPMG Gyber Threat Inteligence Platform

Cyber Threat Notification | Google Chrome patches a
zero-day CVE-2022-3075

Tracker ID: TNO910  Date: 8/Sept/2022  Category: Vulnerability Industry: All Region: All

Background

Google has issued emergency fixes to address an actively exploited zero-day security vulnerability affecting Chrome
Web Browsers. It is tracked as CVE-2022-3075 and refers to an instance of insufficient data validation in Mojo, a
collection of runtime libraries that provide a platform-independent interface for inter-process communication (IPC).

An attacker can exploit the high-severity vulnerability to circumvent security and redirect visitors to a specifically
crafted website. Google has not yet provided any details on CVE-2022-3075; the vulnerability's fundamental cause and
impact are expected to be revealed in the following weeks.

With the most recent patch, Chrome now has a total of six zero-day vulnerabilities that Google has patched since the
beginning of the year. Users are urged to update to version 105.0.5195.102 for Windows, MacOS, and Linux to reduce
potential risks.

Users of Chromium-based browsers such as Microsoft Edge, Brave, Opera, and Vivaldi are advised to install the updates
as soon as they become available.

Analysis
CVEID Severity | CVSS Score
CVE-2022-3075 High NA

Affected Products and Versions

« Chrome Versions Before 105.0.5195.102.

Recommendations

* Immediately identify the vulnerable instances and apply the vendor-provided fixes as soon as possible.

* Upgrade to the latest version of Chrome Web Browser 105.0.5195.102 for Windows, MacOS, and Linux systems.

The information contained herein is of a general nature and is not intended to address the circumstances of any particularindividual or entity. Although we endeavour to provide accurate and timely #KPMG '@

information, there can be no guarantee that such information is accurate as of the date it is received or that it will continue to be accurate in the future. No one should act on such information without J

appropriate professional advice after a thorough examination of the particular situation.
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In case of a Security Incident, please report to IN-FM KPMG SOC.
For any query or feedback, feel free to reach us at IN-FM KPMG CTI.

KPMG in India Cyber Response Hotline : +91 9176471471

The information contained herein is of a general nature and is not intended to address the circumstances of any particularindividual or entity. Although we endeavour to provide accurate and timely #KPMG '@

information, there can be no guarantee that such information is accurate as of the date it is received or that it will continue to be accurate in the future. No one should act on such information without J

appropriate professional advice after a thorough examination of the particular situation.

KPMG Assurance and Consulting Services LLP, Lodha Excelus, Apollo Mills Compound, NM Joshi Marg, Mahalaxmi, Mumbai - 400 011 Phone: +91 22 3989 6000, Fax: +91 22 3983 6000. home.kpmg/in

© 2022 KPMG Assurance and Consulting Services LLP, an Indian Limited Liability Partnership and a member firm of the KPMG global organization of independent member firms affiliated with KPMG Follow us on home.kpmg/in/socialmedia

International Limited, a private English company limited by guarantee. All rights reserved.
The KPMG name and logo are trademarks used under license by the independent member firms of the KPMG global organization. u m “ |@l E
This document is for e-communication only.


https://www.youtube.com/user/kpmgindia
https://twitter.com/KPMGIndia
https://www.linkedin.com/company/kpmgindia
https://www.facebook.com/KPMGIndia
https://www.instagram.com/kpmgin
https://chromereleases.googleblog.com/2022/09/stable-channel-update-for-desktop.html
https://thehackernews.com/2022/09/google-release-urgent-chrome-update-to.html
https://www.bleepingcomputer.com/news/security/google-chrome-emergency-update-fixes-new-zero-day-used-in-attacks/?&web_view=true

	KPMG Cyber Threat Intelligence Platform
	KPMG Cyber Threat Intelligence Platform

