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Background

A Chinese nation-state threat group utilized a reconnaissance malware, ScanBox, to acquire details about its targets
during a months-long cyber espionage campaign. The ScanBox exploitation framework was used to target victims who
visit a malicious domain masquerading as a news website. Local and federal government agencies, news media outlets,
and worldwide heavy industry producers with wind turbine fleets were among the targets. This current attack affected
Australia, Malaysia, and Europe, as well as organizations conducting business in the Asia-Pacific area, with a particular
emphasis on the South China Sea.

ScanBox is a JavaScript-based malware that has been used in attacks since 2014, allowing threat actors to profile their
victims and deliver next-stage payloads to key targets. Along with HUI Loader, PlugX, and ShadowPad, it is rumored to
be shared covertly by numerous Chinese hacker groups. APT10 (also known as Red Apollo or Stone Panda), APT27 (also
known as Emissary Panda, Lucky Mouse, or Red Phoenix), and TA413 are some of the major threat actors who have
previously been observed using ScanBox (aka Lucky Cat).

Indictments have publicly identified overlapping conduct with this threat actor as "APT40" and "Leviathan." APT40, a
threat actor with espionage motivations based in China, has been active since 2013. In July 2021, the US government
and its allies linked the adversarial group to China's Ministry of State Security (MSS). Between April 12 and June 15, the
assaults employed phishing campaign waves to spread the ScanBox reconnaissance framework by impersonating
Australian media businesses utilizing URLs impersonating Australian media companies. The subject lines of the phishing
emails included words like "Sick Leave, User Research, and Cooperation Request."

In contrast to watering holes or strategic web breaches, which infect a real website known to be visited by the targeted
with malicious JavaScript code, the APT40 activity uses an actor-controlled domain to deploy the malware. The threat
actor would typically pose as a representative of the fictitious "Australian Morning News," sending out URLs to the
malicious domain and demanding that targets view or share any published research information.

These attacks exploited malicious RTF files to launch a first-stage downloader, which later functioned as a conduit for
receiving encoded versions of the Meterpreter shellcode. In March 2022, a European manufacturer of heavy machinery
used in offshore wind projects in the Taiwan Strait was one of the victims of this campaign. Furthermore, the Copy-
Paste compromises targeting government entities revealed by the Australian Cyber Security Centre (ACSC) in June 2020
have been linked to APT40. This is not the first time that APT40 has utilized fraudulent news websites to spread
ScanBox. A 2018 phishing effort used news article URLs published on a rogue domain to trick victims into downloading
malware. It's worth noting that from March 2021 to March 2022, a long-term phishing campaign linked to the same
threat actor targeted Malaysian and Australian organizations, as well as foreign corporations interested in the South
China Sea offshore energy projects.
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MITRE ATT&CK Tactics

Reconnaissance, Initial Access , Execution, Command and Control.

Indicators of Compromise
Please refer to the attached sheet for I0Cs.

Recommendations

* Validate the IOCs attached and implement the detection & prevention accordingly. Check with your existing AV/EDR
vendor to validate the detection scope of identified samples.

* Ensure patches are applied for the Follina Bug, CVE-2022-30190, that restricts exploitation of RTF documents.
* Use endpoint detection and response systems that can detect and remediate suspicious activity automatically
* Ensure secure handling of emails that come from outside sources and data acquired from the Internet.

* Implement employees training and awareness on the ongoing phishing campaigns and techniques.

* Avoid opening untrusted links and email attachments without first verifying their authenticity. Check the sender's
email address to confirm its legitimacy.

* Establish a data recovery strategy and routinely backup your files to a secure offsite place.
* Use strong passwords, change them frequently, and, when available, multi-factor authentication.

* Implement network segmentation to limit or block lateral movement. Follow multilayered defense solutions and
active monitoring to detect and thwart threats.
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In case of a Security Incident, please report to IN-FM KPMG SOC.
For any query or feedback, feel free to reach us at IN-FM KPMG CTI.

KPMG in India Cyber Response Hotline : +91 9176471471
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