
Updating conduct risk assessments 
for COVID-19 challenges
July 2020

Conduct risk profile under COVID-19?
Banks need to review and update their risk assessments in light of conduct risks and challenges following 
the COVID-19 outbreak, to identify changes to their risk profile and put in place mitigating controls. Banks 
should consider the impact of the outbreak on business continuity planning and their business as usual 
activities, as well as the requirement to provide COVID-19 specific solutions and communications to 
customers. Banks who can successfully achieve this will be better equipped to effectively respond to 
regulatory expectations.

There will be a number of important considerations, as set out below:

Focus 
areas

Conduct risk 
assessment considerations 

Market volatility • Reduction in profits across the financial services sector as a result of 
lower customer engagement during the outbreak

• Potential future impact on asset quality post COVID-19 and potential 
conduct related issues arising from this, vulnerable customers, 
customers in distress, conduct related issues with debt collections 
and recoveries, transparency of communications, etc. 

Remote supervision 
and surveillance

• Assessing the impact of remote supervision and compliance oversight
on the control effectiveness environment

• Assessing the changes required to key risk indicators

Product design and 
suitability

Conflicts of interest

Control framework • Identify new risks being driven by both operational requirements and
regulatory guidance

• Identify areas of control modification due to these changes and the
potential decrease in control effectiveness due to remote working
environment

• Refresh the assessment of residual risk and risk appetite
• Integration of COVID-19 risks into the risk and control assessment cycle

• Assessment of product / system design to enable the provision of
payment moratoria to customers in line with EBA guidelines

• Ability to effectively track and monitor payment moratoria customers
• Interruption to the quality of service offered to customers due to

increased reliance on digital services

• Treatment of vulnerable customers when renegotiating existing debt
facilities

• Delays in obtaining approvals for new products may result in policy
breaches

• Access to confidential information as a result of the remote working
environment

• Increased risk of fraud due to reliance on digital channels during the
credit application process

Communications • Clear and transparent communication with customers on the COVID-19
solutions available to them in line with Central Bank direction

• Provision of all required information to customers to enable decision making
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We have developed a number of tools and methodologies 
to help you undertake your COVID-19 conduct risk 
assessment, and are currently working with banks to help 
them address COVID-19 related risks: 

COVID-19 
Conduct Risk 
Assessment

Contact us

How KPMG can help

Case Study 1 –
Large Irish Bank: 
cost of credit model 
development and 
review. Customer 
communications  
and regulatory 
review in line with 
Central Bank 
requirements.

Case Study 2 –
LIBOR Panel Bank: 
risk considerations 
to the LIBOR 
submission process, 
also covering 
governance, 
conflicts of interest 
and surveillance 
impacts.

Drivers for refreshing risk assessment

Demonstrates 
effective 
governance and 
oversight

Management of 
risk appetite to 
reflect changes to 
operating model 

Drives dynamic risk 
assessment 
reviews (compared 
to periodic reviews)

Protecting the 
organisation from 
potential misconduct 
and reputational 
damage

Line Expected roles and responsibilities 

1st Line • Driving the conduct risk assessment, including the ongoing consideration of new and
emerging conduct risks

• Assessing changes to the risk drivers as operational processes are amended to
accommodate customer solutions

2nd Line • Ensure the modified risk assessment is successfully embedded into the bank’s
governance framework and the risk and control assessment process

• Challenging 1st Line assumptions and risk assessment output where relevant
• Assess control gaps through engagement with 1st Line and sample reviews

3rd Line • Review and challenge of the conduct risk assessment
• Assessing the design and operating effectiveness of new controls

• End-to-end COVID-19 product
assurance reviews including
deviations from existing
procedures

• Risk and control assessment
incorporating conduct risk
coverage gaps

• Development / review of cost of
credit model including interest
recalculations

• Review and assessment of
customer communications
framework and design

• Recommendations for next
steps including any mitigating
actions
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