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In the past few years the malicious attacks against 
information systems in both the public and private 
sectors have caused increasing damage. The 
three most common threats are: exploitation of 
vulnerabilities originating from “factory settings” 
or faulty configuration of IT systems; installation 
of malware; and the playing on weaknesses in the 
security awareness of employees. But the landscape 
becomes a lot more varied when we consider the 
types of attackers, their methods, their targets and 
motivation, and the time and frequency chosen 
for carrying out an attack. Without such detailed 
information on your region and business sector, and 

for companies that share similar profiles, it is very 
hard to establish a proactive and efficient cyber 
defence system. In addition to analysis of threats 
and incidents, it is also increasingly important 
that information is provided in real time for those 
who require it, as this enables that the knowledge 
necessary for a quick and effective response is 
available in all four phases of the cyber defence life 
cycle.

Do the following issues sound familiar  
to you?

You need a summary report based on a tailored 
cyber threat analysis, but performing such an 
analysis is time-consuming and gathering the 
necessary data uses up a lot of resources, or 
maybe your enterprise lacks the competencies for 
processing and analysing such information.

Your company regularly conducts risk analyses, also 
taking possible cyber threats into consideration. 
Nevertheless, these reviews do not answer the 
following questions:

 – What kind of internal and external attackers 
might be hiding behind those threats (e.g. 
malware infection, DDOS, data theft, phishing)?

 – What motivates them?

 – How frequent are the attacks in your business 
sector, and how often do organisations similar to 
yours fall victim to cyber criminals? 

 – What exact technologies are used, and what are 
the typical attack scenarios?

Did you know that the rate of data thefts carried out by cyber 
criminals has tripled in the last 5 years? More than a third of business 
leaders are convinced that hackers have access to their information 
systems even without any clear evidence to the fact. Is your 
enterprise aware of the threats and attackers it needs to tighten up 
its cyber defences against?
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Although your enterprise has invested a lot in cyber 
security in the past few years, your capabilities 
are still restricted to incident detection and post-
incident remediation—meaning you simply cannot 
foresee the attacks. It also may be difficult to 
show any return on investment for cyber security 
improvements. 

You are planning to establish a security operations 
centre (SOC) to facilitate the consistent management 
of security events and incidents throughout the 
organisation and you wish to engage an external 
expert to support the project. 

How can we help you?

Cyber threat analysis
At short notice, our cyber threat specialists are 
ready to process large amounts of information on 
Hungarian and international cyber incidents and 
produce a sector-specific trend analysis and threat 
database tailored to your business, utilising KPMG’s 
global Cyber Trends Index. 

Compliance
To facilitate your cyber defence strategy and support 
you in planning, we can assemble a summary of 
Hungarian legal requirements as well as international 
standards and regulations, including cyber security 
and data protection-related criteria that are relevant 
to your business. We can also inform you of short- 
and long-term changes in such regulations and 
standards.

Cyber-security-focused information 
management 
Specialists from KPMG’s IT Risk Advisory practice 
help you assess whether your enterprise has 
effective enough operations for registering, 
processing, analysing and sharing information on 
threats, security events and security incidents. 
Through optimisation of these operations we 
facilitate your ability to anticipate cyber incidents and 
the course of attacks more precisely, as this is key in 
the efficient management of such cyber incidents.

Establishment of a Security Operations Centre 
(SOC)
If your company has no established unitary function 
and processes for collecting and analysing data for 
cyber security purposes, our experts assist you 
in establishing such a function and processes in 
accordance with both your organisation’s needs and 
international best practices. Given that you plan to 
outsource the SOC function to a service provider, we 
can also help you during the procurement process, 
from the preparation of the request for tenders, 
to evaluation of the incoming tenders and right 
through to quality assurance of the selected service 
provider’s operations. 

What advantages do we bring?

The IT Risk Advisory Services practice at KPMG in 
Hungary has broad experience in establishing and 
improving competencies and processes for collecting 
and processing data for security purposes.

Our advisors provide assistance for private 
companies (e.g. those operating critical 
infrastructure) as well as for public organisations 
in the field of data analysis optimisation for cyber 
defence purposes.

Our team possess technology, risk analysis and 
intelligence competencies that we exploit to help you 
achieve your business aims.
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If our service offering has aroused your  
interest, please contact us for further details  
via the following contact information.

Contact:
Tamás Kórász 
partner 
T.: +(36) 1 887 7322 
E.: tamas.korasz@kpmg.hu
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