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Round-up

• Gibraltar GDPR

• Enforcement Action & Fines on the rise

• Guidance (must-reads)

• Looking ahead

• Immediate Recommended Steps
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The ‘Gibraltar GDPR’
• following the end of the Brexit transition period (‘IP completion day’ 31 Dec

2020), the EU GDPR was superseded by the Gibraltar General Data
Protection Regulation (the “Gibraltar GDPR”) on 1st January 2021.

At this point, the Data Protection Act 2004 (“DPA 2004”) was once again
updated as a result of the:

• European Union (Withdrawal) Act 2019 (“EUWA 19”); and
• European Union (Withdrawal Agreement) Act 2020

• GGDPR is essentially the EU GDPR as it forms part of Gibraltar law by virtue
of s.6 EUWA and read with modifications provided for under Schedule 1 to
the Data Protection, Privacy and Electronic Communications (Amendments etc)
(EU Exit) Regulations 2019 (“the 2019 Regulations”)

• ISOLAS has prepared a “redline” of the EU GDPR vs. GGDPR: link here
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Enforcement Actions
• WhatsApp's appeal of a 225 million euro EU General Data Protection

Regulation fine was published in the Official Journal of the European Union

• The president of the Administrative Court of Luxembourg
partially granted Amazon’s request to suspend execution of a 746 million
euro GDPR fine proposed by Luxembourg’s National Commission for Data
Protection (December 17, 2021)

• SportsDirect Retail Limited fined by ICO – failure to evidence consent; failure
to obtain valid consent or soft-opt in – £70,000

• Royal Gibraltar Police fined £10,000 for Data Protection Breaches (storage
limitation, data security, records of processing, breach communication)

• Other GRA investigations (the “name and shame”): https://www.gra.gi/data-
protection/investigations

DSAR responses
CCTV systems
Opt-outs
Data Breacheswww.gibraltarlawyers.com
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Guidance 
• EPDB Guidelines 01/2022 on data subject rights – right of access

• WP29 (Guidelines on Personal data breach notification under Regulation 2016/679,
WP 250) (hereinafter “Guidelines WP250) supplemented by EDPB
Guidelines 01/2021 on Examples regarding Data Breach Notification.

• GRA Guidance

• DPA (25) Data Protection in the Employment Context (Dec 2021)

• Data Sharing Code of Practice – (statutory code under DPA 2004)

• Annual Report 2020-2021 and Quarterly E-Newsletters

• Freedom of Information requests guidance under ‘FOIA 2018’
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What’s next?  
• Dealing with persons not deleting legacy data collected for contact tracing purposes

• Adequacy for Gibraltar?

• New SCCs based on ICO model? (hybrid of the new EU SCCs June 2021)

• The U.K. Information Commissioner’s Office announced the Department for Digital,
Culture, Media and Sport and the Treasury agreed the ICO can retain a portion of funds
paid as a result of civil monetary penalties. Previously sent to the government’s
Consolidated Fund. Will cover “pre-agreed, specific and externally audited litigation costs,”
- Will Gibraltar follow suit?

• ePrivacy Regulation (Cookies law) - informal (trilogy) negotiations are currently taking
place between representatives of the three bodies involved in the EU legislative process,
the EU Commission, the Parliament and the Council of Ministers. The ePrivacy Regulation
is not expected to enter into force before 2023. The transition period is expected to last
until 2025 (24 months)

• UK divergence from EU GDPR-style regime? Data Reform Bill & consultation response
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Immediate Recommended Steps
• ACCOUNTABILITY - Get your privacy compliance frameworks in writing!

• Seek external advice if needed

• Tackle the low hanging fruit
• Privacy Notices (all types)
• Retention
• DSARs (and other rights!)
• Data Breach
• Art 30 Processing Record
• DPIAs & LIAs
• CCTV
• Gibraltar GDPR revamp

• International Transfers
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About the Team

The Data Protection & Privacy Team at ISOLAS LLP is an
established market leader in this area, advising a wide range
of clients on protecting and processing personal data.
Clients include SMEs and multi-nationals, public authorities,
competent authorities, Her Majesty’s Government of Gibraltar,
international financial institutions, and insurance firms.

Should you require any further information 
please do not hesitate to contact us.
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In particular, the team can assist with:
• Regulatory Investigations
• GDPR/DPA for employers
• Handling Subject Access Requests
• Data Breach notifications and 

containment
• Gibraltar GDPR readiness/ 

compliance audits 
• Data mapping
• Direct marketing advice
• Drafting privacy and data 

protection policies
• Data processing agreements 
• Third country transfers
• DPIAs
• CCTV & surveillance
• Data Protection & the Blockchain
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Summary: What does the data protection 
legislation cover? Privacy by Design

Think about privacy in systems
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Data 
Subjects

PROCESSING
Any operation or set of 
operations – very wide 
(includes deleting)

SENSITIVE DATA
Art 9 –Special Category
Art 10 – Criminal convictions

PERSONAL DATA
Living natural persons
If data allows person to be 
identified, it is PD

CONTROLLER
Determines purpose/means
Instructs processor
Ultimately responsible (accountable)

Organisations/  
individual sole 
traders (not covered 
by household 
exemption)

PROCESSOR
Acts on instructions of controller
(Could be same person)
Have obligations & liabilities 
under the legislation also 

Subcontractors

Must meet

7 Principles
Lawfulness/fairness/transparency
Purpose limitation
Data minimisation
Accuracy
Storage limitation
Integrity and confidentiality
Accountability 

Must 
have 
one

6 Lawful bases
Consent
Contract
Legal obligation
Vital interests
Public task (by public body)
Legitimate interest

plus
Additional 
bases for 
sensitive 
processing
Art 9(2) 
Gibraltar GDPR
Schedule 1 DPA 
+ s.12(3)

Material & Territorial Scope
Automated or Structured processing (at least partly)
Not purely personal/household
If not automated - then filing system

Context of Gibraltar establishment 
(even if process abroad)

OR
Outside Gibraltar, but offering goods services OR 
monitoring behaviour of persons in Gibraltar

Law enforcement processing out of scope of GDPR, 
covered under Part III DPA 2004
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Thanks for your time!

QUESTIONS?
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www.gibraltarlawyers.com
Tel +350 2000 1892 

info@isolas.gi

ISOLAS LLP is a limited liability partnership registered in Gibraltar under 
number 00001 with its registered office at Suite 23, Portland House, 

Glacis Road, Gibraltar.
The term ‘partner’ is used to refer to a member of ISOLAS LLP, or an 
employee or consultant with equivalent standing and qualifications. 

DISCLAIMER
Please note that the information and any commentary on the law contained in this
document is only intended as a general statement and is provided for information
purposes only and no action should be taken in reliance on it without specific
legal advice. The information is current only as at the date stated herein (or first
presented live where no date is stated). Every reasonable effort is made to make
the information and commentary accurate and up to date, but no responsibility for
its accuracy and correctness, or for any consequence of relying on it, is assumed
by the author. Further this document is not intended to amount to legal advice.
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