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Through the implementation of ISO27001 information security management system standard, On 
the basis of fully identifying the security risks, by deployment of relevant security control mea-
sures and achieved continuous improvement on the security management.

2018-2019 Top security trends conference  

KPMG ISO27001 Implementation procedure 

Objective ISMS Management 
 level 

More and more enterprise managers have realized that information security is an important 
factor, affecting the company's business development, brand image and reputation. 

Cyber security challenges faced by enterprises: 

• Security work is unbale to handle?
• Security compliance requirements 

emerge in endlessly?
• Various security audits, tired of dealing 

with ?
• Security violation is difficult to prohibit ?

• Does IT department become the “back pot 
man” of security incidents?

• Business department: security? Looking for IT? 
• How is security exactly doing? How to evaluate it?
• We deployed so many security products, and why 

still the security incidents keep happening ?
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Key Point1: Formation of security culture 
KPMG believes that the core of ISMS is its PDCA mechanism, 
and how to form information security culture within the 
enterprise through implementation ISMS. Therefore, in the 
process of ISMS implementation, we should seize the pain point 
of current information security management, and focus on the 
formation of security culture and PDCA mechanism. 

Key Point2: Security governance development
Information security work is often be defined as a work of 
security management personnel or the responsibility of IT 
department. This leads to the lack of cooperation from other 
business departments and operation support departments during 
regular security management, and the security work cannot 
be carried out smoothly. Through the in-depth analysis of the 
current information security responsibility assignment; identify 
existing problems at current organizational level; combined with 
actual information security management needs of client, clarify 
related departments, teams and their responsibilities at the 
decision-making, management and implementation level; clarify 
responsibility boundaries of each team, KPMG could assist client 
to optimize their current security management and make it more 
efficiently.

Key Point3: Security management implementation
An ISMS that is not fully implemented is just a castle in the air. 
Based on the previous rich experience of information security 
management system design and implementation, KPMG 
summarized a set of practical and effective mechanisms to 
ensure the implementation of ISMS. Enterprises should ensure 
the full implementation of the system through the establishment 
of a team with full participation, clear control and implementation 
requirements, regular communication and reporting mechanism 
supplemented by automatic process control design, diversified 
publicity and mobilization, and closely tracking mechanism. At 
the same time, it also ensures the monitoring, audit and 
performance appraisal of the whole management system.

Our ISO27001 can provide 
services:

• Information security gover-
nance 

• ISMS Advisory
• ISO27001 certification  

assistance Advisory 
• Cyber security risk assess-

ment 
• Cyber security planning  

advisory 
• Cyber security architecture  

advisory 
• Cyber security transformation 

advisory 
• Cyber security training 
• Cyber security audit 
• Cyber security maturity  

evaluation 
• Cyber security compliance 
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