
Cyber Defense Services

The technology landscape has become increasingly more complex and threat 
actors adapt their strategies dynamically to overcome existing security 
defenses. Are you confident that attackers have not already compromised your 
organization and you just do not know about it? 

Compromise 
Assessment

Characteristics of a Compromise
Not all compromises create a lot of attention such as 
Crypto-Lockers, Denial-of-Service attacks and website 
defacement attacks. There are persistent compromises, also 
called advanced persistent threats (APTs), where malicious 
actors operate in a stealthy mode to remain undetected in 
your network as long as possible. On average, persistent 
compromises remain undetected for multiple months if not 
years. During that time, malicious actors can learn internal 
operations by navigating through your networks and 
monitoring legitimate users. 

What is compromise detection worth to you?
Malware and malicious actors are likely resident in your 
organization independent whether you can see them or not.
There are many different motivations behind such persistent 
compromises including
• Corporate espionage (e.g. intellectual property)
• Collection of personal data (e.g. health data)
• Financial theft (e.g. credit cards, e-banking)
• Botnet operations (e.g. computational power)
• Indirect attacks (e.g. attacking other targets via you)
• Posturing for future attacks (e.g. critical infrastructure)

Do these compromises pose risks to your organization? Can 
you accept that such compromises remain undetected?

Why are defensive technologies not enough?
Defensive real-time technologies such as antivirus (AV) or 
endpoint detection and response (EDR) solutions cannot 
protect against all threats and they may be bypassed by 
(unknown or zero day) malware, insiders, social engineering 
or misconfigured and unprotected endpoints resulting in 
compromises of your perimeter. EDR solutions are not built 
to find compromises that they have missed in the first 
place. In particular, malicious actors may stay undetected 
from existing security controls using diverse evasion 
techniques. 

Compromise Assessment
Compromise assessments can detect known and unknown 
(zero-day) malware and persistent threats that have evaded 
your security defenses and may be active or dormant in 
your network. Assessments are based on independent 
reviews of your organizational infrastructure, systems and 
applications to detect backdoors, OS manipulations, 
suspicious connections, forensic evasion or persistence 
mechanisms. 

When should you apply a compromise assessment?
Compromise assessments complement your security 
controls such as penetration tests or EDR solutions and can 
give you peace of mind about your current breach status. 
There are multiple use cases where compromise 
assessments can provide you a benefit. This includes:

1. Validation of existing security controls: Whereas 
vulnerability assessments and penetration tests are 
identifying security gaps of existing security controls, they 
do not determine whether the security gaps have already 
been exploited by adversaries. Compromise assessments 
can identify threats that have evaded your defenses and can 
provide insights which security defenses are functioning 
effectively and which are outdated or obsolete.

2. Support incident response: Collecting forensic 
evidences to be used in court is an expensive process 
because it can only be done on a single endpoint at a time. 
Compromise assessments can support organizations by 
identifing compromised hosts in case of suspicious and 
abnormal network communications or support incident 
response following a malware outbreak to ensure no further 
malware is residing undetected on critical infrastructure.



Proactive assessments to 
detect weaknesses of 
networks and systems

• Vulnerability  
Assessments

• Penetration Tests
• Red Teaming

Endpoint Detection and 
Response (EDR)

• Use application behavior 
and indicators of 
compromises (IOCs)

• Detect and prevent 
ongoing attacks (access 
and implants, exploitation)

Compromise Assessment

• Collect program, memory 
and network information 
to determine endpoint 
state

• Detect ongoing 
compromises (command 
& control, privilege 
escalation, lateral spread, 
theft / data exfiltration)

Endpoint Detection and 
Response (EDR)

• Isolate and remediate 
compromised hosts

• Support root cause 
analysis

Compromise Assessment:

• Ensure no compromised 
hosts persist in the 
network
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3. Third party and vendor assessments: Third parties and 
and vendors may have access to your most critical data, 
including business sensitive data, intellectual property or 
customer data. As part of due diligence and risk mitigation, 
compromise assessments can ensure the integrity and 
confidentiality of third party networks. 

4. Mergers & Acquisitions: If intellectual property or 
customer information is the primary value of a company, the 
integrity and confidentiality of IT systems should be verified 
prior to any transactions. Compromise assessments can be 
performed to detect unknown risks that could have 
significant consequences (and cost impacts) in case of 
undetected security breaches.

Applicable to all cyber maturity levels
Our compromise assessments are tailored to your 
organizational requirements and properties. For the 
assessment, it is not required to purchase and deploy any 
additional hardware or install software on endpoints. The 
assessments do not rely on your security architecture, 
security tools and potentially compromised operating 
systems such that they are applicable to all organizations 
independent of size and maturity of cyber security.

Our Approach and Methodology
A typical compromise assessment is performed in the 
following four phases.

Scoping and Planning
We work with you to identify critical infrastructure, sensitive 
systems and applications that pose high risks to your 
organization’s business. 

Scanning and collection
We work with your IT experts to prepare your environment 
for compromise assessments (e.g., user accounts, firewall 
configurations etc.) and perform host discovery to 
enumerate available hosts in your network. We perform 
scanning and data collection using industry-leading 
technologies to detect persistent compromises in your 
network. 

Analysis
We analyze collected information and perform manual 
verification of compromises via additional information 
gathering on suspected hosts. We assess the criticality of 
compromises and map compromised hosts to your 
infrastructure. 

Reporting
We prioritize existing compromises and provide 
recommendations to mitigate immediate security risks. We 
provide a roadmap with measures to increase your security 
posture and avoid similar compromises in the future. 
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Figure 1 Compromise Assessment in the broader Cyber Security context.


