At Risk
Tools for turning risks
into opportunities

Privacy breach reporting
Are you ready?
Be cyber defensible
How Red Team+ can help
Data & analytics maturity
4 pillars for your organization
Enterprise risk management
More value from your programs
kpmg.ca/AtRisk

Foreword
Change, disruption and opportunity:
Managing risk to drive growth
Welcome to the latest edition of At Risk
magazine. As we head towards 2017,
it is abundantly clear that the pace
of change is not yielding. In our 2016
Canadian CEO Outlook, 98 percent of
CEOs surveyed said that maintaining
customer loyalty was their top concern.
Canadian organizations acknowledge
the need to sharpen their business
models and growth strategies to
make the most of the disruption
in their respective markets. Many
clearly understand that, with the
right strategy and approach to risk
management, disruption can lead to
competitive advantage.
While Canadian organizations are
exploring a range of strategies to
drive innovation and growth,
regulators are strengthening
legislation that will hold organizations
highly accountable for the security
of the information they hold. Coming
soon, mandatory data breach
notification requirements will come
into effect. This increased regulatory
oversight means that Canadian
organizations will need to evaluate
if they are prepared to deal with the
potential reputational fall-out of

having to publicly disclose breaches.
In his article on page 1, Kevvie Fowler
discusses the requirements of
mandatory reporting and the
proactive and reactive approaches
leadership should consider and
ultimately, implement.
As organizations are bracing for
increased scrutiny, the time is ripe
to conduct a complete assessment of
their current cyber security systems.
Paul Hanley, on page 7 provides
actionable advice to help executives
define their optimal ‘cyber-defensible
position’ to address the security
needs of their organization.
All this focus on cyber security
speaks to the importance of what
organizations are protecting: their
data. After all, they know that in order
to create a competitive advantage,
they need to leverage data and
analytics to create new opportunities
in the market. In his article on page 15,
Shreeshant Dabir provides some
valuable tips to help organizations
harvest more value from their data
and develop the capabilities needed to
grow in a data-driven marketplace.

At the same time, we believe there are
still untapped opportunities for risk
management to support growth. On
page 23, I partnered up with James
Barr to explore the potential value of
leveraging existing Enterprise Risk
Management (ERM) programs to track
‘signals’ of new opportunity rather
than focusing solely on monitoring
and managing risks. We believe this
will not only allow executives to
uncover and monitor new avenues
for growth, it will also let them
generate greater value from their
current ERM investments.
Change and disruption certainly create
opportunity. The trick to capitalizing
on it is to move quickly but not rashly;
to be bold but still humble; and
to maintain a continuous balance
between opportunity and risk. We
hope the articles in this edition of
At Risk provide insights to help Board
Members and their executive teams
find that balance and achieve their
competitive advantage.

Doron Telem
Partner and National Leader, Risk Consulting,
KPMG in Canada
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Mandatory
breach reporting
The rising risks associated with cyber breach in Canada

Cyber security rules and expectations are changing. And Canadian
organizations admit they may not be fully prepared to meet the
heightened expectations. In this environment, Board Directors
and C-Suite should be keenly focused on not just ensuring their
organization can weather the storm when the next breach hits,
but that they can do so in a defensible manner that will minimize
impact to their organization.

Kevvie Fowler
Partner and National Cyber Response Leader
KPMG in Canada
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At Risk

When it comes to managing the impact of cyber breaches,
Canadian organizations have been comparatively lucky. Not
because our companies are less prone to cyber-attack than
their US counterparts: we are certainly not. But rather because,
historically, Canadian companies have faced significantly
lower costs, lower regulatory requirements and lower levels of
litigation related to cyber breaches than their US neighbours.
The reality is that the US is currently one of the most expensive
markets in which a company can experience a data breach. In
part, this is because the US legislation related to Personally
Identifiable Information (PII) is among the most rigorous in the
world and is widely viewed as the industry ‘gold standard’.
But it is also because US firms have faced – and often lost –
massive law suits related to data breaches.
Not surprisingly, US companies have invested heavily into
cyber security capabilities, solutions and tools. According
to some estimates, US-based financial services companies
spent almost US$10 billion on cyber security last year.1
The US government raised its own cyber security budget
to US$19 billion for 2017, an increase of 35 percent over the
past year.2 Going forward, estimates suggest cyber security
investments will top US$1 trillion between 2017 and 2021.
Canadian organizations have, until recently, avoided many
of the costs, legislation and litigation suffered by their US
colleagues. In fact, outside of Alberta, there is currently no
specific legislative or regulatory requirement for Canadian
organizations to notify individuals affected by a data breach.
Current breach reporting ‘protocols’ (established by the
Office of the Privacy Commissioner almost a decade ago) are
voluntary. And, being characteristically Canadian, consumer
litigation has also been slow to emerge.

1

2

A rising risk
Over the past year, however, these advantages have started to
erode. And the risk for Canadian organizations has started to
climb dramatically as expectations have changed.
The biggest change is on the legislative front. In June 2015, a
new Digital Privacy Act (Bill S-4) was introduced, carrying some
significant changes to PIPEDA, the current Canadian privacy
act. At the time, the legislation stopped short of mandated
breach notification, but these clauses are widely expected to
be enacted in the fall of 2016, likely coming into force in 2017.
According to the new act, any organization that experiences
a data breach will be expected to:
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Determine a “real risk of significant harm”
to anyone whose personal information was
involved;

Notify individuals “as soon as feasible”
if they face any “real risk of significant harm”
to allow organizations to address containment
and urgent issues;

Report a breach with any “real risk of significant
harm” to the Privacy Commissioner, as soon
as feasible;

Notify any third party that the organization
experiencing the breach believes is in a position
to mitigate the risk of harm; and

Maintain a record of the data breach and
make these records available to the Privacy
Commissioner.

Cybersecurity Market Reaches $75 Billion in 2015; Expected to Reach $170 Billion
By 2020, Forbes, Dec 2015
Cybersecurity Market Report Q3 2016, Cybersecurity Ventures
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While the wording within the mandate may leave some room
for interpretation, it is clear that Canadian organizations will
soon face higher costs, more rigorous regulatory requirements
and – as a result – heightened risk.

Changing expectations
Interestingly, the new Digital Privacy Act also requires
organizations to implement and maintain adequate security
processes for safeguarding not only financial information,
but also personal information. In at least one instance, this
has allowed a US regulator to sue a private organization with
perceived cyber security gaps, particularly when they have
made false assurances about their cyber security practices
to customers. Many expect that it will not be long before
Canadian regulators take similar actions on the back of Bill S-4.
Legislation is not the only factor raising the risk level around
cyber breaches for Canadian organizations. Consumer
expectations in Canada have also changed, driven largely by a
keen awareness of the protections enjoyed by US consumers
south of the border. Simply put, acceptable industry ‘good
practices’ to proactively protect and efficiently recover and
notify victims after a breach have never been higher. And
they are only expected to increase. Organizations who fall
behind these growing expectations risk increased litigation,
reputational damage and consumer loss.
As a result, we have seen a sharp increase in the number of
law suits brought against Canadian companies over the past
few years, some due to the belief that individual companies
fell behind these industry ‘good practices’ to protect customer
data and others because the companies are perceived not to
have followed industry good practices in their response after
the breaches were discovered.
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The risks are clearly rising –
not only as hackers become
more sophisticated – but
also as the fines, costs
and reputational damages
increase on the back
of new legislation and
heightened expectations.
Putting cyber at the top of the agenda
For Board Directors and Audit Committee members, the risks
associated with cyber breaches should be front and centre on
the quarterly agenda. The risks are clearly rising – not only as
hackers become more sophisticated – but also as the fines,
costs and reputational damages increase on the back of new
legislation and heightened expectations.
The problem is that – according to our recent survey of Canadian
CEOs – few Canadian organizations seem to think they are
ready to deal with a cyber breach. Just 13 percent of Canadian
CEOs said they were confident that they were fully prepared for
a cyber event. Less than a third of respondents said they were
intending to invest further into cyber security solutions. Only
around a quarter viewed cyber security as a ‘top risk’.3

The race is on: 2016 Canadian CEO Outlook, KPMG in Canada, 2016
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The reality is that cyber
criminals have evolved
and aren’t just focusing
on financial information.
Breach trends show
an increased focus on
Personally Identifiable
Information (PII).
While this data may (rightfully) cause some concern for Board
and Audit Committee members, it is also worth noting that
Canadian CEOs seem to be taking personal responsibility for
cyber security. In fact, more than nine-in-ten respondents said
they were personally comfortable with the degree to which
mitigating cyber risks was part of their leadership role.

Finding a cyber defensible position
When we work with Boards, Audit Committees and Executive
Teams to improve their cyber security stance and respond to
changing breach requirements and expectations, we often
focus on identifying and articulating the organization’s optimal
‘cyber defensible position’. Simply put, the ‘cyber defensible
position’ is a state that an organization can achieve that will help

4

them ensure they are protecting the assets most important to
them and in event of a breach will allow them to demonstrate
proper cyber due diligence to minimize the impact from not only
hackers, but also regulatory auditors and potential litigators.
There is no blueprint for creating the right cyber defensible
position. There are no templates or worksheets. Rather, each
organization will need to develop their own view of what
is ‘defensible’ based on the various legislative, regulatory,
industry and contractual requirements they face. Multiple
other factors influence the position: current external risk
assessments, the organization’s risk appetite, existing
capabilities and systems, and future growth ambitions, to
name just a few.
Once the optimal cyber defensible position has been identified,
Boards and Audit Committee members will then want to
work with their executive teams to assess their current cyber
position, identify and measure the gap, and then work towards
creating an action plan that – within a reasonable timeframe –
moves the organization towards achieving that cyber
defensible position.

Reducing the impact of a breach
The key is in taking action. In fact, recent legal cases in the
US have demonstrated that the courts are more lenient with
organizations that are able to prove that they have identified
their weaknesses and are working towards an improved
standard of security at the time of breach.
In Canada, recent research suggests that the average cost of
a data breach already tops $6.03 million.4 Our experience tells
us that achieving a cyber defensible position can significantly

2016 Cost of Data Breach Study: Canada, Ponemon Institute LLC and IBM
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reduce these costs. Once the mandatory
breach notification requirements of Bill S-4
come into play, these costs (and related
savings) will climb.
The reality is that cyber criminals have
evolved and aren’t just focusing on financial
information, breach trends show an
increased focus on Personally Identifiable
Information (PII). PII is data that virtually every
organization holds and therefore is at risk of
cyber breach. And, as a result, virtually every
company in Canada should be focused on
assessing and improving their cyber security
position. Whether you are protecting masses
of personal health data or simply maintaining
a small number of employee records, your
organization could find itself facing significant
fines and punitive damages if your cyber
security is not up to expectations and
regulatory requirements.
Boards, Audit Committee members and senior
management should view the passage of
Bill S-4 as a catalyst to improved cyber security
and resilience. But we also believe that
organizations will need to go beyond the letter
of the law if they hope to properly manage
their risks. Cyber security expectations
continue to change and organizations will need
to remain vigilant – of the threat and of public
expectations – to survive.

© 2016 KPMG LLP, a Canadian limited liability partnership and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

6

Achieving a cyberdefensible position
Being prepared for the inevitable

The current cyber threat landscape is highly irregular and can
range from state sponsored actors to highly sophisticated criminal
organizations. Today, the impact of an ineffective cyber security
strategy can cause unprecedented damage to an organization. Board
members and management teams need to be prepared to respond.
Yet few organizations seem to have achieved an appropriate ‘cyberdefensible’ position that can – at best – ward off security threats and
(at worst) demonstrate that all possible steps were taken to mitigate
the risk. Given the rising scrutiny from both regulators and the public –
and the current state of cyber preparedness across Canada – we
believe that organizations need to urgently review and stringently test
their cyber-defensible position.

Paul Hanley
Partner and National Leader, Cyber Security Services,
KPMG in Canada
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A known risk

Regulators get serious

Making the best of the situation

The fact that cyber security is rising
up the agenda should come as no
surprise to readers of this publication.
High profile security failures have
inflicted massive reputational damage
to some brands while others have
suffered public floggings, stiff fines
and the loss of contracts as a result of
lax security controls.

Board members and Management
teams in Canada have – for the most
part – gotten off lightly so far. The reality
is that Canada’s breach notification and
fine regulations have been somewhat
different to those in the US, UK or EU
where organizations tend to face stiffer
fines (sometimes between 2 to 5 percent
of global revenues) and more acute
media attention than they do in Canada.
This is going to drastically change, as
Kevvie Fowler explains in his article
on mandatory data breach reporting
requirements coming into effect soon.

What is it that allows one organization to
avoid the fallout of a cyber-attack while
another suffers brand damage? It’s the
ability to identify, achieve and maintain
an appropriate cyber-defensible position
in their organization. More than simply
a set of cyber controls and governance
frameworks, a cyber-defensible position
is about ensuring that Risk Committees,
Boards and executives are taking
a holistic view and the appropriate
measures to manage an organization’s
cyber risk.

Boards and executives have taken
notice. In part, this is because they
have started to look more carefully
at their security maturity. Difficult
questions are being asked and many are
uncomfortable with the answers they
are hearing. Executives are also keenly
aware that their jobs may be on the line.
Regulators, shareholders and customers
are starting to hold executives directly
accountable for their cyber security
stance and heads have often rolled
following particularly bad or public hacks.

In the coming months, Canada’s
cyber security laws will come into
line with those of our largest trading
partners. And, as they do, we expect
to see Canada’s Boards and executives
come under increasing pressure
to demonstrate they have a cyberdefensible position.

Of course, much depends on the
context under which the organization
operates. Those that deal with (or
transmit, store or manage) financial or
health information will need to take a
position that puts a particular focus on
the security of personal data. Those
in nationally ‘sensitive’ sectors and
those that rely heavily on Intellectual

In the coming months, Canada’s
cyber security laws will come
into line with those of our largest
trading partners.
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Property (IP) for their revenues will also
need to demonstrate tighter cyberdefensible positions.
The size and geographical dispersion
of the organization also matters.
Organizations with thousands of
employees – all of whom have access
to core systems and data – could
potentially face more internal breaches
and may be more vulnerable to phishing
attacks than those with smaller
workforces or limited access to systems.
Banks and retailers (where almost every
employee is tied into the system) will be
more at risk than companies in some
other industries.
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A cyber-defensible
position is about
ensuring that Risk
Committees, Boards
and executives are
taking a holistic view
and the appropriate
measures to manage an
organization’s cyber risk.

Taking a position you can
stand behind
With so much dependent on context,
many organizations struggle to identify
their ideal cyber-defensible position.
The problem is that – when it comes
to creating your own cyber-defensible
position – there is no one-size-fits-all
model or template.
That’s okay. What really matters isn’t
whether you can tick a prescribed set of
boxes on a check-sheet; it’s whether the
Board and the organization’s executives
can defend their investments, controls
and decisions related to cyber. At the
end of the day, Boards and executives
need to be able to prove that they did
everything possible to either manage or
mitigate the risk.
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If completed correctly, the mere act of identifying and maintaining
your cyber-defensible position will reduce the likelihood of a breach
in the first place; prevention is always better than a cure. However,
should the worst happen, being able to demonstrate that you have
identified and achieved (or, at least, are working towards) your
cyber-defensible position can also lend some positive sentiment to
your brand. In fact, we have seen a number of organizations suffer
breaches only to be commended for the way they had managed
and responded to the incident.
What has been clear from experience to date is that organizations
that respond quickly and effectively to breaches retain customer
loyalty while those that try to cover up, delay or minimize
the situation tend to lose trust with customer, regulators and
shareholders. What’s more, evidence suggest that organizations
that respond correctly are much less likely to have another followup breach soon after the first.

The first steps
What should Boards and executive teams be doing to define their
own cyber-defensible position? In our experience, the journey
starts with understanding the context in which your organization
operates. As noted earlier, the range of potential threats largely
depends on the specifics of the organization and leaders will need
to properly assess the unique threats and risks at play.
The second step is to identify the ‘crown jewels’ of the
organization – the most important data, the most critical systems,
or the most valuable IP – and understand who has access to those
jewels. Particular attention should be placed on service providers,
IT vendors and temporary staff who may have all the access of a
full-time employee but none of the loyalty or controls.
The final step is to conduct a thorough assessment of your current
security stance to provide the Board with real insight into the
organization’s current cyber security position. Only then will the
Board be able to define their optimal cyber-defensible position.
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Hands on and hands off
When we work with organizations to achieve a cyber-defensible
position, we always recommend both a ‘hands off’ and a ‘hands
on’ approach. Most executives are fairly familiar with the hands
off approach which generally involves assessing their controls
against some set of external ‘good security practices’. Many have
been doing these types of assessments for years as a way to
understand their cyber risk exposure.
Where organizations have not gone far enough, however, is in
the ‘hands on’ testing. Most (if not all) organizations already
conduct so-called penetration (or ‘pen’) testing – letting loose a
group of trusted hackers on a new system or tool to try to uncover
vulnerabilities. The problem is that traditional pen testing can only
catch a fraction of the risks.
Let’s be clear: pen testing is a critical step when standing up a new
system or IT asset. But it is often conducted in a vacuum and is
generally limited to online or network vulnerabilities. That means
it cannot uncover risks that are more systemic in nature. Nor can
it assess the risks associated with physical breaches, internal
mistakes or phishing attacks.

At the end of the day, Boards
and executives need to be
able to prove that they did
everything possible to either
manage or mitigate the risk.
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Activating the Red Team
At KPMG, we are frequently asked by clients to conduct ‘Red
Teaming’ exercises to help Boards and executives improve
their hands-on cyber security assessments. Red Teaming is
common in other markets – the Bank of England, is driving
forward a type of cyber Red Teaming for core financial
institutions – and provides decision makers with a more
realistic understanding of their vulnerabilities and weaknesses.
The results of our Red Teaming exercises have been surprising
for many executives and their Boards. Our physical attacks –
everything from passive activities such as dropping a USB stick
in a company parking lot and tracking who picks it up through
to more aggressive missions that test whether our team can
physically penetrate client server rooms or IT assets – tend
to demonstrate that many organizations in Canada are not
thinking holistically enough when it comes to security.
Our phishing exercises also tend to uncover risks and
vulnerabilities that were either unknown or underestimated by
the Board, suggesting that Canadian organizations may need
to conduct more rigorous or more advanced cyber security
training across their organization. Executives will also want to
assess the risk of disgruntled employees purposefully walking
off (or taking hostage) valuable company information.

The problem is that
traditional penetration
testing can only catch
a fraction of the risks.
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Find your cyber-defensible position
The bottom line is that now, more than ever, Boards and
company executives need to be able to defend their cyber
security position to regulators, to the public and to their
shareholders. And to do that, they need to fully understand
the context they are operating in, the assets they are trying to
protect and their ability to protect them.
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Some Canadian organizations are ahead of the game: they’re
clear about where they want to be and how to get there;
they’re well on their way to achieving their cyber-defensible
position. Given the rising risk, the growing scrutiny and the
potential personal implications, Board members and executives
in other organizations may want to follow suit and prioritize the
development of their own cyber-defensible position.

Security control attestation programs and frameworks will be
part of the solution, but those that truly want to understand the
risks they face will need to take a more aggressive and handson approach to assessing their cyber risks.
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Reaping the
data dividend
Risk and opportunity in an era of analytics

The Data Debate has ended; today’s organizations are
now looking for the Data Dividend. Executives and their
Boards know that data offers tremendous opportunity
and, at the same time, exposes more risks. But few
Canadian organizations have been able to derive
meaningful insight from the vast amounts of enterprise
data at their disposal. With global competitors shifting
their focus from the activities of ‘data production’ to
‘data consumption’, we believe it is time for executive
teams and their Boards to reassess their Data
and Analytics (D&A) capabilities and redefine their
competitive position.

Shreeshant Dabir
Partner and National Leader, Data & Analytics,
KPMG in Canada
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From volume to value
For years now, most Canadian organizations
have focused on the “D” of D&A. Everyone
wanted to talk about digitizing their data,
integrating external data and building massive
data warehouses or data lakes. Common
wisdom and traditional macroeconomics
suggested that the more data a company
had, the more value they could tap into.
Over the past two years, however,
organizations are increasingly realizing that it’s
not about how much data you have but rather
how well you understand the data to be able
to use it. The reality is that data is everywhere,
growing at a massive pace and increasingly
accessible. With data streaming in from both
inside and outside of the organization, most
executives have turned their focus on data
from volume to value.

An increasingly mature environment
Another major shift over the past two years has
been the emergence of a more sophisticated
type of forward-looking analytics. As the
Gartner Group describes in their Analytics
Maturity Model, the shift from Descriptive
Analytics (understanding what happened in the
past) and Diagnostic Analytics (understanding
why things happened in the past) to Predictive
Analytics (predicting what is likely to happen in
the future) and Prescriptive Analytics (knowing
what actions should be taken in the future) will
allow organizations to make better decisions,
better manage their risks and achieve
competitive advantages.
Consider, for example, how this shift will
influence the banking industry as organizations
move from investigating fraud to predicting

Based on the Gartner Analytics Maturity Model

Enablement

Capability

Analysis

Sales, inventory,
regulatory
reporting

Descriptive
analytics

Forensic accounting,
investigations, etc.

Diagnostic analytics

Casual analysis

– Why did it happen?

– Relationships
analysis

Sales and inventory
forecasting, fraud
prediction, etc.

Predictive
analytics

Predictive analytics

Recommendations
for next best
action, fraud
prevention etc.

Prescriptive
analytics

Prescriptive
analytics

– What actions
should be taken?

– Machine learning
– Deep learning
– NLP

– What happened?
– How much when?

– What is likely to
happen?

BI
– Slice & Dice
– Sort filter group

– Statistical modeling
– Machine learning

Source: KPMG in Canada

With data streaming in from
both inside and outside of the
organization, most executives
have turned their focus on data
from volume to value.
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and preventing fraud. Or how the sales process will evolve as
banks start to tailor individual offerings to customers based
on accurate predictions of their unique requirements. Or,
more disruptively perhaps, how FinTech upstarts are using
D&A to predict an individuals’ creditworthiness on the back
of data insights based on not just customer profiles and
credit scores, but also their loan application behaviours,
social networks and other
digital breadcrumbs that people
increasingly leave behind.

Big opportunities bring
big risks

Board members want to
know that they can trust
the data and reports that
are being generated.

Boards, too, are starting to
reassess their view of Data and
Analytics. From a risk management
perspective, Board members want
to know that they can trust the data and reports that are being
generated. And they want to know that the executive team
is investing in the right skills, capabilities and infrastructure to
achieve competitive advantages in their markets. As it stands,
only 34 percent of Canadian CEOs have a high level of trust in
the effectiveness of their Data and Analytics5, indicating that they
may not yet have what is needed to generate the most value out
of their organization’s data.

5

Boards also recognize that companies are increasingly being
held to account for their data and data controls. Recent judicial
proceedings, regulatory actions and, increasingly, the court
of public opinion have made it clear that there is no longer
‘plausible deniability’ in the digital world: if a digital record of an
illicit transaction exists in the organization’s ecosystem, society
now expects organizations to have the right controls to detect
it. Record fines for Anti-Money
Laundering violations, sanctions
violations and transaction
fraud are being handed out
to organizations that do not
sufficiently monitor the data
flowing through their organization.

Know who you want to be

When we work with Canadian
organizations and Board members to assess and improve their
Data and Analytics capabilities, we often start by helping the
organization to fully assess the unique range of opportunities
and risks they face in their market.
For some, the availability of massive amounts of data
combined with sophisticated analytics techniques is already
unlocking entirely new business opportunities or leading to
new products and services. Others are uncovering value

The race is on: 2016 Canadian CEO Outlook, KPMG in Canada, 2016
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in their data by improving their processes or operations,
cutting costs and creating new competitive advantages. New
opportunities to create value from data are emerging every day.
Yet with great opportunity also comes great risk. Indeed, for
those unable to move quickly, boldly or decisively enough,
the new data environment may actually erode value rather
than create it. In part, this is because D&A is breaking down
traditional barriers to entry across many sectors. The launch and
success of Simple Bank in the US (which was founded by three
frustrated banking customers in Brooklyn, New York)6 shows
that even industries once considered virtually impenetrable by
upstarts are starting to come under pressure.
Risk is also created by the data – and the underlying analytics
processes – that organizations are using. Questions about the
validity, freshness and applicability of data are starting to arise
as executives, Boards and customers start to ask whether
they can trust the controls and information that underpins their
decision-making.

6
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Cloud reduces D&A complexity
and cost
The large cloud providers are able to
provide one compute hour of server
time, software licensing, redundancy,
storage power, network and systems
administration for less than it costs for
one kilowatt hour of electricity from
a power utility in Canada. Cloud first
firms can spin up analytics in hours
versus a month for a firm with an
in-house data center. Rapid insight
is the new economic arbitrage.

Rapid insight is
the new economic
arbitrage.

The Banks and the Anti-Bank, The New Yorker, February 26 2014
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Taking a holistic view
Once organizations understand what they hope to achieve – and what risks they
hope to mitigate – through their D&A investments, we often conduct a thorough
assessment of the organization across the four main pillars of D&A maturity: people,
process, technology and data. Executives and their Boards will need to achieve a clear
understanding of their organization’s capabilities and capacity across all four pillars to
truly assess their competitive position and potential risks.

1 People

3 Technology

This is about understanding and evaluating the skills,
capabilities and capacity of your people. Making the most of
the data revolution requires new and non-traditional skill sets –
people who are able to combine statistics, math, algorithms
and programming with a deep understanding of the business –
and people with this unique combination of skill sets are
scarce, not only in Canada but also around the world. This
scarcity means that analytics is often a ‘team sport’ comprising
of data engineers, programmers, mathematicians and
business consultants. Executives must recognize that a critical
human mass is required to start and sustain an Analytics
Center of Excellence.

The difference between average D&A capabilities and
excellent D&A capabilities is largely based on the agility of the
technology platform. Yet technology is often the most difficult
pillar to change; people can be trained and processes can be
pivoted but changing technology is often a highly disruptive and
an expensive proposition. However, new ‘cloud first’ firms such
as Netflix, Uber, AirBnB and Simple Bank are unencumbered
by legacy technology issues. They compete on data, not on
physical assets and, as such, executives and Boards will
need to rethink their current technology, risk and governance
strategies to ensure they are able to take advantage of new
technologies, including cloud where technology is the utility
and data is the power.

2 Process
Having the right processes and robust controls is critical to
deriving meaningful insight from data. Decision makers must
be able to trust the insights being generated – particularly as
organizations shift from descriptive analytics to predictive
analytics – and not only have a high degree of confidence
that the math and the algorithms that underpin their decision
making are appropriate and effective, but also confidence that
the organization’s data is well understood. We believe that
‘Trusted Analytics’ is possible, but it will require organizations
to have better governance of their data and better analysis
techniques, augmented by robust peer and expert reviews of
the initial hypothesis, analytical approach and empirical proof.

4 Data
With organizations becoming increasingly focused on the
value of their data rather than the volume of it, executives
and their Boards want to achieve a clearer understanding of
data definitions, its the lineage, freshness and validity of their
organization’s data. Determining the veracity of internal data is
certainly challenging. More difficult still is understanding the
quality of data generated by customers, suppliers and markets
which are often external to an organization and cannot be
verified to a high standard. Boards are beginning to address this
data veracity challenge, in part by creating a new executive role
known as the Chief Data Officer.

© 2016 KPMG LLP, a Canadian limited liability partnership and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

Reaping the data dividend

Make a plan
With a clear understanding of where they are and where they
want to go, the challenge then moves to creating a realistic,
practical and achievable plan that can move the organization from
the current state towards the target operating model. Again, this
requires decision makers to have a firm understanding of their
organization’s willingness and capacity for change and the skills,
resources and tools available to enable this transformation.
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We believe that organizations able to take a robust approach
to assessing their capabilities – focused on achieving a holistic
and realistic view of where they are and where they want to
go – will quickly find opportunities to reap the data dividend.

Getting from Point A to Point B may also require organizations
to tap into unique skill sets and capabilities not often found in
most Canadian organizations. Some will be able to grow these
capabilities internally through talent development; more often
than not, specialist business advisors and resources will be
required to bridge the gap while internal talent is recruited
and developed.
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Value from risk
Getting more from your Enterprise Risk Management program

In a business environment where risks are evolving and opportunities are
emerging faster than ever before, organizations and their Boards have
become increasingly reliant on their Enterprise Risk Management (ERM)
programs. But while ERM programs have been proven to reduce the impact
and disruption of risk on enterprises, many organizations are struggling to
clearly articulate the value of their ERM investments. Exposing the value
of ERM may require organizations to refocus their efforts, update their
approach and breathe new life into their ERM programs.

Doron Telem
Partner and National Leader, Risk Consulting,
KPMG in Canada

James Barr
Partner, Internal Audit, Risk & Compliance,
KPMG in Canada
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A critical business tool
Enterprise Risk Management (ERM)
programs are not a new concept. Many
organizations – particularly those in
highly regulated industry sectors such
as financial services or utilities – have
been running formal ERM programs
for years.
Generally speaking, ERM programs are
formal frameworks that enable decision
makers to identify key risks, assess
their likelihood and potential impact,
create a response plan and then monitor
progress. At larger organizations, ERM
programs have started to move towards
automation with key data points and

indicators being tracked automatically
(and, increasingly, in real-time on
dashboards). ERM processes generate
regular reports on key risk indicators and
allow executives and Boards to monitor
enterprise-level risks.
While ERM programs may not be
new, they are starting to capture wider
attention in the Canadian business
environment. At larger organizations,
Boards and executives are starting to ask
how they could be obtaining more value
from their existing ERM programs while,
at the same time, executives are looking
for ways to turn their risk register into a
source of new opportunities.

& technolog
y
Data
Risk
assessment &
measurement

Risk
governance

Small and mid-sized organizations are
also starting to improve their ERM
programs, recognizing that – in today’s
globalized and rapidly-changing business
environment – smaller businesses are
just as susceptible to badly managed
risks. As such, we have seen a growing
number of small and mid-sized
organizations working hard to create and/
or evolve customized ERM programs.

Articulating the value
With increased focus being placed on
ERM programs, many organizations are
now trying to measure the value that
their programs deliver. But measuring the
‘upside’ of good risk management can be
notoriously difficult. What is the monetary
value of heading off a reputational crisis?
How do you quantify the savings that
were achieved by avoiding a cyber breach?
What is the value that is generated by
uncovering a new demand signal before
your competitors?

Risk
strategy &
appetite
Risk
reporting &
insights

Risk
management
& monitoring

R is k c u l t u r e
Source: KPMG in Canada
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Value from risk

With increased focus being
placed on ERM programs,
many organizations are now
trying to measure the value
that their programs deliver.
Most organizations struggle to find the right metrics to
demonstrate measurable value. Traditionally, those that have
tried have tended to focus on measuring the risk of ‘not doing
anything’ and, using projections (and some conjecture),
calculating the opportunity cost. But the reality is that – while
this is certainly an imperfect measure – there are no real tried
and true methodologies for calculating the ‘upside’ of risk
management.

Making more of their investment
In the absence of absolute ROI data to support their ERM
investment decisions, organizations have instead turned
their focus towards making better use of the investments
they already have. Our conversations with Board members
and executives suggest that few organizations think they are
making the most of their ERM programs; most are now looking
for ways to leverage their risk register data in order to create
new business opportunities and competitive advantages.
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Part of the problem is that many
organizations have become somewhat
complacent about their ERM programs.
Indeed, having launched and populated
their initial ERM programs and risk
registers, most organizations promptly
handed the program off to be overseen
by someone in internal audit or risk
management. The problem is that –
while the process for generating reports
is a critical component of a good ERM
program – it can also quickly become its
Achilles heel when done wrong.
In fact, the resulting risk reports – which
‘thump’ onto the Boardroom table
every quarter – may actually offer a false

Improved gap
detection and
mitigation

Reduced
operating risk

Reduced risk
assessment
effort

to a three-dimensional one that
provides decision makers with a
more comprehensive sense of the
potential threat. Adding risk velocity as
assessment criteria in an ERM program
can help organizations prioritize the
mitigation and response strategies for
their key risks.

Generally defined as the speed at
which a risk reveals itself, the addition
of risk velocity measurements allows
organizations to move from a twodimensional axis (comprising of the
likelihood of an occurrence and the
probable impact of said occurrence)

Operationalizing risk
management

Strong risk
management

Optimized
business
processes

Automated
security and
controls
monitoring and
provisioning
Improved
reporting

Breathing new life into an existing ERM
program is not just about ensuring that
risks and risk indicators are updated and
accurate. It’s also about making sure
that the information provided by the
ERM program is properly operationalized
and integrated into the overall business
decision making process.

Reduced
compliance
effort

Reduced risk of
penalties, fines
due to
noncompliance

Intangible benefits

sense of security. Many organizations
are reporting on risks that no longer
require Board-level monitoring. Just
as often, organizations are measuring
risk indicators that are no longer fit-forpurpose. And few organizations have
updated their frameworks to include
concepts related to risk velocity, with a
focus on identifying emerging risks.

Driving a culture of
good risk management
involves articulating an
organization’s risk appetite.

Rationalized
IT systems
and support

Tangible benefits

Source: KPMG in Canada
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Value from risk

Indeed, sometimes the most impactful
value a company can achieve with a wellstructured ERM program is a change in
culture. Our experience suggests that –
all too often – Boards and executive
teams view their ERM program
reports as little more than a catalogue
of risks that must be reviewed and
refreshed annually. A risk-management
culture would have ERM integrated
into strategic decisions and ongoing
business operations, and it would further
be leveraged to drive more collaboration
between business units, internal audit,
compliance, legal and others. And with
43 percent of Canadian CEOs planning
to hire talent in order to execute on their
top growth strategies7, the time is ripe
to implement an effective organizationwide risk culture and engage these
employees right from the start.
In today’s rapidly evolving digital era,
operationalizing risk management also
requires a more real time approach.
The use of data and analytics, flash
reporting and – importantly – insights,
are increasingly seen as critical
components of success.

Focusing on the big risks
Ask any Canadian business leader or
Board member and they’ll probably tell you
that they monitor hundreds of potential
risks every day. But are they confident that
they are monitoring and managing the
right risks with the right frequency?

7

28

Inherent risk
Risk
appetite/
tolerance

Informed
decision making

Strategic
objectives
and initiatives

KRI mgmt.
and
monitoring

Residual risk

Risk
response

Required controls

Source: KPMG in Canada

Driving a culture of good risk
management involves articulating an
organization’s risk appetite. The concept
is deceptively simple: how much risk is
an organization willing to take in order to
attain its desired outcomes? In practice,
however, answering this question
can be difficult. Nevertheless, many
organizations are finding that clearly
understood and articulated risk appetite
statements, thresholds and limits helps
unlock value by better aligning decision
making with risk. This will require

agreement between both the Board
and the management team and should
lead to the development of overall risk
appetite statements.
However,– while such risk appetite
statements are useful – they are not
meant to replace the rigor of measuring
risks based on impact and probability.
Risk appetite statements facilitate
communication between functions,
make the concepts of risk easier to
relate to and support the development of
a healthy risk culture.

The race is on: 2016 Canadian CEO Outlook, KPMG in Canada, 2016
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Risk? How
Significant?

Which
initiatives
should we
undertake?

How
vulnerable
are we?

How fast will
the changes
impact us?

Should we
respond?

Opportunity?
Is the
window of
opportunity
limited in
duration?

How
well-positioned
are we?

Source: KPMG in Canada

How significant are the signals
of change to us?

Signals of Change

How vulnerable are we to the risk?

Risk Universe

How vulnerable are we to
performance decline?

Internal Processes

What is the potential impact on
the value chain?

Value Chain

Source: KPMG in Canada

The key to leveraging ERM programs to uncover new
opportunities lies in finding and monitoring the right ‘signals
of change’ (in other words, the indicators of external or
internal changes that may have, or are having, an impact on
an organization’s levers of profit/value) and then taking the
right steps to turn these insights into actionable initiatives
that respond to that particular change (or combination
of disruptive changes). Knowing what indicators to track
and what response to take (from de-risking the downside
through to launching a new initiative to take advantage of the
new opportunity) is key to creating competitive advantage
through ERM programs.

Tracking signals of new opportunity

Take another look at your ERM program

More recently, some organizations have started to explore
how they might better leverage their existing ERM program
investments to identify and develop new opportunities
rather than focusing solely on monitoring and managing
known risks.

While the optimal time to review and focus an ERM program
is often right before an organization undergoes a strategy
formation or business planning process, we believe that
the current market environment requires Boards and
management teams to take another look at their ERM
program, no matter where they are in their planning process.

ERM programs are uniquely positioned to support this
task: ERM reports are reviewed more frequently by the
Board than strategic plans or budget plans; they already
contain the data and controls required to drive confidence
in the results; and they follow well-defined processes and
approaches that resonate with the business.

The reality is that ERM programs are most valuable in times
of disruptive change or when organizations are faced with an
urgent need to do something ‘different’ in the marketplace
to preserve or add value. And that is no time to be dusting off
and reinvigorating your ERM program.
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Value from risk

The key to leveraging ERM
programs to uncover new
opportunities lies in finding
and monitoring the right
‘signals of change’.
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Contact us
For more information, contact our Risk Consulting
professionals or your local KPMG adviser.
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