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In an age when personal information is a key asset and a business driver, getting a privacy 
strategy right can give your company a competitive edge. Personal information should be  
seen as one of your firm’s most valuable assets.

Companies are now processing and holding an increasing volume of personal information about their clients and consumers 
as well as employees and suppliers. The globalisation of systems, processes and supply chains adds to the complexity of 
ensuring the safety and security of personal information. With the volume of information changing hands, it is no wonder  
that regulators are taking a closer look at how personal information is gathered, managed and disposed. 

Bermuda has appointed a Privacy Commissioner and the Personal Information Protection Act (PIPA) will come into 
force shortly. The country will be joining good company in the quest of demanding that organisations put in place proper 
safeguards to protect personal information. The introduction of PIPA was influenced by the new rulebook from the EU, the 
General Data Protection Regulation (GDPR), which came into force in May 2018 and marks a fundamental shift towards the  
view that privacy must be at the forefront of organisations’ minds when they deal with personal data.

PIPA was drafted with the intent to enable Bermuda to join the international ‘network of trust’ 
currently existing between countries with similar levels of informational privacy protection—                                                        

a concept the EU refers to as ‘adequacy’.

To protect personal information with 
“appropriate safeguards” against risks, such 
as loss or unauthorised access to personal 
information, or unauthorised destruction, 
use, modification or disclosure of personal 
information or other misuses.

THE KEY REQUIREMENTS OF PIPA
To ensure that personal information is used 
fairly and lawfully; in accordance with the rights 
of individuals; for limited specified purposes; 
is adequate, relevant and not excessive; is 
accurate and kept up-to-date and is not kept 
for longer than is necessary for that purpose or 
those purposes.

To notify the Commissioner “without undue 
delay” in the case of a security breach leading 
to the accidental loss or unlawful destruction 
or unauthorised disclosure of or access 
to personal information which is likely to 
adversely affect individual.

To formally assess the level of protection provided 
by third parties for personal information, that it 
remains responsible for, to “reasonably believe”  
that the level of protection provided by the third 
party is equivalent to that stated under the Act  
prior to any potential transfer.

PIPA introduces significant penalties for non-compliance with fines of up to $250,000 per breach for a corporate entity and  
up to $25,000 per breach for an individual and/or imprisonment for up to two years. This stricter approach to privacy moves  
it towards the top of an organisation’s risk radar.
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ABOUT THE GDPR
Although the GDPR is perhaps the most comprehensive 
attempt to define a coherent regulatory framework for 
privacy, governments around the globe are sharpening 
their focus on the issue and introducing legislation to offer 
greater protection to consumers - and harsher penalties for 
violations. The EU permits third party countries to apply for 
an adequacy finding, which allows the free flow of personal 
data from the EU without the EU data exporter having 
to implement any additional safeguards or being subject 
to further conditions. As a result of securing adequacy, 
transfers to the country in question will be assimilated to 
intra-EU transmissions of data, thereby providing 

privileged access to the EU single market, while opening 
up commercial channels for EU operators. The GDPR could 
lead to organisations being hit with fines of up to 4 percent 
of global worldwide revenue for non-compliance. The 
European Privacy regulators have made it very clear that 
they intend to use their new powers. 

At present, Andora, Argentina, Canada, Faroe Islands, 
Guernsey, Japan, Jersey, Isle of Man, Israel, New Zealand, 
Switzerland, United States of America (Limited to Privacy 
Shield framework), and Uruguay, have been identified as 
having met the standard and are able to transfer personal 
information with the EU member states.

WHAT EXACTLY IS PERSONAL INFORMATION?
Personal information means any information relating to an identified or identifiable natural person. All levels of personal 
information is subject to data classification. Data classification standards look at assessing data sensitivity, measured  
by the adverse business impact a breach on that data would have on the organisation. 

HOW  TO MANAGE PERSONAL INFORMATION?
Getting privacy right is about managing risks. Taking the right steps in the collection, use, retention, disclosure, and 
disposal of personal information is critical. Managing personal information means organisations are defining, documenting, 
communicating and assigning accountability for their privacy policies and procedures. 

KPMG’S DATA PRIVACY QUICK SCAN
The Data Privacy Quick Scan will provide insight in the 
privacy maturity of your organisation and compliance with 
privacy regulations. An in-depth report is the basis for your 
organisation’s roadmap on privacy. It is designed to kick off 
your journey to privacy management. Together with your 
organisation, we assess your initial privacy maturity, based 
on the ten privacy managment principles. 

We will dive into the way your organisation processes 
personal data, how data subjects (e.g. customers or 
employees) are informed, and how secure your IT systems 
that store personal data are. Additionally, we take a look 
at the applicable rules and regulations for the countries 
in which your organisation operates and how they impact 
the way you do business. We look at the current rules and 
regulations which are already imposed, but also how you 
can prepare for upcoming changes.
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TEN PRIVACY MANAGEMENT PRINCIPLES
1. Management: define, document, communicate and 

assign accountability for privacy policies and procedures.

2. Notice: provide notice about Privacy policies and 
procedures and identify the purposes for which personal 
information is collected, used, retained, and disclosed. 

3. Choice and consent: describe the choices available to 
the individual and obtain implicit/explicit consent with 
respect to the collection, use, and disclosure of  
personal information. 

4. Collection: collect personal information only for the 
purposes identified in the notice.

5. Use, retention and disposal: limit the use of personal 
information to the purposes identified in the notice and 
for which the individual has provided implicit or explicit 
consent and retain personal information for only as long 
as necessary to fulfil the stated purposes or as required 
by law or regulations, and thereafter appropriately 
dispose of such information. 

6. Access: provide individuals with access to their personal 
information for review and update. 

7. Disclosure to third parties: disclose personal information 
to third parties only for the purposes identified in the 
notice and with the implicit or explicit consent of the 
individual.

8. Security for privacy: protect personal information against 
unauthorised access (both physical and logical).

9. Quality: maintain accurate, complete, and relevant 
personal information for the purposes identified in  
the notice. 

10. Monitoring and enforcement: monitor compliance with 
Privacy policies and procedures and have procedures  
to address Privacy related complaints and disputes. 

A comprehensive, scalable controls framework provides a strong foundation for protecting personal information.  
This controls framework should feature a combination of preventative, detective and corrective controls that are  
designed to protect both the individual and the organisation.

What you will gain
The Data Privacy Quick Scan presents an initial indication of 
the overall privacy preparedness of your organisation. Based 
on the ten principles, we show you the gaps between your 
current state and your desired state of affairs. Next to that, 
the Data Privacy Quick Scan shows how well you are  

prepared for relevant privacy rules and regulations, such as 
PIPA and the GDPR which may impact you. The KPMG Data 
Privacy Quick Scan can be performed in about ten days, 
and provides you with a solid basis upon which to build your 
strategic roadmap.

Analysis

 We use a maturity 
assessment model 
to analyse the data 

collected in the 
previous steps.

How the service will be provided
The Data Privacy Quick Scan is an interactive process consisting of the following steps:

Kick-off
In our kick-off we 
verify your most 

important data assets 
and we identify the 

stakeholders.

Interviews

 In interviews with 
the stakeholders and 
the team, we get an 

initial understanding of 
how your organisation 
collects and processes 

data, and what the 
desired state of privacy 

preparedness is.

Documentation 
Study

 Via documentation 
review we will analyse 
how privacy has been 
formally embedded in 

the organisation.

Evaluate 
Preliminary 

Results

 The preliminary results 
will be presented 
and we facilitate a 
discussion on the 

findings.

Report

 We will review a draft 
report with you before 
finalising and issuing. 
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HOW KPMG CAN HELP
We have deep experience supporting organisations in addressing their privacy 
challenges. In addition to the Data Privacy Quick Scan the areas we frequently 
help our clients, in a structured and flexible approach, are:

• Assessment: providing an independent assessment of privacy risk  
and how to reduce it;

• Design: designing privacy compliance programmes;

• Implementation: implementing robust privacy processes, policies  
and controls;

• Strategy: developing pragmatic privacy strategies and gaining  
buy-in from senior management;

• Operations: providing ongoing support to help with privacy  
framework operations; and

• Monitoring: helping maintain and monitor performance privacy regimes.

Every business process using personal information should be seen as an 
opportunity to gather and refine data that drives a better understanding of 
your customers, the organisation’s performance and the broader marketplace. 
Managing this data requires a careful strategy in-line with a business’s risk 
appetite and future business goals and objectives.
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