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Cyber security is now a common topic of  

boardroom debate. In the KPMG 2021 CEO 

Outlook Pulse Survey, cyber risk was 

ranked as the number one organizational  

threat by global CEOs, with data security  

taking a priority over all other technology

investments.

“

”

https://home.kpmg/uk/en/home/insights/2020/09/uk-ceo-outlook.html


KPMG Global Annual CEO Report 

2016 2017 2018 2019 2020 2021

1. Cyber security 1. Operational risk

2. Emerging

technology

3. Reputational/brand

4. Strategic

1. Territorialism 1. Operational risk

2. Emerging
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3. Reputational/brand

4. Strategic

1. Territorialism

2. Cyber security

1. Cyber security

2. Regulatory risk

3. Emerging  
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4. Strategic

5. Geopolitical

2. Cyber security 2. Regulatory risk

3. Tax risk

4. Supply chain risk

5. Environmental

change

3. Emerging

technology

4. Environmental  

change

5. Operational risk

3. Emerging  

technology

4. Environmental  

change

5. Operational risk

5. Cyber security 5. Cyber security

Legislative focus is placing pressure on Boards
Privacy Mandatory 
Breach Notification 

2

Critical Infrastructure 
NIS 

3

EU Cyber Security
Act

1

Cyber is a top business risk
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The Cyber Threat Landscape
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The growing threat landscape

*2021 Ransomware Statistics, Data, & Trends, PurpleSec, 2021 

**
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Cyber threats and risks for consumers and organizations
Business threats and risks Consumer threats and risks

320 billion
emails sent per day

DDoS Attacks  

expected to reach

1.4 million
by 2022

28%
of cyberattacks are due

to insider threats

50% more
smartphones which account

for the largest threat vector

447 million
million consumer

records stolen in 2018

60 million
affected by identity theft

in 2018 (up from 15M in 2017)

90%
of all hacks are  

done by phishing

By 2022 100x more data
is stored online than in 2019

Cloud  
security

Personal health

information is

50x more valuable
than credit card info on dark web
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Explosive growth

$6
trillion

$10.5

More profitable than the drug trade

2021 2025

Cybercrime is the3rd  

largest world economy

$11.5 billion

Damage costs of ransomware

2019

2021

$21 billion
Projected final damage costs

Ransom attacks on business  

or consumers

2019 2021

Every 14

seconds

Every 5

seconds

People on the Internet¹

2018 2023

3.5 billion 5.3 billion
32% of planet’s population 66% of planet’spopulation
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Cyber the golden thread
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The security triad
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The CIA Triad simplifies information  

security into three core principles —

confidentiality, integrity and  

availability — and is so foundational  

that any time there is a breach, leak  

or attack that it's a guarantee at least  

one of these principles has been

“

violated. ”
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The security (CIA) triad
Cyber security is about identifying and protecting  

your most important information and information  

assets in the face of a constantly evolving threat  

landscape and an increasingly challenging  

regulatory environment.

The security triad (Confidentiality, Integrity and  

Availability) is a model to help people think  

about various parts of IT security.

Integrity: Maintaining  

consistency, accuracy  

and trustworthiness of  

data over its lifecycle  

(record keeping)

Availability: Ensuring  

information is  

consistently and readily  

accessible (only for  

authorized parties).

Confidentiality: Preventing  

sensitive information from  

unauthorized access attempt

CONFIDENTIALITY

Information  
security
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Why is this important?

The back-to-the-basics approach via the age-old security (CIA) triad  

can help bring clarity to a rapidly evolving ecosystem and provide a  

foundation upon which all security measures can be built in a stable,  

secure way.

There are always risks with the rapid adoption of any technology, and  

any approach should always be centered on people, process and  

then technology.
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Breach of CIA and its impacts

Integrity
Confidentiality

Confidentiality/ Availability
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Current state of play
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Global cyber attacks in 2021

South Africa: South Africa portsparalyzed  

by cyber attack struggle torecover.

India: India's nationalairline  

reports a cyber attack. Singapore: Singaporean telco leaked  

personal data of over 57,000customers.

US: Hackers Breached Colonial 

Pipeline Using CompromisedPassword

Brazil: Brazilian National Treasury hit  

with ransomware attack.

Ireland: HSE cyber-attack: Irish health  

service still recovering months afterhack.
France: Hackers breached software  

firm at the French Ministry ofJustice.

Australia: Channel Nine cyber attack  

disrupts live broadcasts in Australia.

Japan: Various Japanese government  

entities had data stolen in cyber attack.

A 2021 attack leveraging previously unknown vulnerabilities in the Microsoft Exchange Servers exploits tens of thousands of victims globally.

Click on each highlighted country to access the news article.

https://www.bloomberg.com/news/articles/2021-06-04/hackers-breached-colonial-pipeline-using-compromised-password
https://www.bloomberg.com/news/articles/2021-06-04/hackers-breached-colonial-pipeline-using-compromised-password
https://www.bloomberg.com/news/articles/2021-06-04/hackers-breached-colonial-pipeline-using-compromised-password
https://fortune.com/2021/08/04/microsoft-exchange-cyber-attack-diplomats-china/
https://fortune.com/2021/08/04/microsoft-exchange-cyber-attack-diplomats-china/


417

World’s biggest data breaches & hacks
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Types of Cyber Attacks
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Crime landscape overview
Commodity attacks are usually perpetrated by  

attackers who either do not have the skills to  

perform more advanced attacks or who prefer to  

perform many, easy attacks and benefit from a  

low success rate rather than spend a lot of time  

to customize a small number of more profitable  

attacks against specific targets.

A targeted attack is any malicious incident  

aimed at a specific individual, company, system  

or software. It may extract information, disturb  

operations, infect machines or destroy a specific  

data type.

A targeted attack uses a type of crimeware or  

malware program designed to attack the target.  

First, perpetrators typically analyze the target,  

the underlying security mechanisms and  

potential post-attack ramifications.

According to a Forbes article, “Cyberwarfare will  

explode in 2020 (because it’s cheap and  

effective)”. Cyberwarfare is a new business  

model, it is cheaper, easier, faster and thought  

to be the most effective warfare seen to date.

Cyber attacks have become more advanced.  

2020 saw the first noted instance of a bad actor  

using AI to mimic a voice (known as deepfake)  

in a scam. It convinced a CEO to part with  

US$243,000.

Commodity crime Tailored attacks Highly targeted attacks
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Seven phases of a cyber attack

Reconnaissance
Research, identify

and select targets.

1 2

Weaponization
Pair remote access malware with

exploit into a deliverable payload

(i.e. creating Phishing emails).

3

Delivery  
Transmission of  

weapon (i.e.Phishing  

email) to target.

4

Exploitation
Once delivered, theweapon’s  

code is triggered, exploiting  

vulnerable applications or  

systems.

5

Installation
The weapon installs a  

backdoor on a target’ssystem  

allowing persistent access.

6

Command and control  
Outside server communicates  

with the weapons providing  

“hands on keyboard access”  

inside the target’s network.

7

Action on objective
The attacker works toachieve  

the objective of the intrusion.
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Commodity attacks

These are attackers who search for  

opportunity using a wide range of often  

well-known exploits to infect as many  

computers as possible. Vulnerabilities  

found in outdated software are often the  

route in, and phishing emails are often the  

method. 

On the whole, the goal is to make as 

much money as possible meaning the  

opportunistic attackers often don’t make  

attempts to hide their actions from 

security  monitoring systems, which 

means more  time and effort for the 

attacker.

Attack

path

Initial  

attack

Deployment  

of attack

Connect to  

systems

Evade detection and  

security response

Action on  

objectives

Attacker  

technique

• Phishingemail

• InfectedUSB  

drop

• Deploy malware

• Establish  

commandand  

control

• Discoversystems

• Connect to  

systems

• Exploitsystems

• Evade logging

• Evadedetection

• Evaderesponse

• Run  

ransomware

• Compromise  

victimsystems

Key  

security  

controls

Vulnerability  

patching

Vulnerability  

scanning

Control removeable

media and external

connections

Email and web  

content filtering

Application  

whitelisting

Intrusion detection  

system

Operatingsystem  

hardening

Network threat  

detection and  

protection

Privilegedaccess  

management

Network  

segmentationand  

firewalls

Password security

Incidentdetection  

and response

Anti-virus detection

Security and event  

logging

Configuration  

management

System backups

Data loss prevention

Business continuity  

plan and disaster  

recovery testing

Post incidentreviews

Ransomware attack

Security training and awareness
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Whether you’ve been subject to any type of  

cyber attack, the outcome essentially is  

similar, loss of data, loss of reputation, loss  

of time, loss of trust.

The illustration on the right is a great  

representation of some of the differences  

between commodity and tailored cyber  

attacks on a business or person.

Commodity vs. Tailored/Highly-targeted attacks
Commodity Tailored/Highly targeted

Organization
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Who is behind  cyber
attacks?
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State sponsored
Cyberattacks cost very little when compared  

to traditional military operations. In addition,  

they are generally easier to carry out. With  

the cover of plausible deniability, they  

typically have far less consequences to the  

attacker. These are all reasons why state-

sponsored cyberattacks are a thing.

State-sponsored cyberattacks don’t  

necessarily involve monetary goals at all.  

Being funded by states, such attackers can  

have far greater capabilities when compared  

to rogue hackers.

.

What are state-sponsored cyberattacks?

Espionage  
Discoveringcorporate  

secrets, technologies,  

secret political  

information, etc.

Attacking critical  

infrastructure and companies  
Discovering corporate secrets,  

technologies, secret political  

information, etc.

Spreading disinformation  
This can damage thedefender  

and greatly diminish their  

defensivecapabilities.

Testing the capabilities and  

readiness of adversaries  
Sometimes the only goal is to testthe  

capabilities of the attacker or to see  

how well the adversary is prepared.
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Organized crime

With more than 80% of all cyber attacks  

driven by organized crime rings, the  

need for threat intelligence has never  

been greater.

The Internet is a major enabler for  

Organized Criminal Group activity. Like  

state-sponsored crime, it is relatively  

low-cost and low-risk to operate versus  

traditional crime.

Business model of an organized crime

group Team leader
A successful criminal  

group needs a team leader  

to keep everyone incheck.

</>

Coders
Also known as  

malware developers,  

will write and update  

new code for  

malware, or plagiarize  

or modify publicly  

availablemalware.

Network administrator  
Not every group will havea  

network administrator or

bot herder, but when present,  

they are responsible for  

hijacking hundreds of online  

servers and devices which,  

when linked together,are

referred to as a ‘botnet’.

Intrusion specialist
Will step in with their own toolkit  

to ensure the malware presence  

is enduring and that they can  

exploit the network, oftenworking  

to gain administrator privileges to  

gain access to the most valuable  

applications and databases.

Data miner
Can identify and extract thedata  

of value so that it is ‘clean’,  

categorizing it and presenting it  

in a way that can be used to  

make money, or sold on a  

criminal forum to other criminals  

to exploit.

Money specialist
Can identify the best way to make money from each type of dataset.
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The insider
An insider threat is a security risk that  

originates within the organization. The  

insider does not have to be a current  

employee; they could be a consultant,  

former employee, business partner, or even  

board member. Essentially the insider must  

have knowledge about the inner workings of  

the target organization.

Types of insider threats

Turncloaks / Malicious

An insider who is maliciously stealing data. It is usually  

someone who has legitimate credentials but is abusingtheir  

access for profit.

• A famous turncloak is Gregory Chung, an engineer at

Boeing, who used his security clearance at Boeing to

smuggle trade secrets to China for a small fortune.

Pawns / Negligent

A pawn is a normal employee who makes a mistake which is  

usually exploited or otherwise leads to data loss or  

compromised.

• An example of this could be leaving your laptop open while  

stepping away for just a moment at a café; mistakenly  

emailing sensitive information to the wrong individual.

Compromised

• Threat actors who have stole a legitimate employee’s credentials pose as authorized users to  

steal sensitivedata.

• Employees often don’t know that they have beencompromised.

https://www.nbcnews.com/id/wbna35300466
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Hacktivists
The word “hacktivism” was first coined in  

1996 by "Omega", a member of the hacker  

collective Cult of the Dead Cow.

Hacktivists are groups who unite to carry out  

cyber attacks in support of political causes  

and ideologies, typically targeting  

government agencies, multinational  

corporations or any entity perceived as ‘bad’  

or ‘wrong’ by the hacktivists definition of the  

terms.

Motivations behind hacktivist movements

Politically motivated  

Hacktivism seeks to  

promote or upheave a  

political agenda,  

sometimes to the extent of  

anarchy.

Socially motivated  

Hacktivism sets out to  

shed light on social  

injustices, spanning from  

government censorship to  

human rights.

Religiously motivated  

Hacktivism acts in the  

name of a religious  

ideology, whether that’s to  

discredit or encourage the  

belief.
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Ransomware
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What is Ransomware?

Ransomware:/’rans(Ə)mwƐ:/

A type of malicious software  

designed to block access to  

a computer system until a  

sum of money is paid.

41% of reported  

attacks had  
ransomware  
accounts4

51%of companies  

said they had a  
ransomware incident in  
the last year5

100%
increase in the
average ransom  
demand from 2019
to Q1 20206

47% further  

increase in the
first 6 months of  
20207
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What is Ransomware?
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How attacks have changed as a result of COVID-19
Pre-COVID:

Individuals targeted with a  

very broad attack path

Attacker

Attackers  

execute the  

ransomware  

attack

Vulnerable

systems are  

encrypted,  

denying access  

to the victims

The attackers  

demand a  

ransom  

payment

The business  

has to pay  

thousands in  

ransom to  

restore systems

Attackers  

establish their  

presence within  

the systems

They escalate  

their privileges  

internally and  

establish  

command and  

control

Attackers  

target key

systems to have  

greatest impact,  

and execute the  

ransomware  

attack and  

ransom demand

The business  

has to pay  

hundreds of  

thousands to  

restore their

systems

Two years ago, it was common for cyber criminals to encrypt  

files, locking out businesses until they paid the ransom.

They were broad campaigns, with no specific target, playing  

the numbers to return revenue.

Now, hackers often smuggle data out as well as encrypting  

it. They hold the data for ransom and, if no payment is  made, 

data is leaked — forcing victims to disclose a data  breach to 

regulators. This admission could result in a fine  (up to 4 % of 

global turnover).

Working from  

home creates  

3.5X greater  

risk14

Post-COVID:

Organizations targeted  

more specifically

Pre-COVID

compromise

Post-COVID  

compromise

In May 2017, a WannaCry  

affected 80 English National  

Health Service trusts. Some  

commentators suggest that  

WannaCry only made the  

criminals US$50K but cost the  

NHS US$128M to fix.

In July 2020, Garmin was hit  

by a ransomware attack,  

reported to be the work of Evil  

Corp, which demanded

US$10M to restore systems.
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Ransomware as a Service (RaaS)
Ransomware as a Service (RaaS) is a business  

model used by ransomware developers, in  

which they lease ransomware variants. RaaS  

gives everyone, even those without technical  

knowledge, the ability to launch ransomware  

attacks just by signing up for a service.

Four common RaaS revenue models

1

Monthly subscription for a  

flat rate (similar to your  

Netflix subscription).

2

Affiliate programs, which are the  

same as a monthly fee model  

but with a percent of the profits  

going to the RaaS operator.

3

One-time license fee  

with no profit sharing.

RaaS business model

10-30%

70% 70%

The RaaS market has become very competitive. Many RaaS operators run marketing campaigns,  

have websites, training videos, white papers and are very active on social media. The total  

Ransomware revenues in 2020 were around $20 billion.

Example of RaaS: REvil, also known as Sodinokibi, was identified as the ransomware behind one  

of the largest ransom demands on record: $10 million. It is sold by criminal group PINCHY  

SPIDER, which sells RaaS under the affiliate model and typically takes 40% of the profits.

4

Pure profit sharing.



A case that could be yours!

The Mammoth case
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A Friday evening…

Document Classification: KPMG Confidential

A typical client story…
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Introducing the Ransomware 

Document Classification: KPMG Confidential

How they pulled it off…

The hackers
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Plan of attack

Recon Weaponize Deliver Exploit Install Control Execute

Left of Hack     T - 1 Right of Hack     T + 1T0

Select targets, research, and 
determine attack methods

Transmission of the weapon: 
physical, e-mail, web or social 

engineering

Install remote access trojan (or 
dropper, malware, binaries)

Complete actions on and achieve 
the objectives of the campaign

Create the weapon through exploit 
development & payload bundling

Exploit vulnerabilities & trigger 
intruder’s code

Establish command & control for 
remote communication & 

administration
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Mammoth grapples with the issue

What 
happened?

How did it 
happen?

What are the 
consequences?

Where can we 
get help?

Why don’t we have a procedure for this?
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Incident investigation

Document Classification: KPMG Confidential

80

239

IT environment

Unsupported systems Supported systems

5 compromised 

domain controllers

2 compromised file 

servers

3 compromised Citrix 

virtual systems 

Execution of 

malicious scripts and 

connection to known 

malicious IP address

Leaked usernames 

and passwords

Multiple 

compromised 

administrator 

accounts

©2022 Copyright owned by one or more of the KPMG International entities. KPMG International entities provide no services to clients. All rights reserved.
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Compromised assets

Document Classification: KPMG Confidential

InformationIdentity

• Leaked credentials (usernames and 

passwords).

• Multiple compromised administrator 

accounts.

• Unauthorized connections with 

compromised accounts to systems 

throughout the whole IT environment.

Infrastructure

• Several systems (5 domain controllers, 2 

file servers, 3 Citrix virtual systems) show 

evidence of compromise.

• Execution of malicious scripts and external 

connections are made to known malicious 

IP address.

• Unsupported and potentially unpatched 

systems, with known vulnerabilities, 

provide several opportunities lateral 

movement.

• Compromised files resulted in the detection 

and notification of the incident.

• Several files previewed within O365 

environment.

• Insufficient logging to validate data 

exfiltration.

Compromised Compromised Potentially Compromised

©2022 Copyright owned by one or more of the KPMG International entities. KPMG International entities provide no services to clients. All rights reserved.
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Get well plan

Document Classification: KPMG Confidential

1

2

3

4

Deploy SIEM platform and Azure ATP

Update Palo Alto firewall rules (network segmentation)

Patching of CITRIX systems

Embed Navision systems in shielded environment

Infrastructure

1. Setup dark forest and restore a system in order to monitor the 

behavior of the system

2. Patching of all client and server systems

3. Rebuild Domain controllers

4. Strategic decision green/brown field recovery

Identity

1. List and investigate all administrative accounts

2. Enable multifactor authentication

3. Validate conditional access (warning mode only)

4. Enable Windows Hello for Business and Credential Guard for all 

systems

5 Crawl identity stores for dormant and orphan accounts

6 Prepare internal and external communication plan

©2022 Copyright owned by one or more of the KPMG International entities. KPMG International entities provide no services to clients. All rights reserved.
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Incident still active – remain vigilant

Document Classification: KPMG Confidential
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Long term

Document Classification: KPMG Confidential

Detailed feasibility and scoping work to develop Cyber Resilient strategy

Meet with key stakeholders

Scan total server park 

Define on premise, cloud and hybrid scenarios

Outsourcing vs insourcing

What are the top 

threats you have in your 

market?

What are your critical 

assets?

What do you foresee to 

be your major 

innovations / 

challenges?

Develop strategy based on the inputs and get back to you for approval

©2022 Copyright owned by one or more of the KPMG International entities. KPMG International entities provide no services to clients. All rights reserved.
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Cyber security toolkit for Boards
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Board responsibilities

Understand:
Risk landscape   .

Response plans   .

Critical systems   .

Regulatory obligations   .

Audit results   .

1

2

3

4

5

Guide and agree to:
Security strategy   .

Cyber risk management   .

Risk appetite   .

Accountable   .

Partnerships   .  

Take board-level action to:
Raise cyber awareness  .

Challenge management  .

Ensure sufficient time at board  .

Enable management  .

Enable continuous enhancement  .

Understand
Key cybersecurity issues 

and risks.

01

03

02
Guide
Supports 

management by 

guidance and 

oversight.

Act
Take action aligned to 

responsibilities.

1

2

3

4

5

1

2

3

4

5
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Five key questions to asks

• As an organization and as board members, how would we know when an incident occurred?

• As an organization, what measures do we take to minimize the damage an attacker could do 

inside our network?

• As an organization, do we have a incident management plan for cyber incidents and how do 

we ensure it is effective?

• Does our incident management plan meet the particular challenges of ransomware attacks?

• How is data backed up, and are we confident that backups would remain unaffected by a 

ransomware infection?
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Decision Framework (Playbook Ransomware)

CommunicationRansom decision Cyber insuranceRegulatorMitigating actions External assistance

Scale
of ransomware. How many files/records have been  
encrypted?

Type
of data encrypted. What type of data has been  
encrypted?

Knowledge
of the ransomware. Is the ransom in the public  
domain?

Market Sensitivity
of the data encrypted. Could unavailability of the  
information impact the market and trading?

DECISION: Whether we  
communicate with the media or  
not. Engage Crisis 
Communications  Team and 
agree plan. Refer to the Cyber 
Media Toolkit for:
WHAT-Messages & statements
WHO - Spokesperson(s)
TARGET - Groups(s)
WHEN - Timing

DECISION: Whether we  
should and can pay the  
ransom and take 
appropriate  action to 
support this  decision.

DECISION: Whether we  
communicate with the 
media or  not. Engage Crisis 
Communications  Team and 
agree plan. Refer to the 
Cyber Media Toolkit for:
WHAT-Messages & 
statements
WHO - Spokesperson(s)
TARGET - Groups(s)
WHEN - Timing

Consider implementing  
mitigating actions to 
prevent  further impact (e.g. 
ransomware  spreading). 
Secure / limit access  to 
certain systems or parts of 
the  network .

DECISION: Whether to 
report  incident to the
regulator.
Engage legal team for 
guidance  on regulatory 
reporting  requirements.

DECISION: Whether to 
contact  insurer and make 
a claim. 

Consider external 
partners for  cyber and 
business  investigation 
and remediation  
purposes.

DECISION: whether to 
inform  law 
enforcement and the  
authorities.
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Cyber Defense Model

Can we isolate the affected  

network areas? Have we done

that  before? What would be the

impact  in that case?

Are human lives in

danger?

Is it possible to operate 

manually? If  so, do we have 

the proper and  trained team to

do it? Can we get  back from 

manual operation?

Should we involve law  

enforcement?

Should we make this public?  

When? What are we going to

tell  the press?
Should we involve the 

regulator?

Are public services (light,  

electricity, water, etc.) affected?

If  so, what is the impact? Are 

there  contingency plans?

And probably above all —

should we pay the

ransom?

KRIs/KPIs Dashboards Analytics Business intelligence

Metrics and Reporting

Policiesand  

standards
Audit and controls

Ownershipand  

accountability

Regulationand  

compliance

Risk management  

and exceptions

Trainingand  

awareness

Governance and Oversight

Vision definition Strategic roadmap
Portfolio planning  

and prioritization

Market intelligence and  

leading practice

Strategy and plan

Identify Protect Detect

Threat intelligence/  

hunting
Endpoint protection Rights management

Patch and update  

management
Logging and monitoring

Asset & configuration  

management
Perimeter protection Data encryption DLP

Advanced Persistent  

Threat (APT)

IDS/IPS

Vulnerability scanning Application security Data backup
Identity and access  

management UEBA

Incident Management Monitoring Enforcement Logging and analytics Alerting and reporting

Respond and Recover
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Key takeaways to address the growing threat
Responding successfully starts at the top

The C-suite should be responsible for ensuring operational continuityand  

should appoint a cyber security team to manage the necessary tools for  

success. 

Key decisions before an event are not technical

Critical decisions cannot be made exclusively by cyber securityand  

technology teams. Some are strategic and may requiregovernment  

coordination.

Smart preparation demands training

Preparation is key. Failure to formulate a plan risks serious consequences  

when an attack strikes. 

Everyone has a role to play in a crisis

Often, the recovery process relies on highly skilled individuals with  

extensive knowledge of the network and industrial processes. 

Responding to large-scale ransomware attacks requires everyone in the  

organization to fully understand their role in a crisis. To help prepare and  

raise awareness of the implications of an effective response, it’s highly  

encouraged for organizations to engage in testing and rehearsalexercises

Bring a ‘table-top’ exercise to the boardroom

A well-defined ‘table-top’ exercise should help C-level leaders  

understand the importance of effective decision-making during a  

cyberattack.

Do not improvise

When the moment arises, have a well-designed and rehearsed plan with  

the right specialists to support with contention, forensics and recovery.  

Consider having a trained team either in-house or secured through a  

specialized firm on demandcontract.

Cover for damage

Cyber insurance is becoming more widespread and even required in  

some settings. Although insurance may not cover for all potential  

damage (e.g. it doesn’t cover all physical events, and it’s unlikely that it  

will pay the ransom), it’s a good method to reduce the economic impact  

of an incident.

Securing a hyperconnected world (assets.kpmg)

https://assets.kpmg/content/dam/kpmg/xx/pdf/2021/09/securing-a-hyperconnected-world-report.pdf
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Cyber Security Thought Leadership in Q1

Securing a hyperconnected world (assets.kpmg)

Securing the hyperconnected world – link

Insights and guidance 

on preparing and 

responding strategically 

to the formidable cyber 

security challenges.

Five steps organizations 

should take to increase 

awareness and build an 

integrated, holistic 

approach to employee 

communication around 

cyber security

Human firewalling - link

Cyber security considerations - link

KPMG’s annual Cyber security 

considerations report identifies 

eight considerations that 

leaders should prioritize to 

help mitigate and minimize the 

impact of cyber-attacks while 

protecting customers, data and 

sustainability in a digital world.

IT/OT convergence - link

Information technology (IT) and operational 

technology (OT) environments have traditionally 

assumed distinct roles in industrial organizations.

This paper considers the challenges and 

opportunities and presents a way toward better 

convergence of people, systems and strategies 

between these two functions of an organization in 

the ENR sector.

Steps security leaders can take now to 

prevent cyber breaches.

This report can help you design and 

implement a VMP that increases the 

likelihood that your organization can 

stave off cyberattacks and positions you 

to mitigate any damage should attackers 

breach your defences.

Building a vulnerability management program - link

We see a world still challenged by COVID-19, 

necessitating new business models, new channels and a 

shift (perhaps for the long term) to remote and hybrid 

working. But one thing seems enduring: the ruthless 

exploitation of our digital society by organized 

cybercrime.

On the cyber horizon - link

Speed and endurance required to keep up with multiplying 

cyber security risks

Sealing security supply chain gaps - link

https://assets.kpmg/content/dam/kpmg/xx/pdf/2021/09/securing-a-hyperconnected-world-report.pdf
https://assets.kpmg/content/dam/kpmg/xx/pdf/2021/09/securing-a-hyperconnected-world-report.pdf
https://home.kpmg/xx/en/home/insights/2021/10/human-firewalling.html
https://home.kpmg/xx/en/home/insights/2021/11/cyber-security-considerations-2022.html
https://home.kpmg/sa/en/home/insights/2021/11/it-ot-convergence.html
https://advisory.kpmg.us/articles/2021/building-vulnerability-mgmt-program.html
https://home.kpmg/xx/en/blogs/home/posts/2021/12/on-the-cyber-horizon.html?cid=linkd_soc_xx-acx_adv-cyber&utm_medium=soc&utm_source=linkd&utm_content=xx-acx&utm_campaign=adv-cyber
https://home.kpmg/xx/en/blogs/home/posts/2021/11/sealing-security-supply-chain-gaps.html
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