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Introduction 
 
As a leading professional services firm, KPMG Australia is committed to meeting the requirements of 
all our stakeholders – not only the organisations we audit and advise, but also employees, 
Governments, regulators and the wider community. We strive to contribute to debate that seeks to 
develop a strong and prosperous economy and welcome the opportunity to provide a submission to 
this inquiry.  

As a leader in delivering Artificial Intelligence (AI) services, as recognised by Forrester Research1, 
KPMG is very pleased to be able to draw upon our multi-disciplinary expertise to provide our views 
and recommendations on the Australian Government’s discussion paper, An AI Action Plan for All 
Australians.  It is our overwhelming view that trustworthy artificial intelligence systems will have a 
transformational impact on industry and society2. We are therefore very supportive of the Australian 
government’s efforts to develop an AI Action Plan to maximise the benefits of AI for all Australians.  

As highlighted in the report AI and Australia: charting a path to sustainable competitive advantage3, 
KPMG is firmly of the view that Australia has the potential to demonstrate leadership and global best 
practice in AI, but this will require a progressive national AI strategy and plan that brings together 
stakeholders from government, business, research, education and society. An effective AI Action Plan 
will be pivotal to Australia’s ability to capture the $315 billion economic opportunity outlined in 
CSIRO’s Digital Innovation report4.  

 

 

It is our overwhelming view that trustworthy artificial intelligence systems will have a 
transformational impact on industry and society. 

 

 
KPMG’s submission provides feedback and recommendations to the specific questions proposed in 
the Discussion Paper. Our input draws upon a multi-disciplinary team of subject matter experts who 
have been at the forefront of the delivery of AI systems, as well as thought leadership on critical 
elements of AI adoption such as Trust in AI and AI capability development.  

Regards, 

 

Jon Stone 
Partner, AI and Cognitive 

Dr Sanjay Mazumdar 
Chief Data Officer/Partner 
 

Dr Ali Akbari 
AI Capability Lead 

 
1 https://home.kpmg/xx/en/home/about/who-we-are/awards-and-recognition/industry-analyst-accolades.html 
2 https://home.kpmg/au/en/home/insights/2020/11/trustworthy-ai.html 
3 https://home.kpmg/au/en/home/insights/2019/02/artificial-intelligence-australia-sustainable-competitive-advantage.html 
4 https://www.csiro.au/en/News/News-releases/2018/Australias-315bn-opportunity 
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1. An AI Action Plan for All Australians 
 

What is the role for government to support the uptake and use of AI technologies in Australia? 

 

Federal and state governments will have a critical and broad role in supporting the adoption of AI 
technologies in Australia, including, but not limited to: 

— deploying policies, regulations and oversight mechanisms to ensure the legal and ethical use of 
AI5; 

— facilitating the education and training of Australians from C-level executives to the general public; 

— supporting the development of an AI accreditation framework that covers skills and technologies 
(particularly given Australia is a net importer of AI systems); 

— providing funding to help accelerate the growth of the AI sector including research grants, 
commercialisation funding or tax incentives;  

— ensuring government data is made available (with appropriate controls) to facilitate the training of 
AI algorithms; and 

— using AI systems themselves to drive greater efficiency and effectiveness in the delivery of 
government services.  
 

Recommendations on these topics are provided in subsequent sections of this paper.  

 
What can be done to reduce barriers to AI adoption in Australia? 

 

One of the most significant barriers to AI adoption is the shortage of skilled AI practitioners. This is 
particularly critical to ensure that the right AI technique is applied to the right problem to ensure the 
effective application of AI. Addressing this shortfall will involve a combination of actions related to 
training and migration.  

Education of business leaders is also a critical factor influencing AI adoption. Ensuring that board 
directors and C-level executives understand the potential opportunities and risks associated with AI 
technologies is essential to the adoption of these technologies within their businesses.  

As highlighted in the joint KPMG and University of Queensland research paper Trust in Artificial 
Intelligence: Australian Insights 20206,  the lack of public trust and understanding of AI is a significant 
barrier to its adoption. Without public confidence that AI is being developed and used in an ethical and 
trustworthy manner, it will not be trusted, and its full potential will not be realised. To address this 
concern, governments will need to ensure regulations and laws are sufficient to ensure AI use is safe. 

 
5 https://home.kpmg/au/en/home/insights/2020/03/human-rights-and-technology-2020-and-beyond-kpmg-submission.html  
6 https://home.kpmg/au/en/home/insights/2020/10/artificial-intelligence-trust-ai.html  

https://home.kpmg/au/en/home/insights/2020/03/human-rights-and-technology-2020-and-beyond-kpmg-submission.html
https://home.kpmg/au/en/home/insights/2020/10/artificial-intelligence-trust-ai.html


3 
 

The information contained in this document is of a general nature and is not intended to address the objectives, financial situation or needs of any particular individual or 
entity. It is provided for information purposes only and does not constitute, nor should it be regarded in any manner whatsoever, as advice and is not intended to influence 
a person in making a decision, including, if applicable, in relation to any financial product or an interest in a financial product. Although we endeavour to provide accurate 
and timely information, there can be no guarantee that such information is accurate as of the date it is received or that it will continue to be accurate in the future. No one 
should act on such information without appropriate professional advice after a thorough examination of the particular situation. 

To the extent permissible by law, KPMG and its associated entities shall not be liable for any errors, omissions, defects or misrepresentations in the information or for any 
loss or damage suffered by persons who use or rely on such information (including for reasons of negligence, negligent misstatement or otherwise). 

© 2020 KPMG, an Australian partnership and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (“KPMG 
International”), a Swiss entity. All rights reserved. 

The KPMG name and logo and are registered trademarks or trademarks of KPMG International. 

Liability limited by a scheme approved under Professional Standards Legislation. 

 

 

 

Recommendation 1.1 Ensuring that board directors and C-level executives understand the potential 
opportunities and risks associated with AI to their businesses is essential for ensuring it successful 
adoption. 

Recommendation 1.2 The successful adoption of AI can be assisted by addressing the public’s 
current lack of trust in AI by ensuring regulations and laws are sufficient to ensure AI use is safe. 

 
Do we have the right vision for AI in Australia? 
 
As highlighted earlier, it is our view that AI Action Plan sets a good foundation for the vision for AI in 
Australia. However, as the name suggests the document is focussed on the actions that need to be 
taken in order to realise the full potential of AI. What is missing is a “moonshot” vision statement for 
AI in Australia.  
 

Recommendation 1.3 Develop an inspirational vision statement to capture the aspirations for AI in 
Australia (“moonshot vision”).  

 

2. Business  

How can we identify and unlock the value of uniquely Australian datasets? 
 
While Australian businesses are already embracing the necessity of data to inform action, we are yet 
to see broad and large-scale adoption of AI-enabled technologies across all sectors. Australian 
businesses and governments capture data unique to the Australian context.  Amongst other patterns, 
the data captures cultural norms, behaviours, population and product characteristics that only arise 
because of the diversity reflected across society. At a high-level, identifying relevant datasets begins 
with a robust understanding of the types of opportunities and problems businesses are facing, both 
today and in the future. These opportunities and problem statements will dictate what data is required 
to derive actionable insights and informed decisions. Implementation of the Consumer Data Right is 
an example where government recognised the opportunity to drive better outcomes for consumers 
and worked backwards to understand the data required to support such outcomes.  

 

Recommendation 2.1 Ensure that uniquely Australian datasets are reliable, accessible and have 
sufficient volume to support the use of AI.  

 
Unlocking the value of these uniquely Australian datasets can be approached with consideration of 
the following factors:  
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(1) Quality  

Insights built on a dataset are only as reliable as the quality of the data they are built on.  For a 
business to trust data-driven insights, the quality of the underlying data must be of a sufficiently high 
level to provide accurate, representative results.   

(2) Accessibility 

There is a difference between available data, and accessible data. Enabling businesses and 
governments to take advantage of the world of available data requires a focus on ensuring that 
workflows to access data are simple, integrated and automated. Without increasing data accessibility, 
we risk stifling innovation by limiting access to a select few. 

(3) Volume 

Sufficient volume is necessary to reliably determine patterns in the captured data sources.  If a 
business can more reliably detect patterns, they can be more confident in their decision making based 
on these insights. 
 
How can we lower the barriers to entry for businesses and government developing, piloting or 
assessing the value of AI while ensuring appropriate consumer safeguards?  

 

Recommendation 2.2 Actively support and encourage the shift to cloud platforms and technology.  

The initial investment to get started with AI includes infrastructure, data management and AI 
implementation and design.  The cost of this technical set up can be significant.  Cloud platforms 
allow businesses and government to experiment with AI without purchasing their own servers.  They 
make it easy to scale up and scale down resources.  This flexibility reduces the cost by bringing down 
the initial investment as well as enabling easy management of resources and their associated costs in 
the long term.  Where cost to adopt and scale AI can be reduced, the risk of failure is also lowered. 
 

Recommendation 2.3 Close the AI knowledge gap between the business leaders and technical 
experts. 

Business understanding of AI solutions is crucial to ensure appropriate consumer safeguards. Many 
businesses and governments are excited about the adoption of AI.  However, many of these same 
organisations lack a clear understanding of what AI is, how it can add business value and what is 
required to implement an AI solution.  If the organisation has established a team to implement AI 
solutions, we often see a communication gap between the technical experts responsible for the AI 
implementation and the rest of the business.  This leads to solutions that are not fit for purpose and a 
general loss of trust in AI.  The value of a dedicated data and AI translator is often overlooked in this 
scenario.  The role of a data and AI translator is to bridge the gap between the technical team and the 
business.  The lower risk of a communication gap leads to a higher success rate in the adoption and 
implementation of AI.  The translator role is especially important to ensure appropriate governance 
and controls are established. To make sure safeguards are in place, organisations need to define 
robust guardrails to mitigate the risks of AI and maximise the effectiveness. Furthermore, to enable 
greater value to be derived from AI, these safeguards must be embedded into the organisations 
culture and ways of working. For further details on AI literacy and capability development please refer 
to the People section.   
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How can government help ensure the AI research, including international collaboration, is 
undertaken safely, ethically and responsibly? 
 

While most Australians believe the benefits of AI are either greater than or equal to the risks, the 
majority also view the societal impacts of AI as uncertain and unpredictable. Furthermore, most 
Australians believe the challenges associated with AI such as fake online content, surveillance, data 
privacy, cyber security, bias, technological unemployment and autonomous vehicles, are likely to 
impact a large number of Australians. The Australian public are near unanimous in their expectation 
that the government and the companies deploying AI carefully manage these challenges, and that 
existing regulators should take the lead in regulating and governing AI systems7.  

 

Recommendation 2.4 Develop appropriate regulation of AI that is fit-for-purpose to manage the risks 
and uncertainties associated with AI research and development. 

Specifically related to AI research and international collaboration, we believe there are a number of 
key steps required to ensure this is undertaken safely, ethically and responsibly. These include: 

(1) Regulation to ensure data privacy of the consumer / customer / Australian public whose 
information is collected, stored and used to develop AI solutions. 

(2) Guidelines on the appropriate use of AI as well as standards on identifying and measuring 
unintended consequences of AI implementations such as bias and discrimination.  This could include 
areas where all organisations are required to monitor unintended bias and discrimination, for example 
based on gender or ethnicity, as well as areas specific to an organisation. 

(3) Transparency and accountability in the development and use of AI technologies in a manner that is 
consistent with user expectations, organisational values and societal laws and norms.   
 

 

3. Research 
 

As highlighted in the discussion paper, Australia does have world leading research capability in AI. 
However, the scale of investment in AI in Australia will never be on par with countries such as China 
and the US, nor with the investment being made by “big tech” companies such as Google, Amazon 
and Microsoft. Therefore, it is imperative that Australian research and development (R&D) is 
coordinated, focussed and targeted to specific societal and industrial needs to ensure maximum 
return on investment (ROI). Moreover, to maximise the ROI, it is recommended that funding is 
focussed on a smaller number of specialised centres of excellence (COEs) rather than being 
distributed broadly and it is explicitly linked to the translation and commercialisation of the research. 
The latter is particularly important for Australia. There have been some recent examples of successful 
AI start-up companies that have spun out of R&D organisations such as Hivery from Data61, Fivecast 
from the Data to Decisions Cooperative Research Centre (CRC) and Lorica Health from the Capital 
Markets CRC. All three start-ups have been successful because they came from R&D organisations 
that deliberately focussed on the translation and commercialisation of their research. Having this 
focus as a core outcome of the research is critical for Australia. In this respect, continued funding for 

 
7 Trust in Artificial Intelligence – Australian Insights 20202, KPMG Australia. 
https://assets.kpmg/content/dam/kpmg/au/pdf/2020/public-trust-in-ai.pdf    
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CRCs and other initiatives that foster collaboration between Australia research organisations and the 
private sector are to be encouraged. Programs like the R&D Tax Incentive provide valuable support 
but have various exclusions and limitations that may limit both the type of AI R&D that qualifies and 
the types of organisations which can access it. For these reasons, it is important that government 
support for AI R&D is not limited to a single program or source of funding. 
  

What are the problems Australia is facing where the development and application of AI could 
provide long-term solutions and how could these be prioritised? 

AI is a foundational capability that can help transform every sector of the nation. However, it is vitally 
important for Australia that R&D in AI is targeted at those sectors that are a national priority for our 
economic and social development. These include, but are not limited to: 

— Health and Ageing  

— National Security and Emergency Management 

— Agriculture 

— Energy and Natural Resources  

 

Recommendation 3.1 An AI capability plan should be outlined for each national priority sector that 
links the sector needs to the capability gaps that can be addressed through AI research and 
development. 

In order to ensure that AI research is focussed on the needs of these priority sectors, it is important 
to take a “top-down” approach to the development of the R&D strategy. This involves developing an 
industry sector capability roadmap. The roadmap should, among other things, link the sector needs 
(customer needs) to the capability gaps that can be addressed through AI R&D. AI research funding 
should then be aligned to these capability gaps. 

In addition to the sector-focussed capability gaps that may be defined by the above process, it is 
important that a human-centred and multidisciplinary focus to AI research is undertaken. As 
highlighted in the recently released paper Trust in Artificial Intelligence: Australian Insights 20208, 
“without public confidence that AI is being developed and used in an ethical and trustworthy manner, 
it will not be trusted, and its full potential will not be realised.” 
 

Recommendation 3.2 It is recommended that specific research funding programs or specific rounds 
of existing programs are established to focus AI R&D activities on national priority sector capability 
needs. 

This could be achieved by establishing new rounds of existing research grant programs targeted at 
the application of AI to these priority sectors or by funding existing AI research centres to collaborate 
with industries and end-users from the sectors or creating priority sector focused AI CRCs. This has 
previously been done in the CRC-P program9 and more recently in the Medical Research Future Fund 
(MRFF)10. 
 

 
8 https://home.kpmg/au/en/home/insights/2020/10/artificial-intelligence-trust-ai.html 
9 https://www.minister.industry.gov.au/ministers/cash/media-releases/budget-2018-new-opportunities-and-jobs-australian-
industry 
10 https://www.health.gov.au/ministers/the-hon-greg-hunt-mp/media/19-million-for-artificial-intelligence-health-research-projects 
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How can Australia best coordinate its national research effort around areas of national policy?  
 
Australia has many research organisations currently undertaking research in AI. This results in sub-
scale and, in some cases, overlapping research. It also potentially means that Australia is not realising 
the full benefit and impact from the funding that is being directed to AI research. It is therefore 
essential that research in Australia is aligned to a national strategy and is coordinated in a holistic 
manner. This strategy needs to be developed in conjunction with industry, end-users and other 
relevant stakeholders to ensure it represents a holistic picture of the national needs. 
 

Recommendation 3.3: A Commonwealth Government Steering Committee or dedicated organisation 
should be established to coordinate the AI research strategy for the nation. 

If the Steering Committee approach is adopted, this could be modelled on the US government’s 
Select Committee on AI under the National Science and Technology Council11.  If a dedicated 
organisation is preferred, this could be modelled on AI Singapore12 which has been established by the 
Singapore Government’s National Research Foundation.  
 

Recommendation 3.4 AI research funding should be focussed on a smaller number of specialist 
research centres rather than being distributed too broadly.   

Recommendation 3.5 To maximise the ROI from research funding for AI, it is recommended that 
there is an increased requirement on the translation and commercialisation of the research as part of 
the government funding criteria.  

Australia would also benefit from having a smaller number of more sizeable specialist research 
centres in AI, such as the Australian Institute for Machine Learning (AIML) which are funded at a 
more significant scale and focussed on the areas of national priority. These AI COEs should also be 
incentivised to focus on research translation and commercialisation by working closely with end-users 
and industry partners, particularly start-ups and small-to-medium enterprises.   

 

 

Australia needs to “double down” on a handful of AI Centres of Excellence (COEs) rather than 
spreading the limited research funding too broadly. 

 

 
How can we better support industry-researcher engagement? 
 
Industry-research engagement is critical to the research translation and commercialisation required to 

 
11 https://www.whitehouse.gov/ai/ai-american-innovation/ 
12 https://www.aisingapore.org/ 
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deliver societal and economic impact from the research in AI. Some of the recommendations 
described above will help improve this engagement, however leveraging best practices from 
initiatives that have been successful in supporting industry-research engagement is also 
recommended. For example, the initiatives used by successful CRCs and Industry Growth Centres 
(particularly AustCyber) are recommended to be incorporated in any AI industry-researcher 
engagement program. Some of these initiatives include: 
 

— Ensuring funded projects have end-user, industry and research participants 

— Placing PhD students into industry and end-user organisations 

— Organising annual conferences and expos to bring together industry, end-user and research staff; 
and 

— Holding challenges and bootcamps to focus researchers, students and industry staff on sector 
needs. 
 

Recommendation 3.6 The core features relating to industry-research engagement used in 
Cooperative Research Centres and the Industry Growth Centres (particularly AustCyber) are 
recommended to be incorporated in any AI industry-researcher engagement program. 

 

4. People  

Australians need the right capability and skills to successfully implement and fully leverage benefits of 
AI and therefore, “People” is rightfully selected as one of the four main pillars in the proposed plan. 
The speed and scale of changes to the required knowledge and abilities in AI means that addressing 
the skills gap and having the right human capital is one of the main strategic considerations for any 
country. Research on the global AI adoption trends shows the enterprise demand for AI is growing 
fast and the investment on AI talent will increase approximately 50% to 100% in 3 years’ time13.  

Australia has been slowly closing the digital divide gap14, but the impact of AI changes can have a 
negative impact on society - initiatives like the Digital Skills Organisation are great steps towards 
correctly planning for and preventing this. Most Australians don’t believe AI will create more jobs than 
it will eliminate, and they strongly expect support if jobs are automated15. These views further 
emphasise the importance of thorough consideration and planning in order to build the right 
capabilities to ensure AI will be of benefit to Australians. 

What is the best way to ensure Australians have the skills and capabilities they will need for an 
AI enabled future? 
 

The key elements to achieve this include having a good understanding of the current level of AI 
knowledge and expertise in Australia, identifying the core competencies required within the 

 
13 “AI transforming the enterprise”,  https://advisory.kpmg.us/content/dam/advisory/en/pdfs/2019/8-ai-trends-transforming-the-
enterprise.pdf  
14 “Measuring Australia’s Digital Divide: The Australian Digital Inclusion Index 2020”, https://apo.org.au/sites/default/files/resource-
files/2020-10/apo-nid308474.pdf  
15 “Trust in Artificial Intelligence: Australian insights 2020”, https://assets.kpmg/content/dam/kpmg/au/pdf/2020/public-trust-in-ai.pdf  

https://advisory.kpmg.us/content/dam/advisory/en/pdfs/2019/8-ai-trends-transforming-the-enterprise.pdf
https://advisory.kpmg.us/content/dam/advisory/en/pdfs/2019/8-ai-trends-transforming-the-enterprise.pdf
https://apo.org.au/sites/default/files/resource-files/2020-10/apo-nid308474.pdf
https://apo.org.au/sites/default/files/resource-files/2020-10/apo-nid308474.pdf
https://assets.kpmg/content/dam/kpmg/au/pdf/2020/public-trust-in-ai.pdf
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workforce and general public, and addressing both the necessary innovation and controls to deploy AI 
systems. Currently the AI awareness level of Australians is low. The majority of Australians (61%) 
report low subjective knowledge of AI and show a low understanding of when AI is used (53-73%) 
but they want to know more15. Therefore, it is imperative that focus is placed on raising knowledge 
and awareness in this area.  

These insights suggest that it will be challenging to achieve an effective public engagement and 
consultation on AI until Australian’s understanding of these systems will become more mature. 
Initiatives in this space should focus on including and being tailored to Australians’ ethnic and age 
groups. Additionally, an educational curriculum should be developed to assist not only professionals 
operating in the private sector but also public officials, policy makers and regulators in maturing their 
theoretical and experiential knowledge of AI.  
 

Recommendation 4.1 Define and maintain a generic AI capability framework with standard skillsets 

Having a standard and uniform framework for AI skills and competencies will reduce the current 
ambiguity in the market. It will enable industry to better indicate their skills requirement, make 
education planning more efficient and give the AI workforce a common framework to make learning 
and career decisions. To achieve this, it will be essential that a centralised organisation is tasked with 
unifying the different voices in the market and regularly monitoring the framework to keep it relevant 
considering the dynamic nature of AI technologies. This is like the skills monitoring system suggested 
in the Germany’s AI strategy16.  
 

Recommendation 4.2 Collect the right educational and employment data to systematically identify 
more efficient training for the current and future needs of industry 

Planning for the development of AI capabilities would be more effective if it based on data and 
observed facts. It is suggested to combine data available from the Department of Education, Skills 
and Employment on an individual’s learning history with other proxy data that can indicate the skills 
needs of the employment sector based on their career after graduation. This would then help to 
identify the most relevant and impactful training for an evolving job market. This might not directly 
define the skills required for AI adoption, but will be an indicator of what will enable Australians to be 
more successful in an AI enabled future.   

 

Recommendation 4.3 Ensure that capability building in our future workforce is balanced between all 
different expertise levels and roles in the AI landscape 

Recognition of different cohorts who play a role in an AI enabled future, their different capability 
needs, as well as ensuring robust planning to have the right number of experts in each level is 
important to the overall success of unlocking the benefits from AI. We need informed business and 
government leaders to set the right strategies and bring together the required workforce to achieve it. 

 
16 https://ec.europa.eu/knowledge4policy/ai-watch/germany-ai-strategy-report_en  

https://ec.europa.eu/knowledge4policy/ai-watch/germany-ai-strategy-report_en
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Researchers are required to unlock new capabilities and innovation. Engineers and developers as 
necessary to build and deliver the systems. In addition to building AI systems, we need upskilling of 
the existing workforce to become trusted operators of them. This will help to address the 
expectations of Australians around support and training when their jobs are getting automated. Finally, 
and most importantly, is the awareness and overall literacy of the general public or end users of AI to 
address the aforementioned digital inclusion and trust concerns. 

 

Recommendation 4.4 Along with technical aspects, include skills for societal, legal, ethical and 
trustworthy applications of AI in both formal and vocational training 

Currently Australians have low trust in AI and expect organisations to uphold the principles of 
trustworthy AI15. This needs an appreciation of multidisciplinary nature of achieving such trustworthy 
solutions and planning for knowledge and skills beyond technical delivery to be embedded in the 
formal and vocational trainings of AI workforce.  

 

 

 

Australia needs a standard capability framework for different stakeholders in the AI landscape 
to enable assessment of existing capabilities and gaps. 

 

 

What is the best way to ensure Australian businesses have access to the AI workforce they 
need for an AI enabled future?  
 

Recommendation 4.5 Include industry and businesses in the planning, delivery and oversight of AI 
education and research activities 

Businesses are the end users of the workforce expertise and closest to the actual needs of the 
market. Eventually on-the-job training would be a major contributor to the required skills of an AI 
expert. The earlier we can involve the industry leaders in the process of planning and delivering 
education and research, the more efficient and up to date would be the skills being developed by the 
future workforce. 
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Recommendation 4.6 Provide education and lifelong learning for business leaders to establish the 
environment to attract and retain AI talent 

In addition to developing skills and capabilities to build and operate AI, it is equally important to 
educate business and government leaders on this field and its criticality for our future, as they are 
responsible for creating opportunities to attract, utilise and retain AI capabilities. This may require a 
different approach to more conventional solutions to ensure that Australia empowers and fully utilises 
a talented AI workforce. Lifelong learning for the business leaders that will equip them with 
appropriate skills and knowledge will reduce the chance of the top talent seeking better opportunities 
in other countries.  

 

Recommendation 4.7 Adopt immigration policies that simplifies recruiting and retaining foreign AI 
workers by Australian businesses 

To have a more diverse AI talent pool that can grow at the pace required for this sector, Australia 
should consider attracting them from overseas as has been done in other regions like the UK17. This 
will require simplified visa processes to sponsor and acquire suitable talent. In addition, it is 
recommended to have standard processes to assess and recognise overseas credentials against the 
earlier suggested capability framework. 

 

5.    Society  

 
AI is the cornerstone technology of the Fourth Industrial Revolution and is enabling rapid innovation 
with many potential benefits for Australian society (e.g. enhanced healthcare diagnostics, 
transportation optimisation) and business (e.g. enhanced efficiency and competitiveness). The COVID-
19 pandemic has accelerated the uptake of advanced technology, and investment in AI continues to 
grow exponentially18. 

Despite their potential to be a force for good19, AI systems pose considerable challenges to society 
that may undermine public trust and acceptance of these technologies. Our recent study20 shows that 
trust in AI is low in Australia.  

These concerns are fuelled by a variety of factors including:  

— Intended and unintended misuse of data and AI resulting in unfair, discriminatory, manipulative 
and unlawful outcomes.  

 
17 https://ec.europa.eu/knowledge4policy/ai-watch/united-kingdom-ai-strategy-report_en  
18 International Data Corporation. (2019, September 4). Worldwide Spending on Artificial Intelligence Systems Will Be Nearly $98 
Billion in 2023, According to New IDC Spending Guide. Retrieved from www.idc.com 
19 The role of artificial intelligence in achieving the Sustainable Development Goals, Ricardo Vinuesa, Hossein Azizpour, Iolanda 
Leite, Madeline Balaam, Virginia Dignum, Sami Domisch, Anna Felländer, Simone Daniela Langhans, Max Tegmark & Francesco 
Fuso Nerini, 13 January 2020. https://www.nature.com/articles/s41467-019-14108-y 
20 Trust in Artificial Intelligence – Australian Insights 20202, KPMG Australia. 
https://assets.kpmg/content/dam/kpmg/au/pdf/2020/public-trust-in-ai.pdf    

https://ec.europa.eu/knowledge4policy/ai-watch/united-kingdom-ai-strategy-report_en
http://www.idc.com/
https://www.nature.com/articles/s41467-019-14108-y
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— The net importer challenge resulting in organisations sourcing and accessing cutting-edge and 
lower-cost technologies internationally which may result in ethical trade-offs where other 
countries may not have equivalent standards for responsible AI. 

— The coloniality of power observed in systems, institutions, and values influencing the global 
debate on AI regulation, ethics and business practices.  

— Heightened awareness of the risks posed by climate change and the environmental impact of AI.  

— Low public understanding and literacy of these technologies which limits the opportunities to 
meaningfully engage with individuals and communities to co-design AI enabled solutions to 
address societal needs, problems and challenges.   

— Increased sophistication and frequency of cyber-attacks targeting AI systems.21 

 

Is there more the government can do to support responsible and human centred development 
and use of AI in Australia? 
 

The increase in the volume of data produced and analysed during the pandemic, the acceleration in 
the adoption of automation technologies and the need for a globally coordinated approach to respond 
to the current health crisis, have intensified the international debate on governing responsible 
development and use of AI. Our public attitudes study on trust in AI shows that Australians have very 
clear expectations of the principles and related practices they expect organisations to uphold in order 
to support the responsible, ethical and trustworthy design and deployment of AI.  
 
Although the perceived adequacy of current regulations and laws to govern AI is the strongest driver 
of citizen’s acceptance of Artificial Intelligence, current regulations are not deemed to be sufficient to 
make the use of these systems safe for individuals and society. Most Australians (more than 70%) 
would be more willing to use AI systems if assurance mechanisms were in place. 
 
In this context, consideration should be given to developing a regulatory framework and certification 
regime enforceable through an independent body with sufficient funding and power.  
 

Recommendation 5.1 Develop an enforceable regulatory framework and certification regime for the 
responsible and human-centric development, deployment and use of artificial intelligence.  

 

Key considerations when developing a regulatory framework for AI include: 

 
Defining the technological and geographical scope of the regulation. As an example, the 
framework published by the European Parliament in October 2020 which articulates the 
recommendations to inform the future European AI regulations states that the Union’s regulatory 
framework for AI should cover all the components of these systems including those that might be 
located outside the Union or not have a specific location. 

 
21 A recent research conducted by Microsoft shows that organizations still seem to lack the tactical knowledge to secure machine 
learning systems in production.Adversarial Machine Learning - Industry Perspectives, Ram Shankar Siva Kumar, Magnus Nystrom, 
John Lambert, Andrew Marshall, Mario Goertzel, Andi Comissoneruk, Matt Swann and Sharon Xia, Microsoft, 21 May 20202. 
https://arxiv.org/pdf/2002.05646.pdf 

 

https://arxiv.org/pdf/2002.05646.pdf
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Simplifying and harmonising. In this context we recommend the AI regulation to: 

— Be informed / build on previous and current public consultations as well as recommendations and 
guidelines developed by the Australian Government and national/international policy makers.22  

— Address legislative loopholes to avoid over-regulation.  
— Reflect the concepts of proportionality and necessity translating in a balanced, targeted, future-

proof and risk-based approach to governing AI designed to enable innovation and to be 
sustainable for a variety of organisations, including small and medium enterprises. 

— Include or be complemented by a common framework to guide the risk assessment of AI.  
— Include or be complemented by practical guidance on how to navigate the ethical dilemmas 

associated with competing human rights23, or the provision of a benefit to one group over 
another. 

Addressing the net-importer challenge.  The sourcing of cutting-edge and lower-cost technologies 
internationally may result in legal and ethical trade-offs where other countries may not have equivalent 
protections in place for responsible and human-centric AI. Therefore, policy makers should consider 
the introduction of a system to test and govern internationally sourced AI.  
 
Introducing a common certification regime for human-centric and responsible AI. A nationally 
and / or internationally endorsed accreditation system developed by a recognised national and / or 
international standards body will help with building greater transparency and, therefore, trust in AI. In 
this context, the European Parliament24 has recently recommended the adoption of a European 
certificate of ethical compliance25. 
 
Identifying a leading voice in the development and enforcement of AI regulations and 
standards. One of the key challenges for by private and public organisations in the deployment and 
use of responsible AI resides in the multiplicity of guidelines, good practices and toolkits developed by 
the Australian Government as well as national and international policy makers. The development and 
adoption of a simplified and harmonised regulatory framework for AI should be accompanied by the 
identification of a leading regulatory body responsible for developing and enforcing AI legislations.  

 
Research conducted by the University of Oxford and Deep26 mind highlights that some of the current 
AI practices still embed “coloniality of power” resulting in algorithmic oppression, exploitation and 
dispossession as well as ethics dumping (e.g. at bet-testing stage).  

In this context, consideration should be given to:  

 
22 E.g. Australian AI ethics framework, Human Rights Commission consultation on Human Rights and emerging technologies, 
Australian Government’s Critical Technology Supply Chain Principles.  
23 Human rights and technology in 2020 and beyond. KPMG Australia. https://assets.kpmg/content/dam/kpmg/au/pdf/2020/human-
rights-and-technology-2020-and-beyond-kpmg-submission.pdf 
24 Recommendations to the Commission on a framework of ethical aspects of artificial intelligence, robotics and related 
technologies, October 2020. https://www.europarl.europa.eu/doceo/document/A-9-2020-0186_EN.html 
25 The certification proposed by the EU Parliament should be mandatory in the case of high-risk technologies, and a prerequisite for 
eligibility for public procurement procedures on artificial intelligence, robotics and related technologies. 
26 Decolonial AI: Decolonial Theory as Sociotechnical Foresight in Artificial Intelligence,  Shakir Mohamed, Marie-Therese Png, 
William Isaac, 8 July 2020. https://montrealethics.ai/research-summary-decolonial-ai-decolonial-theory-as-sociotechnical-foresight-in-
artificial-intelligence/ 

https://assets.kpmg/content/dam/kpmg/au/pdf/2020/human-rights-and-technology-2020-and-beyond-kpmg-submission.pdf
https://assets.kpmg/content/dam/kpmg/au/pdf/2020/human-rights-and-technology-2020-and-beyond-kpmg-submission.pdf
https://www.europarl.europa.eu/doceo/document/A-9-2020-0186_EN.html
https://montrealethics.ai/research-summary-decolonial-ai-decolonial-theory-as-sociotechnical-foresight-in-artificial-intelligence/
https://montrealethics.ai/research-summary-decolonial-ai-decolonial-theory-as-sociotechnical-foresight-in-artificial-intelligence/
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Recommendation 5.2 Investing in research in colonial AI and developing practical toolkits to assist 
organisations in preventing the deployment of AI that embeds colonial values and practices.  

 
In an era of heightened awareness of the risks posed by climate change, international policy makers 
are broadening the scope of the conversation on responsible innovation to embed considerations on 
sustainability and climate footprint of emerging technologies. For example, the OECD Council 
Recommendations on Artificial Intelligence recommends that AI “benefit people and the planet by 
driving inclusive growth, sustainable development and well-being”. The AI Now Institute 
recommends governments to “mandate public disclosure of the AI industry’s climate impact.”  

In a study conducted by the University of Massachusetts, Amherst, found that the process to train 
several common large AI models can emit more than 626,000 pounds of carbon dioxide equivalent—
nearly five times the lifetime emissions of the average American car, including manufacture of the car 
itself27. As electricity grids across the world decarbonise, the impact will be reduced, but should 
remain front of mind.  
 
In this context consideration should be given to:  

Recommendation 5.3 Promoting, incentivising and funding the development of human-centric AI 
that address environment and climate challenges. 

Recommendation 5.4 Investing in research to assess the positive and negative impacts on the 
environment of Australia’s transition to an AI-ready and AI-enabled society.  

 

What approach should Australian take internationally to steward its values and commitment 
to the responsible and ethical use of AI? How can Australia support its partners and 
neighbours in their efforts to make the most of AI? 
New international policy initiatives focused on the governance of data and AI signal the end of self-
regulation and the rise of new forms of oversight; 2020 and the years to come will be important for 
forging soft and hard regulations designed to govern Artificial Intelligence on a global scale. Despite 
the increasing energy and efforts to accelerate the development of global AI regulations, the timelines 
to introduce internationally accepted and enforceable laws for Artificial Intelligence remain unclear. 
Additionally, the uplift of existing laws and regulations will require time to be fully formalised and 
implemented.  

In order to address these the European Parliament28 has recently recommended the Commission to 
“take the initiative to assess which bilateral and multilateral treaties and agreements should be 
adjusted to ensure a consistent approach and promote the European model of ethical compliance 
globally”. Additionally, UNESCO’s recommendations on ethical AI articulate that: 

— “Member States should encourage international cooperation in AI development and deployment 
to bridge geo-technological lines.”, and 

— “Specific attention must be paid to LMICs, including but not limited to those in Africa, Latin 
America and the Caribbean, and Central Asia, as well as Small Island Developing States, as they 

 
27 https://www.technologyreview.com/2019/06/06/239031/training-a-single-ai-model-can-emit-as-much-carbon-as-five-cars-in-their-
lifetimes/ 
28 Recommendations to the Commission on a framework of ethical aspects of artificial intelligence, robotics and related 
technologies, October 2020. https://www.europarl.europa.eu/doceo/document/A-9-2020-0186_EN.html 

https://www.europarl.europa.eu/doceo/document/A-9-2020-0186_EN.html


15 
 

The information contained in this document is of a general nature and is not intended to address the objectives, financial situation or needs of any particular individual or 
entity. It is provided for information purposes only and does not constitute, nor should it be regarded in any manner whatsoever, as advice and is not intended to influence 
a person in making a decision, including, if applicable, in relation to any financial product or an interest in a financial product. Although we endeavour to provide accurate 
and timely information, there can be no guarantee that such information is accurate as of the date it is received or that it will continue to be accurate in the future. No one 
should act on such information without appropriate professional advice after a thorough examination of the particular situation. 

To the extent permissible by law, KPMG and its associated entities shall not be liable for any errors, omissions, defects or misrepresentations in the information or for any 
loss or damage suffered by persons who use or rely on such information (including for reasons of negligence, negligent misstatement or otherwise). 

© 2020 KPMG, an Australian partnership and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (“KPMG 
International”), a Swiss entity. All rights reserved. 

The KPMG name and logo and are registered trademarks or trademarks of KPMG International. 

Liability limited by a scheme approved under Professional Standards Legislation. 

have been underrepresented in the AI ethics debate, which raises concerns about neglecting local 
knowledge, cultural and ethical pluralism, value systems and the demands of global fairness”. 

Recommendation 5.5 Pro-actively engaging with UNESCO Member States and other Governments 
to: 

• Drive greater engagement of developing countries in the debate around ethical and responsible 
AI.  

• Define a common language for ethical, responsible, trustworthy, human-centric AI. 

• Define a shared view of the minimum ethical and responsible AI standards that should be met by 
the international community. 

• Develop a coordinated approach to identifying and reviewing bilateral agreements that should be 
amended to reflect principles and requirements for human-centric AI. 

• Agree which existing (e.g. ISO certifications) and / or new mechanisms should be adopted to 
champion the deployment and use of responsible AI on a global scale.  

• Accelerate the development and roll-out of these mechanisms.   

 
What security issues associated with AI systems should be considered? 
 
Amongst the standard cyber security protections that are required in all systems (data encryption, 
user access management, logging and monitoring, system patching, system hardening etc.), AI 
systems present some unique risks due to their learning capability. Three common security issues 
that should be considered are those related to adversarial attacks, model inversion and trojans. 

 

Recommendation 5.6: Special attention should be given to the security of data and the skills and 
capabilities to keep data safe, in particular for the prevention and detection of adversarial attacks, 
model inversion attacks and trojans. 

Adversary attacks are used to trick or confuse a model by inputting malicious values, causing it to 
misclassify data – causing an image recognition AI system to identify a traffic light as street sign, for 
example. Model inversion attacks are a technique that aims to reverse-engineer a model in a way that 
it will give you information about itself and the data that was used to train it – including any sensitive 
or personally identifiable information. Trojan attacks are more often used whilst a model is in 
development; similar to the previous two, this technique again aims to trick the model, but in this 
case it aims to trick the model whilst it is learning so that a particular input will trigger an incorrect 
response once the model is in use, which the attacker can then exploit. 

Security in the context of AI and machine learning algorithms can have additional levels of 
complication and new areas of vulnerabilities like various types of adversarial machine learning 
attacks. In order to minimise the risks and consider all potential security issues special expertise in 
both aspects of security and AI would be required which is a rare expertise. Recognising special 
security requirements of AI systems and investing in building the right capabilities would be critical to 
have a safe AI enabled future. 

Recommendation 5.7: Create close collaboration between cyber security professionals and AI/ML 
experts to build cross disciplinary capabilities.  
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