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Globally, the regulatory environment 
is becoming more stringent for 
financial institutions, and the UAE 
is no exception. The Central Bank 
of UAE (CBUAE) issued a number 
of regulations in the second half 
of 2018. These are all in line with 
the regulator’s aim to enhance 
the governance, risks and controls 
environment across the banking 
sector, and to encourage financial 
institutions to adopt international 
leading practices. 

The regulations and standards 
pertaining to internal controls, 
compliance, and internal audit 
issued by CBUAE came into effect 
in October 2018. Their objective is 
to strengthen the internal control 
environment of banks in order to 
meet the changing market conditions 
and ensure the soundness and 
stability of the banking sector. 

While the regulation does not 
specifically mention any internationally 
recognized frameworks, the five 
elements of the internal control 
framework it has defined is closely 
aligned to that of the Committee 
of Sponsoring Organizations of the 
Treadway Commission (COSO). 
Although most large banks in the 
UAE have defined internal control 
processes, they would be well 
advised to reassess their frameworks 

by conducting a diagnostic review of 
their existing target operating model, 
policies and procedures across the 
three lines of defense.

Keeping pace with  
regulatory changes
Additionally, it is advisable for banks 
to also revisit their board and board 
committees’ (particularly the audit 
committee) terms of reference 
and agendas. Along with adequacy 
of coverage, the board and board 
committees need to reassess the 
quality of discussions surrounding 
internal controls, compliance and 
internal audit. It is important to 
determine whether the board 
committees have access to senior 
management, are asking the right 
questions and receiving appropriate 
information on areas such as 
the impact of new technologies, 
emerging risks and risk limits, 
compliance observations and 
upcoming regulatory changes. This 
could help enable the board and 
board committees to set the correct 
tone at the top and take relevant and 
timely strategic decisions. 

Another key requirement is to have 
a strong and capable compliance 
function that can keep pace with the 
increasing regulatory obligations. 
Banks are also advised to update 
their compliance policies and 
procedures, streamline their activities 

In an increasingly competitive market, with an ever-changing risk 
and technological landscape, it is advisable for banks to have mature 
corporate governance frameworks in place. Maryam Zaman elaborates 
on aspects banks may want to consider while establishing a better 
internal controls and compliance environment.

Strengthening governance 
and internal controls

and ensure they have an effective 
and comprehensive monitoring 
program in place. In order to maintain 
independence and objectivity of 
this function from the operations of 
the bank, it is important to clearly 
articulate the dual reporting lines 
to the chief executive and board or 
board committee. The Compliance 
function is also required to be 
audited by the independent internal 
audit function.

Preventing money laundering  
and terrorism financing
With greater international pressure 
on the region to counter terrorist 
funding, the accountability and 
responsibility of compliance 
functions has also increased. 
Traditionally, job descriptions of 
compliance officers were limited to 
reporting of suspicious transactions 
pertaining to anti-money laundering 
(AML) and combating the financing 
of terrorism (CFT). Now their duties 
have broadened to include bi-annual 
assessments of and reporting on 
AML and CFT frameworks, as well as 
operational review for identification 
of money laundering and terrorist-
financing activities. Without a 
complete regulatory repository, 
skilled compliance personnel and 
an experienced head of compliance, 
banks may find themselves 
struggling to cope with the new 
regulatory environment.



Internal Audit’s traditional role is 
also evolving from performance of 
appraisals to that of a strategic partner 
to the stakeholders of the bank. The 
function is required to stay abreast of 
the emerging risks, rapidly changing 
regulatory requirements and business 
challenges. Further, to increase 
transparency and accountability to the 
public, banks need to publish their 
internal audit charter on their website 
and review it every three years.

“Along with adequacy of coverage, the 
boards need to reassess the quality 
of discussions surrounding internal 
controls, compliance and internal audit.”
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Internal 
Audit 

 – Perception: Does Internal Audit meet the expectations of its stakeholders (i.e. Audit committee, 
executive management, senior management, etc.) by adding value to the bank and enhancing 
business processes?

 – Positioning: Is internal audit independent and objective, and is the function viewed as a valued 
contributor to the bank’s strategy? 

 – People and skills: Does Internal Audit have the right people strategy (internal auditing skill 
sets, relevant qualifications, technical expertise in the core and support functions of the bank – 
including IT, cyber security, regulatory compliance, risk management) to achieve its objectives? 

 – Technology: Does the Internal Audit use technology (e.g. testing and filing of work plans)?
 – Processes: Are Internal Audit’s processes* efficient, effective, and aligned with the Institute  
of Internal Auditors (IIA) standards and leading practices?  
*NB: internal audit processes subject to the review may include the following:

 – Does Internal Audit have adequate and approved policies and procedures?
 – Is there an annual risk assessment process (in collaboration with Senior Management  
and the Board)?

 – Does the risk based internal audit plan cover potential emerging risks, new projects which are 
prone to high risks? Does the risk based internal audit plan include an appropriate mix of audits 
between the core and support functions and consulting engagement?

 – Is there sufficient time spent in audit planning? Is the audit scope comprehensive, relevant and 
appropriate? Does internal audit utilize data analytics in the audit planning phase?

 – Are the entrance and exit meetings effective in communicating the purpose, scope and results 
of the Internal Audit?

 – Are audits executed in line with the IIA standards and leading practices?
 – Are audit observations clearly, objectively and adequately reported in the Final Internal Audit 
Report (e.g. was the IA Report clearly understood, well-written, and organized?)

 – Are follow up audits conducted regularly and are the results communicated to the Board Audit 
Committee on a timely manner? 

Compliance  – Policies and procedures: Does the Compliance function have comprehensive and up-to-date 
policies and procedures?

 – Communication and training: Does Compliance engage in regular and frequent communications 
and training programs for all of the bank’s key stakeholders (including board and employees)?

 – Technology: Does Compliance use technology to support its compliance program (testing, 
training records, etc.)? 

 – Compliance monitoring – Does Compliance monitor and track regulatory change on a timely 
basis? Is a compliance risk assessment conducted to evaluate the residual risks of all 
regulations? Does it conduct transactional, process and control testing? Is third party and 
employee compliance due diligence included in Compliance’s monitoring program?

 – Issues management and investigations: Does Compliance respond to government investigations/
exams/inspections in an effective and timely manner? Are response plans and processes for 
investigating alleged non compliance appropriate and formally approved?

 – Reporting: Is there periodic reporting to management and the board/board subcommittees 
on relevant compliance matters? Are all required regulatory reporting submitted completely, 
accurately, and in a timely manner? 

 – People and skills: Are the roles and responsibilities pertaining to compliance clearly defined and 
communicated to all stakeholders? Are performance management and compensation/incentives 
of those charged with compliance matters in line with the applicable regulatory requirements?

Areas subject to assessment 
Carrying out annual assessments of the internal control framework, 
compliance function, and internal audit function by the board is another area 
that banks should think about addressing in the short term. As per the new 
regulations, the board of directors/board committees are now also required 
to obtain an independent external evaluation of the compliance and internal 
audit functions every five years. The potential elements subject to such a 
review may include the following:



Strong self-review processes 
Another area of importance is annual 
self-evaluation of the board and the 
board committee’s effectiveness 
(a requirement in the draft CBUAE 
corporate governance guidelines). In 
Oman, the Capital Markets Authority 
has made it mandatory to conduct 
a board and board committee self-
assessment via its Code of Corporate 
Governance. With increasing 
responsibility, it is imperative that 
the board and board committees 
measure performance against their set 
objectives. Rather than being a tick-box 
exercise, the results of the evaluations 
should provide actionable plans to 
improve effectiveness of agendas and 
discussions. The board may consider 
appointing an independent facilitator 
to ensure transparency of the process 
and unbiased results.

The changing regulatory requirements 
mark a clear shift to a more regulated 
environment as prevalent in American, 
European and some Asian financial 
sectors. Not only are banks required 
to ensure compliance with the current 
regulations but forward-looking banks 
may try to adopt leading practices 
from developed markets to meet the 
demands of key stakeholders. 
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