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Introduction

Cybercrime can be carried out by a host of people ranging 
from disgruntled employees to individual hackers, organized 
syndicates, enemy governments or activists. Over the 
years, there has been a significant increase in the number of 
cybercrime attacks, prompting organizations to stay alert and 
seek means to fight cybercrime threats. 

KPMG strives to be on the forefront of developing stronger 
intelligence mechanisms. As a part of this endeavor,  
we conducted our inaugural UAE cybercrime survey.

We hope you find this report valuable and insightful.  
Please feel free to contact us with any comments or queries.

Simon Crowther
Partner
Forensic
KPMG Lower Gulf
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Findings

Impact of Covid-19

While the Covid-19 pandemic has prompted management to focus 
on their organization’s core operations, 46% of those surveyed 
reported that the pandemic has significantly increased their exposure 
to cybercrime, making them vulnerable. Findings also identified 
cybercrime as an increasing concern in the local corporate sector—
particularly in relation to the remote working environment.  

Throughout the pandemic, transactions from new devices have 
increased and more financial services customers are turning to 
digital for the first time. This has resulted in more new online banking 
registrations for numerous financial services organizations and, 
therefore, an increase in new accounts. This and other factors, such 
as fraud, have caused 71% of respondents to expect their business to 
invest additional resources in cybercrime prevention initiatives. 
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The pandemic has led to increased crime risk

There is clear, reported evidence of cyber criminals targeting Covid-19-
related support packages across multiple financial services organizations, 
and an increase in identity spoofing and cybercrime directed at several 
online traders. Eighty-three percent of UAE businesses surveyed had 
seen a change in cybercrime as a result of the pandemic. In particular, 
they experienced or observed a significant change in the following:

Source: KPMG cybercrime survey 2020 
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Biggest future threats to organizations

According to our findings, businesses expect to see a significant change to 
the following types of cybercrime over the next 12 months:

Source: KPMG cybercrime survey 2020
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Prior to the pandemic, few organizations had the 
capability to anticipate cyber threats and implement 
preventative strategies, despite prevention being 
more cost effective and customer focused. 
Contrary to that, 75% of respondents have made a 
change to their cybercrime prevention measures.

In this increasingly hyper-connected world, nearly 
all (48% “significantly” and 48% “slightly”) 
businesses expect to see changes to the overall 
level of cybercrime in the next 12 months.

75%

96%
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Conclusion and  
next steps
During the pandemic, the changing face of cybercrime has 
become evident across industries and businesses in the UAE. 
As regional lockdowns lift and global economies begin to 
recover, only time will tell what kind of changes we will see in 
cyber-attack rates.

The first line of defense against any cyber threat is increasing 
perception and awareness: ‘prevention is better than a cure’. 
Most organizations could improve value and security by 
adopting a proactive approach to tackling cybercrime-related 
risks. Such an approach towards cybercrime risk management 
typically requires a cultural shift—this starts with board-level 
executives who can incorporate cybercrime-related risk into 
their enterprise risk strategy. Leaders may then quickly start to 
identify gaps and encourage an organization-wide approach to 
countering cyber threats. 
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Further, many organizations adopt a piecemeal approach towards cybercrime risk management. A suggested framework for building a sustainable model 
for cybercrime risk management is outlined below:
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Demographics and 
methodology
The survey was conducted via an 
online questionnaire during the 
Covid-19 pandemic. Forty-six percent of 
respondents work for large business, 
and 29% for medium businesses.

Respondents included Chief Security 
Officers, Chief Legal Officers, CEOs, 
CFOs, CISOs, GCISOs, Information 
Security Managers, NITSOs, General 
Managers, Heads of Security and 
related professionals from across  
the UAE.

Survey participants represent the following industries:

Banking and financial 
services

23%
Government and 
public administration

10%
Retail
8%

Technology
25%

Manufacturing and 
transportation

4%

Insurance
6%

Other
18%

Services
6%
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About KPMG

For almost 50 years, KPMG Lower Gulf Limited has been 
providing audit, tax and advisory services to a broad range of 
domestic and international, public and private sector clients 
across all major aspects of business and the economy in the 
United Arab Emirates and in the Sultanate of Oman. We work 
alongside our clients by building trust, mitigating risks and 
identifying business opportunities. 

KPMG Lower Gulf is part of KPMG International Cooperative’s 
global network of professional member firms. Now entering 
its 150th year, the KPMG network includes approximately 
219,000 professionals in over 147 countries. KPMG in the 
UAE and Oman is well connected with its global member 
network and combines its local knowledge with international 
expertise, providing the sector and specialist skills required by 
our clients. 

KPMG is widely represented in the Middle East: along with 
offices in the UAE and Oman, the firm is well established in 
Saudi Arabia, Bahrain, Kuwait, Qatar, Egypt, Jordan and the 
Lebanon. Established in 1973, KPMG in the UAE and Oman 
employs 1,485 people across four offices, including about  
100 partners and directors. 

Our latest initiative, KPMG IMPACT, aims to help clients 
future-proof their businesses amid times of increasing focus 
towards issues such as climate change and social inequality. 

The goal is to help them achieve success across 17 major 
Sustainable Development Goals (SDGs) and become more 
resilient and socially conscious. For FY21, the firm has 
earmarked a global budget of USD 1.43 million for  
the initiative. 

As we continue to grow, we aim to evolve and progress, 
striving for the highest levels of public trust in our work.  
Our values are: 

— Integrity: We do what is right. 

— Excellence: We never stop learning and improving. 

— Courage: We think and act boldly. 

— Together: We respect each other and draw strength from  
     our differences. 

— For Better: We do what matters. 

To meet the changing needs of our clients, we have adopted 
an approach aligned with our global purpose: Inspiring 
Confidence, Empowering Change. Our three pillars – 
exceptional quality of service, an unwavering commitment to 
the public interest, and building empowered teams –  
are the foundation of our firm.
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