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Unprecedented circumstances are forcing the insurance industry to 
dramatically evolve and rethink the way business is being conducted 
globally. Volatile markets, dependency on technology, enhanced 
compliance requirements, among other factors, are leaving organizations 
little choice but to adapt. Accordingly, opportunities to lead and reshape 
the insurance industry have never been greater. 

The Insurance Authority (IA) in the United Arab Emirates (UAE) recently 
published a circular with respect to new reporting requirements. 
Insurance companies are now required to obtain an independent 
auditors’ opinion on the effectiveness of internal controls over financial 
reporting (ICOFR).

The requirements, as per the IA’s Circular No. (21) of 2019 and its 
subsequent circular, endeavor to strengthen internal controls within 
insurance companies in the UAE.

KPMG understands the importance of these new requirements.  
Our objective is to assist you in navigating and implementing a  
robust internal control framework.

Maryam Zaman

Partner,  
Head of Internal Audit –  
Financial Services

KPMG Lower Gulf  
(the UAE and Oman)
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Overview
Insurance Authority Circular No. (21) of 2019

IA Circular No. (21) of 2019 states: 

“As part of the year end audit exercise, external auditors are 
required to obtain an understanding of the internal controls 
relevant to the audit and to express an opinion on their 
operational effectiveness.”

Key objectives of the ICOFR requirement include:

Improve the quality of financial  
reporting and compliance

Enhance the operating model of 
companies to ensure efficiency

Assist companies in integrating with 
the dynamic environment

Uplift the UAE insurance sector up to 
the standard of global best practices

Increase reliability of financial information, 
boost investor and policyholder confidence

Protect the interests of all the stakeholders

ICOFR implementation steps

Establish an ICOFR framework and review the 
design and operating effectiveness of ICOFR 
controls for the year 2020

Provide a report to the Insurance Authority 
including the results of the ICOFR 
assessment by 30 April 2021

Remediate control gaps/failures and test the 
operating effectiveness of implemented 
ICOFR during 2021

Obtain a separate opinion from external 
auditors on operating effectiveness of ICOFR 
controls from 2021 onwards
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Understanding IA’s  
Circular No. 21 
Focus areas – Circular No. 21 from IA

—  Is the DoA specifying authority limits (e.g. 
claim authorizations, re-insurance etc.) for 
the transactions defined?

—  Are authority limits relevant and current for 
the entity’s business and scale?

—  Are core insurance operations and 
support function policies clearly defined, 
communicated and enforced?

—  Have the procedures for key functions been 
clearly defined?

Adherence to delegation of authority (DOA), 
policies and procedures1

—  Are employees aware of their roles and responsibilities 
with respect to processes (such as underwriting, 
claims, investments, etc.) and controls?

—  Are controls within the processes documented and 
their criticality assessed in terms of materiality?

—  Is adequate and accurate information available for 
reporting and decision making?

—  Are key controls preventive or detective in nature?
—  Are design effectiveness and operational efficiency of 

key controls tested and control failures identified and 
remediated?

—  Do the actions and behavior of functional teams 
reflect a culture of adherence to defined policies, 
procedures and guidelines?

Internal controls over  
financial reporting2

—  Are laws, regulations and circulars applicable to the 
insurance entities identified?

—  Have compliance obligations been identified 
and responsibilities for ensuring compliance 
communicated? 

—  Have criticality of compliance requirements been 
assessed and corresponding compliances reported?

—  Does the C-Level executives group have visibility on 
compliance levels and root causes in cases of non-
compliance? 

—  Have updates to laws and regulations pertaining to 
the insurance sector been communicated to the 
concerned personnel  
on a timely basis?

Monitoring compliance with 
laws, regulations and circulars3
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External Auditors  
to confirm

Depending on the 
control gaps

6 to 10 weeks1 to 2 weeks per process3-4 weeks

ICOFR journey on a page
Summarized below are the key steps required to achieve the objectives of the ICOFR 
requirements in IA circular no. (21) of 2019. We have assumed a pragmatic and balanced 
implementation effort that does not jeopardize quality or external auditor expectations, 
but equally seeks to document and test only key processes and controls.

Perform scoping
Objective

 Perform and validate 
the scope of the ICOFR

STAGE 1

Document and 
evaluate entity level 

control (ELC)
Objective

— Evaluate the tone 
at the top of the 

organization through 
an assessment of 

ELCs
— Evaluate ELCs as 
a basis for reliance 

on underlying control 
activities

STAGE 2

Understand and 
document as-is 

processes
Objective

 — Understand and 
document as-is 

process narratives for 
in-scope areas

STAGE 3

Document key 
controls and 

conduct test of 
design

Objective
 — Document key 

controls in risk and 
control matrices 

(RCM)
— Evaluate design 

of controls (including 
IT general controls) 
and identify gaps in 
existing process and 

controls

STAGE 4

Assess effectiveness 
of controls
Objective

 — Conduct test 
of internal control 

effectiveness 
(including IT general 
controls) and identify 

gaps in existing 
process and controls

STAGE 5

Assist in remediating 
control gaps

Objective
 — Develop a 
remediation roadmap 
and assist insurance 

companies to 
remediate the gaps

STAGE 6

External audit 
opinion 

Objective
 — Obtain reasonable 

assurance on the 
design and operating 

effectiveness of 
the ICOFR from the 

external auditor

STAGE 7

Note: Relevant trainings shall be provided on an ongoing basis to the pertinent stakeholders, as applicable.

1 week

Tentative timeline
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Internal Control Framework
IA Circular No. (21) of 2019 does not specify a framework to 
follow. In this case, a leading internal control framework, 
such as COSO 2013 (COSO), can be adopted to address the 
IA’s internal control framework requirements.

As per COSO, internal control is a process, effected by an entity’s board of 
directors, management and other personnel, designed to provide reasonable 
assurance regarding the achievement of objectives in the following categories:

1 Effectiveness and efficiency of operations
2 Reliability of financial reporting
3 Compliance with applicable laws and regulations

KPMG’s internal control framework based on COSO
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Compliance Framework
As per IA Circular No. (21) of 2019, “ICOFR controls help in ensuring the 
orderly and efficient conduct of business, including regulatory compliance 
and prevention and detection of fraud and errors, and covers not only the 
controls over reliable reporting of financial statements, but also includes 
other controls pervasive across the business.”

Compliance requirements are spread across several categories of laws  
and regulations (illustrative): 

Administrative Consumer Corporate

Secretarial standards Product regulations

Environmental Taxation Police and municipality

Intellectual property

Information systems

Labor

Our approach for implementation of compliance framework

Using KPMG’s proprietary tool “Vision 360” and KPMG’s Center of Excellence, 
we assist clients in developing a robust automated compliance framework to 
meet compliance requirements.

Build knowledge base 
—   Conduct business understanding and identify applicable laws and 

regulations
—   Benchmark entity’s compliance framework with KPMG’s 

compliance framework
—   Obtain existing compliance checklists

STEP 1

Develop compliance program
—   Assess the applicability of each regulation to the entity’s 

operations
—   Conduct compliance risk assessment based on the approved risk 

assessment methodology
—   Assign a process owner to each compliance requirement to 

ensure continuous compliance

STEP 2

Preparation of checklists
—   Document controls/checklists of all applicable compliance 

requirements, as well as frequency of the controls
—   Develop compliance monitoring framework
—   Map user-wise responsibility and customize MIS/dashboard for 

management reporting

STEP 3

Updates
—   Provide checklist updates mapped to the compliance tool
—  Handhold for a limited time period

STEP 4

Financial Regulations

Regulations applicable 
for lines of business

Anti-Money Laundering
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Fraud Controls
Below are some of the key elements we take into account when assessing 
a typical anti-fraud framework.

UNIFIED FRAUD RISK GOVERNANCE 
MODEL

Build strategic direction against fraud

Consider: design and strategy, role of 
compliance officer, role and responsibilities 
of compliance committee, anti-fraud culture, 
information and record management, 
technology

Governance

MITIGATE ORGANIZATION’S  
RISK IMPACTS

Mitigate potential fraud risk events

Consider: code of conduct, anti-
fraud and misconduct policies and 

procedures, management of conflict of 
interest, employee and business partner 
due diligence, fraud awareness training, 

fraud risk assessmenPrevention

Response DirectionENSURE TIMELY ACTIONS  
AGAINST POTENTIAL FRAUD

Coordinated approach to deal with  
identified fraud risk events 

Consider: investigation and fraud response 
protocols, responsibility and accountability 
for investigations, criteria for use of external 
investigation resources, whistleblower investigation, 
remedial actions and disclosure protocols

RECOGNIZE UNMITIGATED  
‘RISK IMPACTS’

Expose concealed fraud  
risk awareness 

Consider: whistleblowing procedures, 
ethics line, monitoring of fraud risk 

management framework, use of 
forensic data analytics

Our approach to performing 
a fraud risk assessment 
follows a five-stage 
approach

Establishing 
the context and 
evaluation of fraud 
risk factors

 
Identification of 
fraud risks/schemes

Analysis of fraud risks/
schemes/scenarios 
and identification of 
mitigating controls

Evaluation and 
prioritization of 
residual fraud risks

Creation of fraud risk 
profiles. Development 
of action plans 
and reporting (and 
handover)

1
2
3
4
5
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Illustrative – In-scope areas
Depicted below are the illustrative scope areas for insurance companies, which will be covered as 
part of the ICOFR review. 

In-scope areas are subject to change based on the review of key business activities, materiality 
and discussions with the management and external auditors, that will be conducted as part of the 
scoping exercise.

ENTITY-LEVEL CONTROLS

Organization structure Enterprise risk management
Budgeting and management 

information systems
Delegation of authority Policies and procedures

Code of conduct Whistleblower mechanism Internal audit Control self-assessment Financial review  
and oversight

Board and audit  
committee operation

Third-party relationships IT entity controls

CORE PROCESS

Underwriting

— Motor 
—  General/non-

motor
— Health
— Family/life

Claims

— Motor 
—  General/non-

Motor
— Health
— Family/life

SUPPORT PROCESS

IT GENERAL CONTROLS

Access to program  
and data

Program change Program development Computer operations

Cash and bank management

Reserve calculations

Period end closing and reporting

Payroll management

Value added tax (VAT)

Credit control and payables

 Business development

Reinsurance 

Investments
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How KPMG can assist
Road map to implement an internal controls framework

 
CURRENT STATE UNDERSTANDING 

—   Finalize scope and develop project plan

—   Engage with process/control owners and key stakeholders, including 
external auditors

—   Review existing policies and procedures, risk control matrices (RCM) 
and conduct walkthroughs to determine the level of existing internal 
financial control compliance

—   Identify key controls and agree with external auditors to drive  
more efficiency

1

DOCUMENTATION OF ENTITY-LEVEL CONTROLS (ELC)

—   Evaluate ELCs against the COSO 2013 requirements

—   Conduct walkthroughs to confirm control design

—   Document the ELCs

—   Independent design review and validation of ELCs

—   Report ELC design effectiveness gaps

2

DOCUMENT PROCESS FLOWS/NARRATIVES AND RCM

—   Document process flows/narratives to demonstrate the existing 
control environment

—   Identify broad categories and sources of risks for each business 
process, including fraud and IT risks

—   Develop RCMs to ensure coverage of all financial reporting assertions

3

GAP REPORTING AND REMEDIATION PLANNING

—   Identify design and operating effectiveness control gaps 

—   Evaluate the root cause for identified deficiencies 

—   Recommend mitigation plan for remediation

—   Discuss exceptions identified with the management and 
external auditors

—   Agree on a remediation plan and support management in 
remediating the gaps

4

MANAGEMENT REPORTING

—   Continuously monitor and update the RCMs

—   Improve the effectiveness of internal control

—   Keep a tab on continuous improvements needed in the 
framework, processes, leading practices and changes in 
laws and regulations

5

10



Why KPMG Lower Gulf?
Our team of professionals in insurance sector work with KPMG’s global network 
of member firms to support entities in their efforts to strengthen and enhance the 
effectiveness of their internal control frameworks.

INDUSTRY RESEARCH

Our team leverages their 
understanding of the UAE’s regulatory 
requirements (i.e. Insurance Authority, 
SCA, etc.), as well as leading insurance 

industry practices to perform ICOFR 
reviews and ICOFR implementations.

EXPERIENCE

KPMG Lower Gulf’s team comprises 
of members with more than 30 

years of experience and extensive 
knowledge of ICOFR, as well as an 
in-depth understanding of financial, 

operational, regulatory compliance and 
fraud prevention controls – all of which 
is required to ensure efficient project 

delivery.

FRAMEWORK AND 
METHODOLOGY

Our tried and tested internal control 
framework and methodology can be 
customized specifically to address 
the needs of the insurance sector 

in the UAE. This includes reviews of 
control environment, risk assessment, 
control activities, monitoring activity, 

information and communication. 
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